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The development of science, technology and means of production creates both new 

opportunities and new threats to nuclear security. 

Drone Threat 

For example, the availability and using of unmanned aircrafts systems (UAS) or 

drones have increased significantly in recent years. Today, drones are available in sizes 

ranging from a matchbox to those that can lift an adult. Their capabilities are amazing. They 

can be incredibly maneuverable, slipping into small windows at full speed and navigating 

inside buildings [1]; act autonomously [2] according to a predetermined plan. Some drones 

can remain in the air even after a partial loss of rotors, and act in coordination with large 

groups of other drones [3], [4]. Their scope is huge: aerial shooting, inspections, agriculture, 

searches, rescues, firefights, cargo delivery and many more. Naturally, so capable and easily 

accessible technology is already widely used by smugglers [5], terrorists and in modern 

conflicts for aerial reconnaissance, artillery fire adjustment, sabotage operations and 

dropping munitions on ground forces [6]-[9]. 

This technology is a serious threat to nuclear security and safety [10]-[12]: 

1) The possibility of stealth smuggling of prohibited substances and objects both to and 

from the protected areas of nuclear facilities and across borders (i.e. nuclear materials, 

radioactive materials, weapons, ammunition, explosives, RF transmitters that can 

affect or hack wireless communication etc.); 

2) Stealth reconnaissance of the means of nuclear facilities physical protection and the 

work of security guards from the air or from imperceptible landed drones; 

3) Sabotages with possible damage to critical infrastructure elements, blackouts, lots of 

fires, explosions. 

So nuclear facilities not equipped with effective means of detecting and fighting 

drones are potentially vulnerable to the spread of dangerous materials and terrorist sabotage 

attacks [13]. But not all existing technologies for detecting and counteracting drones are 

universal and each of them has advantages and disadvantages [14], [15]. Drones can be very 

hard to spot and counteract especially if they fly autonomously at high altitudes or in poor 

visibility conditions.  



 

For example, passive detection systems based on radio frequency (RF) analysis are 

able to detect controlled drones in advance and quickly determine the exact position of its 

operator. But these systems are weak in detecting autonomous drones or in overcrowded RF 

environment. Optical and acoustic detection systems have modest capabilities in range, 

viewing angle, weather conditions and other parameters. Active systems based on radar 

technologies are universal, but require licenses and measures to prevent harmful interference 

and potential collateral damage. 

Potential collateral damage and restrictions of regulators can also be issues for such 

effective drone countermeasures as high power microwave devices (HPM) and high energy 

lasers. Jamming radio frequencies and spoofing GPS are useless against drones with 

autonomous navigation systems and can cause harmful RF interference too. There is also 

interesting countermeasure where drone-protector catches intruder-drones with nets.  

So, most universal and effective anti-drone solutions should combine different 

detection systems and countermeasures in a way to cover all possible risks. Although it is 

possible to protect nuclear facilities, the protection of long borders and critical infrastructure 

from nuclear and radioactive materials smuggling and terrorism by drones is much larger 

task and huge threat. On the other hand drones can really help in nuclear security by catching 

or pursuing enemy drones and intruders, or by watching from the air. 

Cybersecurity 

News about cyberattacks and critical zero-day vulnerabilities found in digital 

systems appear with alarming frequency [16]-[18]. As practice shows, established 

approaches in creating software and hardware cannot provide guaranteed invulnerable 

digital systems. Moreover nuclear facilities can have thousands of different digital systems 

each of which may have zero-day vulnerabilities. The effects of targeted cyberattacks can 

be devastating [17]-[19].  

Important approaches to ensure cybersecurity should be: 

1) Designing important for security digital systems that fundamentally cannot receive 

data from external networks or standardized data storages such as USB sticks (by 

using data diodes and unidirectional gateways [20]); 



 

2) Restrictions and access control to safety and security systems; 

3) Access control to source codes and documentation of digital systems that are 

important or can influence on nuclear safety and security; 

4) Staff training in cyber-secure ways of working with digital systems; 

5) Reasonable limiting or usage control of employee's personal devices. (i.e. software 

control of prohibited uses or RF analysis of large wireless data uploads); 

6) Continuous information monitoring about critical vulnerabilities of systems and 

quick fixing of them; 

7) Restrictions on the use of wireless networks and wireless peripherals devices. 

AI Surveillance 

As for the new opportunities that technologies provide, I want to mention artificial 

intelligence (AI) based on Machine Learning. AI really helps in advanced methods to detect 

drones [21], [22] Also AI tech in combination with video surveillance and bio-identification 

allows, to recognize people and to analyze their actions with high accuracy. For example, 

Amazon Go are stores where, surveillance system can monitor all visitors, with the help of 

cameras and sensors. The system automatically takes into account what visitors took from 

shelves, what they put back and takes payment for the goods taken from store [23]. 

So imagine a system that is capable to: 

 recognize personnel by face and gait;  

 analyze and recognize unusual, suspicious and forbidden behavior for every 

employer individually; 

 detect unknown persons in the protected area or suspicious activities nearby. 

Such a system can significantly reduce the risk of unauthorized access to controlled 

areas and insider threats. It will help to identify threats to nuclear security at an early stage 

and respond in time.   



 

Conclusions 

To ensure nuclear security it is essential, to provide analysis of new threats and new 

technical and organizational means to counter security threats. This is why such conferences 

are so important. We can share experiences, ideas and opinions on the threats and threat 

management techniques, to develop effective up-to-date plans, programs and practices for 

improving nuclear security. IAEA Member States should include them in the scope of their 

nuclear security regime to be able to withstand emerging threats of our fast changing world 

[24]. 
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