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Abstract. Paper describe legal aspects, roles and place of TSO in development and maintenance of nuclear and radiological Moldovan infrastructure, it interaction with regulatory body.
Development of TSO activity is becoming more important in the context of the increasing role of nuclear technologies in the development of society. This is not due by diminishing the role of the Regulatory Body (RB) (www.anranr.gov.md) in Moldova, but due to the complexity and multilateral area which may influence the radiation protection, nuclear safety and security. Limited human and financial resources of the RB consist the fundamental arguments which convinced Moldovan legislators to reflect role of TSO in the new legislative act on regulation nuclear and radiological activity [1]. The Art.8 of this Law underlines that the national nuclear infrastructure consists also of radiological experts, other qualified human resources from the sectors of research, training, education, TSO, regardless of its legal form of organization. Thus, for the first time TSOs are accepted as an intrinsic part of the national infrastructure in the nuclear and radiological field. As it was mentioned in many reports, countries with limited resources have all the reasons to establish such a legal framework, so that the activities of TSO and experts will become benefit and attractive in supporting the RB, stakeholders and society as a whole. Except financials and human resources constrains of the RB, why though is it necessary to work in cooperation with a TSO? Additional reasons and actions for use of TSOs are the followings:
· regulatory decission should rely on technical and scientific basis;

· RB always needs support in some areas from external technical, education and scientific organizations or experts;

· existence of a reasonable well developed market for nuclear/radiological engineering, education services.

A TSO means an organization established (internally or externally vis-a-vis to operator or RB) to provide multilateral support, including specific research, engineering services, calibration, legal advice, analysis and testing for management decission, human resources training, etc. As the rule, internal TSOs is established in the framework of complex nuclear facilities, with developed infrastructure and, in many such cases TSO staff are separated and independent units. External TSOs may be individual enterprises, LTDs, NGOs, scientifical or expertise organizations, universities chairs or labs, design institutions, other engineering services institutions, etc. External TSOs are selected by operators on the basis of performance and competence, because their results sohuld be recognized by RB. Assistance of TSO may be requested also by RB as contractors, consultants, R&D or training purposes. 
TSOs should confirm to the RB, stakeholders and to the society their competences, prove the existence of adequate resources to perform their mission and provide credible technical and scientific expertise. From that point of view TSOs are interested in a long term policy, for establishing a baseline of technical expertise and scientific knowledge in the field, for identifying and addressing security and safety research needs, and by fulfilling education and training needs. Moldovan TSO became more attractive, fact confirmed by receiving in the last year more funds from US NRC, SSM (Sweden), and other donors for sustaining of Moldovan RB or operators. Currently TSO development in Moldova is rising, although not with the expected rates. Enabled TSO activates in different sectors as: on evaluation of the regulatory framework and preparation of draft normative acts, consultations concerning technical equipment, training, improving RPO knowledge, pre-licensing inspection, ensuring quality control, metrological assistance, update of the RB web page, ensuring information security and providing consultancy on cyber security issues, exchange of information during round tables, workshops as well as conferences or exercises. 
Let's try to analyse, in which regulatory areas in Moldova can help third-party actors. Regulatory functions in the field of nuclear and radiological are clearly set out in art. 6 of law. 132/2012 [1] and consist of: 
· authorization of activity (equivalent to licensing for other fields of activities); 

· state control and supervision of nuclear and radiological activity;

· development and promotion of the legal framework required;

· evidence of nuclear and radioactive materials, radioactive waste, generators of ionizing radiation;
· constraints under national legal framework. 
Authorization activities. Authorization is based on notification of the intent to conduct business. Depending on what activity is planned, RB shall inform the applicant of the content of the dossier should be submitted for evaluation. At this stage, the applicant alone, or invoking a TSO, prepares the expected dossier. After the receipt of the dossier and his assessment, RB is obliged to check the data present in the file, therefore needs to carry out an inspection for the purposes of authorization. Such kind of inspection for purpose of evaluation could be carried out by a TSO specialized in the field and recognized by RB. RB verifies the report presented by TSO, compare it with dossier and resumes by decision to issue or not the authorization. Of course, RB has full powers to verify data from dossier in site, by organizing other inspections. In any case, issuing, revoking or suspending of the authorization is the duties only of RB within the country. 
Other aspects of the authorized activity – maintenance of authorization by the operator, consists daily tasks of conditions of authorization.  In this respect contribution of TSO may be significant on the contract-based service signed with operator for metrological, engineering maintenance, monitoring the individual doze, quality control assurances, calculation of radiation protection barriers, risk assessment in physical protection, cyber security, etc.

In Republic of Moldova regulation activities as state control and supervision, evidence of nuclear material, radioactive sources, radioactive waste, generators of ionizing radiation and constraints applied under national legal framework cannot be executed by anyone except RB.

The process of development and promotion of the legal framework required may be divided in two phases. Firstly it consists the process of evaluation of legal frameworks, analysis of experience of other country, IAEA and EU standards and legislation, and elaboration of the draft of legal act which may be done by a TSO specialized in the field or by RB. If it is done by TSO, the elaborated draft is presented to RB for expertise, adjustment according to legal requirements, and promotion through official state channel for approving. Second phase – initiation of expertise of state authorities, organization of debates and finalization of the draft of legal act should be done by the RB. At this phase, TSO may participate only as external (public, professional) expert and influence quality of the proposed draft. As it was mentioned TSOs are both from the private sector, NGO, as well as from the state sector. In dependence of structure of the state authorities in the country, other state institutions or authorities play, for the RB in nuclear field, a role of TSO (Institute of Metrology, Institute of Standards, State Service Hidrometeo, academicals and university labs etc.) 
In particular, it is extremely important the TSO role in new areas, which carries an increasing role, such as cyber security, vulnerability of physical protection involving cyber security requirements etc. The development of information technology sets new knowledge challenges to Regulatory Body staff, requirements of which are difficult to implement due to the specific topic.  Thus, the areas of cyber security can be supported only by specialized state or non-state organizations, or external experts via the RSO. As a recommendation, the RB's partnership with TSO must be a strategic, long-term and their relationship must be in a well-defined regulatory framework, ensuring fair competition, stimulating work, fair recognition of TSO, the results of TSO, the possibility of taking into account the recommendations and opinions by TSO. The TSO on its side, needs to make sure that the expertise offered and the consultancy are aligned with with current good practices in the key areas, such as cyber security
An increasing role in physical protection of nuclear objectives, of nuclear and radioactive materials is the security of the internet and intranet network at the facilities between the RB and other involved state authorities. This is due to information technology and communication development, which currently offers the opportunity to manage systems such as physical protection or to create channels for information exchange between various entities. Cyber security plays an important role in assuring the protection of systems that contain data, such as the quantities of nuclear material, radioactive sources, their placement, physical protection system configurations etc. The new arising domain cannot be neglected anymore by no entity, especially. By taking into account the need to access on-line the data of one operator or RB there is a need to assure the confidentiality, integrity and availability of databases and communication channels. Therefore, several aspects of ensuring information security must be taken into consideration. First of all, developing countries have a low level of perceiving cyber threat risks, as well as have an undeveloped security culture in terms of using the internet and computers. The RB itself, information contained in the databases as well as the nature of such information can lead to the classification as a critical infrastructure that operates with sensitive data. The human factor is still the weakest link in the system. One of the mandatory trainings and improvements that need to be made is awareness raising for RB staff regarding the role information security has within the organization, and not only. Even if this is the responsability of the institutions mainly enforced in this field, TSOs may aid and enhance this process for the RB, due to the specific of activity. Examples of such activities can be local trainings, seminars or workshops, where the current risks will be described as well as measures and basic use requirements will be taught. The specifics of RB activity leads to the necessity of specialized trainings in cyber security, with an emphasis and connection to nuclear and radiological safety. In order to support this statement can be reffered to the IAEA Nuclear Security Department which has recognized the risks and importance of assuring cyber security, for nuclear facilities and not only. As with nuclear or radiological materials handling procedures, there have to be in force internal information security procedures regarding the use of equipment, storage of data, transmission mechanisms and others.
Communications channels are the most vulnerable when it comes to transferring of sensitive data. In this way, the RB needs to have a stable and secure internet connection via encrypted channels managed by a trusted entity. Being a state authority, the RB is connected to the governmental network of special telecommunications, which is designed solely for state authorities. According to Government Decision No. 546 from 20.07.2011 [2] all public entities are connected to the special telecommunications governmental network, maintained and administrated by the Center for Special Telecommunications (www.cts.md). The network is redundant, connected to major public Internet providers within the country, but isolated physically and logically in order to prevent unauthorized acces. The mandatory services offered include continuously monitoring and support when required. The secure communication channels are also being used for information exchange flows, e-mail, and all communication links required for business purposes between two or more organizations. As a basic example, the network can meet the minimum security requirements in order for the RB to check and monitor the state of physical security of nuclear or radiological waste repositories or objectives. The RB is a beneficiary of all these services, as well as it can receive alerts and reports for the network it is managed internally. Still, due to the nature of RB activity and limited staff number, it is recommended to conduct regular risk assesments within the RB, as well as vulnerability scanning and penetration tests for the informational systems used. This can be accomplished by the TSO by involving external experts that are certified in such processes. 
The capacity to prevent and react to cyber incidents is also important for assuring information security. In 2010 has been established a Computer Emergency Response Team (CERT), namely Cyber Security Center CERT-GOV-MD (www.cert.gov.md), within the Center of Special Telecommunications. Objectives of the Center are: 

· Increase the cyber security awareness and understanding of risks for the citizens, public authorities and private sector;

· Leverage the cyber-security baseline in Moldova’s government; 

· Prevent and detect occuring cyber threats

· Build strategic relationships to improve cyber security for critical national infrastructure. 

Priority areas and initiatives are to increase awareness in online security, as well as act as a coordination point. Thus, one of the main Center’s services is the dissemination of intelligence feeds containing current cyber threats, communication of potential or detected threats within a certain network, as well as can offer support in case of an incident. By having a central point for reporting of cyber incidents within the Government, awareness of the importance of information security has raised. Also, by ensuring that all other organizations connected to the network respect minimum security requirements, the RB benefits from this as well, as it has interactions with various public organizations. The TSO role in this process, is to analyze the recommendations received by the RB in this area, as well as test and implement if necessary the new changes. These can be related to one or another security software, configuration of network equipment, development of database systems etc. As can be deducted, the expertise needed to assure cyber security is very specific due to the circumstances upon the RB functions and the services it offers. 
Nature and extent of support provided by TSO is a national choice, but anyway, regulatory decission remain sole responsibility of RB. 
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