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Abstract. The presentation is mainly based on table top exercises which create an easy forum to merge safety and security issues and to allow training and open discussions between stakeholders on key points. The general statements and remarks resulting from the French experience in nuclear security exercises is shared and detailed in 4 main topics : 1 the decision making process, 2 the coordination and interfaces, 3 the planning, preparation and training, 4 the time and people managements.

1. General considerations about safety and security interfaces

   The fields covered respectively by safety and security are distinct to a certain extent. The aim of safety is to protect Man and the environment against radiological risks, whatever the cause (natural events or malicious acts…). The aim of security is to prevent the theft of nuclear materials, and to prevent any risk of sabotage targeting nuclear or radioactive materials in facilities or transport. With regard to the risk of theft of nuclear materials, security and the related physical protection measures are supplemented by physical monitoring and accountancy of nuclear materials. Thus, it is mainly in protecting against the risk of sabotage that the measures implemented in the areas of safety and security complement and reinforce each other.
   With regard to protection against sabotage, i.e. malicious acts that may result in radiological releases, safety and security share the same common aim to protect human health and the environment. The measures adopted are very similar in both cases and are strongly connected with a certain number of fundamental principles (defence-in-depth, graded approach, safety and security culture…). However it should be underlined that there is a greater and more direct involvement of the State in the area of security than in safety and that more stakeholders are involved in the security issues than in the safety issues. As a direct consequence of that, TSOs could help a lot for coordination and interfaces management between all involved regulatory bodies and competent authorities.  
2. Exercises and crisis management in the field of security

The protection of individuals and the environment in the field of nuclear energy primarily depends on nuclear safety and radiation protection provisions. These provisions are intended to prevent and, if necessary, reduce the consequences of events from inside or outside the facility or caused by human error or failings. These provisions are completed by security provisions intended to prevent malevolent actions and, if necessary, reduce the consequences of these acts. In particular, the response to a severe attack on a nuclear facility encompasses protection of public and environment through safety and security issues, maintaining public order and protection. It is important to take note that the implementation of these provisions is based on the sharing of responsibilities between public authorities and nuclear operators.
   To ensure the efficiency and effectiveness of these provisions and the overall organization, a comprehensive programme of exercises should be developed at the national level. It has to be underlined that the emergency response demands a perfect cooperation of a large number of local, regional and national entities (security and safety authorities, operator teams, dedicated response forces, judicial authorities…) to handle the safety and security aspects of the situation. However, the implementation of exercises merging the two aspects in realistic conditions is complex, expensive and difficult to carry out. This is the reason why it could be considered to perform different types of exercises which complete each other:  

· Field exercises dedicated to security,
· Exercises merging safety and security issues,

· Table top exercises.

2.1 Security exercises
   The main objective of security exercises is to test the overall organization in response to a malevolent action in a nuclear facility which could lead to significant radiological releases in the environment. This leads to assess the emergency and contingency plans available in the field of security and to test the coordination of the intervention of all involved entities. These exercises should be performed at a national level and are based on a severe threat taken from the national DBT. Emphasis is made on the response of law enforcement entities with only simulation of safety responses.

   The security exercises are very efficient and effective to train all involved entities such as guards, law enforcement entities, SWAT teams, bomb squads, judicial and administrative authorities, nuclear operators but are time consuming in their preparation and implementation and consequently, a limited number of such exercises could be performed. The type of scenario may vary according to the exercise (for example: theft of nuclear material or sabotage of nuclear facility).

   It could be considered as a good practice to increase the interfaces between safety and security as the development of these exercises and the experience feedback progress. For example, during the very first exercises, only the internal emergency plan could be activated, then both internal and external emergency plans could be activated. The operator’ safety staff could also be involved only at the local level in the first exercises, and then both the local and national levels could be involved. It is also possible to involve more directly the operator’ safety staff in the decision making process of security exercises when sufficient skill of the management of such events has been gained.

2.2 Safety exercises with a malevolent initiator
   In addition to dedicated security exercises, it is possible to achieve exercises in the field of safety with a terrorist attack of a nuclear power plant or a nuclear facility as an initiator. The objective of such exercises is to assess and precise the decision making process between safety and security authorities and the allocation of responsibilities between the authorities and the operator at the national and local levels. Moreover, this type of exercise does not lead to the exchange of sensitive information (on the threat or on the vulnerability of the facility), if care is taken to base the scenario on a state-oriented approach.

   Usually, the majority of countries with a nuclear program have a large experience in the field of safety exercise; the initiators of such exercises could be a natural event, an equipment failure or a human error. A new challenge appears if the initiator is a malevolent action and this could lead to sequences of failure of equipment which may vary significantly from those taken into account in the safety cases. Moreover, the management of the situation could be different, the number of stakeholders more important and the implementation of emergency procedures could not be possible if the presence of adversaries on the site limits the movements of the safety staff and the actions to restore safety functions on damaged equipment or systems. Furthermore, the necessary duration for the response forces to counter the threat has to be taken into account to assess the deadline for the recovery of a safe situation.

   Safety exercises with a malevolent initiator are a relevant arena to gather safety and security people, to allow them to work together to manage the crisis, to bring them in a common understanding of a complex situation and to develop acculturation between all involved entities. 

2.3 Table top exercises
   Table top exercises could also be developed to create an easy forum to merge safety and security issues and to allow training and open discussions between stakeholders on key points. A suggestion is to structure the exercise as a scenario-driven case study, with time-stepped facilitated discussion to address crisis decision management. The scenario should consider an attack against a nuclear power plant or another nuclear facility requesting an emergency response at national level. The scenario should provide successive failures of safety functions requiring timely and appropriate measures to be taken to stop the aggression and to restore safety. The objective is to identify and develop key issues related to the effectiveness of the response thought a facilitated discussion. The scenario has to be organized by time-steps and used by facilitators to lead participants through the case study to express their comments, points of view, criticisms… A final discussion will allow the identification of good practices and recommendations.
   Table top exercises could be considered as an appropriate tool to combine two different and complementary problematic issues:

· The safety of a nuclear facility (damage of safety functions, accidental situation…),

· The security (terrorist group on the site, impossibility for the operator to manage the situation by local actions…).

  The threat level and the scenario have to be chosen to allow to overpower the adversaries before the occurrence of an unacceptable situation in the nuclear facility (for example a severe core damage on a NPP) and also to lead to a progressive involvement of all State agencies as the situation on site is worsening.

   Four phases could be identified to cover such a crisis:

·  The Reflex phase during which procedures are enforced,

·  The Reflection phase during which an assessment of the situation is performed and which includes the emergency management including safety and security issues,

·  The Response phase which usually leads to the assault by the law enforcement agencies,

·  The Recovery phase with the aim to restore safe and secure conditions on the nuclear site.

3. General statements in emergency situations 

  The general statements and remarks resulting from the French experience in nuclear security exercises with a view to encompass safety and security issues could be considered as rather universal and could be shared by the international community in the field of nuclear energy. They have been gathered below and grouped in 4 main topics.
3.1 Decision making process
· The common objective of safety and security is to protect the man and the environment against radiological releases, but both safety and security have their own specificities and constraints and rely on appropriate requirements which may differ in their means and ways of implementation. => There is a need to find a balance between safety and security requirements.

· A lot of State and non-State actors are involved in the management of a security crisis (Competent Authorities in the field of safety and security, Technical Support Organizations, judicial authorities, law enforcement agencies at the national and local levels, operators at the headquarters and local levels…). => There is a need for allocation of responsibilities between several entities.

· A severe attack or attempt of attack to a nuclear facility may lead to significant potential consequences for the public, the workers or the environment. This could lead to a major crisis at the State level with political, economic, medical and sanitary consequences. => In such a crisis, the decision making process may involve the highest authorities in the State.

· A specificity (or major characteristic) of a nuclear crisis resulting from a severe attack on a nuclear facility and more particularly a nuclear power plant is the ability to cope with simultaneously two different issues:

· To protect the life of workers and possible hostages on the site,

· To avoid a severe accident with potential releases in the environment.

· As a direct consequence of the management of two different major risks at the same time, the decision making process will be complex and will involve different authorities and experts (from political, judicial, technical and medical areas). => There is a need to prioritize the main risks to make a decision (core melt prevention seems a priority but this of course debatable).

· As another consequence of the complexity of the management of a nuclear security event and the large number of involved stakeholders in the process, the authority responsible for the crisis management has to be clearly identified and the ground for decision making must be clear. 

· A severe attack or attempt of attack to a nuclear facility may trigger the alert of all involved entities and responsible authorities of the State and lead to increase the vigilance level. => As a consequence, this should lead to put in a secure position other sensitive sites.

3.2 Coordination and interfaces
· The management of a nuclear security event at a nuclear facility involves many stakeholders at the national and local levels and at the State and operator levels. Some of these entities may have different approaches and potentially conflicting objectives in such a crisis. => Consequently, there is a need to carefully prepare the coordination, cooperation and the interfaces between all these entities.

· Due to the great number of entities involved in such a crisis, there is a need to precise in the regulations the missions, roles and responsibilities of ministerial departments, institutions, organizations and individuals involved in the process.

· There is a strong need for coordination and acculturation between the safety and the security fields to identify synergies in the management of the crisis and potential conflicting areas.

· There is also a strong need for information and coordination between local and national involved entities, mainly as the intervention and response is concerned (different law enforcement agencies, SWAT teams, bomb squad, guard forces…).

· The management of a nuclear security event at a nuclear facility needs clear communication and interfaces between several command posts. => Think about the better position of the command posts on site or off site and balance between advantages and drawbacks (proximity versus exposure to risks…)

· Access and intervention by law enforcement agencies in a nuclear facility need specific precautions (protection of sensitive targets if weapons are used, potential inferences with instrumentation and control equipment…). => There is a need for consultation between intervention teams and the operator before the assault to identify the potential consequences and the precaution to be taken.

· A severe attack of a nuclear facility could result in trapping equipment with explosives. Due to the complexity of the systems, rooms and equipment of the facility, the combing of the site by the bomb squad has to be prepared and performed in close cooperation with the operator.

· Communication with the media, the public and the local elected representatives in case of nuclear crisis of malicious origin could not release sensitive information which could be useful for the adversaries. => There is a need for a careful preparation and a good coordination between safety and security authorities to issue press releases.  

3.3 Planning, preparation and training
· Mutual understanding and sharing the same goals between safety and security people (authorities and experts) are essential to manage a nuclear crisis of malicious origin. => A basic ground for that is to develop strong safety and security cultures within the institutions, organizations and personnel.

· Managing a nuclear crisis of malicious origin in a nuclear facility is a complex task which involves many stakeholders. => Consequently, there is a need to be prepared for such a crisis through development, implementation and testing of emergency plans (for safety purposes) and contingency plans (for security purposes).

· Training is also essential to be prepared to face a nuclear crisis of malicious origin. This goes through regular exercises at several levels (local, national) of various sizes and frequencies involving separately or simultaneously different stakeholders. => However, there is a need to emphasize on combined safety and security training and exercises to cope with this type of event.

· An attack of a nuclear facility may be of different type and intensity. => Importance of an accurate assessment of the adversary’s capabilities and consequently importance to be prepared to a graded response tailored to the strength of the attack. 

· Response to a severe attack in a nuclear facility may involve different law enforcement agencies (local, regional and national teams, even SWAT teams). These people may be not well informed about the specificities and layout of a nuclear site. => Importance to the intervention teams to have a good knowledge of the nuclear site and to be aware of its specific risks (radiological or electrical risks, under pressure equipment…).

· A nuclear crisis of malicious origin on a nuclear site could lead to unexpected situations which have to be identified and assessed by the nuclear operator and appropriate procedures and provisions have to be prepared in advance:

· Notably the operator has to think about its staff management in such a situation (evacuation, gathering, identification of indispensable people, restriction of actions or movements on the site…), and how to communicate with people in case of armed adversaries on the site.

· The operator should also develop procedures dealing with hostage-taking on a nuclear site (knowledge of hostages of the sensitive targets could be of interest for the adversaries…). 

· Information and communication about a nuclear security crisis could not be ignored by all involved authorities and entities. => Importance to be prepared and trained to communicate with media on this issue through exercises. 

3.4 Time and people managements
· Time is a major concern in case of a severe attack of a nuclear facility. Adversaries could use their knowledge of the site and facility to damage or trap important to safety equipment or to block the access to strategic areas. As usual in such a crisis, the first minutes of the attack are crucial and actions taken during this period of time to counter the threat are of the utmost importance.

· As a direct consequence of the importance to counter the threat at the very beginning of the attack, there is a need to have locally on the site or its close vicinity a sufficiently robust response force able to counter efficiently a wide spectrum of attacks. 

· To cope with a severe attack of a nuclear facility, security people have to counter the threat (neutralization of the adversaries, protection of sensitive equipment, recovery of a secure situation on the site…) and safety people have to deal with basic safety functions (decay heat removal, containment of radioactive substances…). => As a consequence, the time scale is not the same for safety and security specialists.

· A driving criterion to manage a severe attack in a nuclear facility is to assess the deadline for recovery of a safe situation (for example to prevent a core melt in a nuclear power plant or a large release of radioactivity in the environment). => This set up priorities for emergency and contingency responses for both safety and security teams.

· Another issue which need cooperation and coordination between safety and security specialists is to quickly identify which equipment or system will become vital for safety purposes as a result of damages performed (or threaten to damage) by the adversaries. This will give priorities for the protection of equipment or areas in the facility.

· In case of a severe attack in a nuclear facility, important to safety equipment could be destroyed or trapped by explosives. => As a consequence of that, the crisis is not over after the assault and the neutralization of the adversaries. The recovery phase to restore a safe and secure situation on the site should not be underestimated.

· The management of a nuclear crisis of malicious origin should take into account the possibility of insiders on the site. These people may have a good knowledge of sensitive equipment and could help outsiders. => This could complicate the task of safety and security teams.

· Due to the complexity of a nuclear crisis of malicious origin, the management of such a crisis may be long and has to be anticipated notably if emergency and contingency shifts have to be renewed. => Emphasise has to be put on a good transmission of the information between the different safety and security teams.     
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