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Abstract. This paper reflects current Moldovan legal framework in nuclear and radiological field. For the first time in the nuclear legal framework are underlined role of technical and scientific organization in sustaining the regulatory process. The TSO role may be both organizations from the private sector, NGOs, as well as from the state sector. Such cooperation in the Republic of Moldova results in developments in legal aspects, education and training. A special attention is paid to the role of TSO in establishing the regulatory requirements in cyber security components, which is an intrinsic part of the physical protection of nuclear, radiological facilities or nuclear and radioactive materials and of the Regulatory Body's too.
1. Introduction

Actuality of the development of TSO is becoming more acute in the context of the increasing role of nuclear technologies in the society development. This is not due by diminishing the role of the National Agency for Regulation of Nuclear and Radiological Activity (www.anranr.gov.md - sole Regulatory Body), but due to the complex domains which may influence the radiation protection or nuclear safety and security. Limited human and financial resources of the Regulatory Body were additional reasons that convinced Moldovan legislators to reflect necessity involve TSO (art. 8, d), e)) as part of the nuclear and radiological infrastructure in the new law on regulation nuclear and radiological activity (Law No. 132 of 8 June 2012). In the Art. 8 of this Law it is underlined, that the national nuclear infrastructure consists also of radiological experts, other qualified human resources from the sectors of research, training, education, TSO, regardless of its legal form of organization. These activate in providing or aiding on various services such as on evaluation of the regulatory framework and preparation of draft of normative acts, consulting concerning equipment or trainings, improving RPO knowledge, conducting pre-licensing inspections, ensuring quality control, metrological assistance, update of the web page, ensuring information security implementation, providing support on cyber security issues, organization of round tables, workshops as well as conferences or exercises. TSO can be both from the private sector, NGOs, as well as from the state sector. The partnership with TSO should be strategic, long-term and in a well-defined regulatory framework. TSO should confirm to the Regulatory Body, stakeholders and to the society their competences, prove the existence of adequate resources and provide credible technical and scientific expertise. At present, Moldovan TSO became more attractive and receives support from the US NRC, Swedish SSM, and other donor countries. 

2. Legal Framework on Nuclear and Radiological Activity
Law no. 132 of 8 June 2012 on the safe conduct of nuclear and radiological activity, inter alia, regulates the nuclear and radiological (NR) activities in Moldova in accordance with the international obligations set out in the NPT, Moldova’s CSA, the Additional Protocol, IAEA International Conventions and the IAEA Safety and Security Standards thereto. All NR activities in Moldova shall be conducted for peaceful purposes only (Article 1) and in conformity with the international obligations undertaken by Moldova. The scope of this law (Article 2) is: to prevent the proliferation of nuclear weapons, materials and equipment associated with the proliferation of nuclear weapons and other nuclear explosive devices; to establish mechanisms to ensure the safe conduct of nuclear activities; to prevent the unauthorized conduct of nuclear and radiological activities; to prevent the theft and illicit trafficking in nuclear and radioactive materials and to ensure the physical protection of nuclear and radiological facilities.

In this respect, are relevant such explained definitions for the assurances of physical protection (e.g. physical security, nuclear and radiation security, nuclear and radiation safety assessment, nuclear and radiation safety culture, nuclear and radiological databank, nuclear and radiological database, which are set out in Article 4 of the law).

The following regulatory functions shall be exercised in the field of NR activities (Article 6): authorization; development and approval of laws and regulations in the field of nuclear and radiation safety and physical protection; keeping records of ionizing radiation sources and nuclear material. 

The National Agency is the sole administrative authority established by the Government under the Ministry of Environment as a legal person under the public law. The National Agency is authorized by the law (Article 11) to carry out among other the following functions relevant for the physical protection of the NR facilities and materials: 

·   prepare and implement the state NR policy; prepare draft policies, national strategies and the legislative framework for their promotion, as well as adopt measures for effective regulation of NR activities; 

·   assessment of applications for radiological authorization and compliance by applicants with radiation protection, NR security, physical protection and safeguards requirements; 

·   implement the state control and oversight to verify the nuclear safety and security conditions at NR installations; 

·   manage the National Registers (Data Base, Data Banks) of nuclear materials, radioactive sources, radioactive waste and authorized legal and physical persons.

Article 12 of the law sets out the regulatory rights and obligations of the National Agency, liaisons with physical protection, e.g.: 

·   right of access, in accordance with its competences established by law, to any place where nuclear and radiological activities subject to authorization and control are taking place;

·   request the natural and legal persons that are subject to regulatory control to implement the provisions of this law, other normative acts in the NR fields and the authorization conditions;

·   take measures to install the necessary monitoring and control equipment and benefit from the technical support offered in this regard by relevant national and international organizations;

·   have access to data and records of radioactive sources and nuclear material, and to information, technical and contractual data of authorized persons in order to implement its regulatory control;

Chapter IV of the law contains provisions regarding authorization of nuclear and radiological activities. The authorizations issued by the National Agency are based on its assessment that the conditions required for the conduct of a specific activity are met by the applicant. Authorization holders are required to establish and maintain an adequate system for the application of physical protection in accordance with the international treaties to which Moldova is party. 

3. Cyber Security Role 

The development of information technology delivers new requirements to Regulatory Body staff, which are difficult to implement due to the specific topics. Thus, the areas of cyber security can be supported only by specialized organizations (e.g. TSO). As the Regulatory Body is a state authority, it is part of the special telecommunications network and it adheres to specific requirements in terms of networks, as well as it is automatically a constituent for the Governmental Computer Emergency Response Team, which has as a standard service the monitoring and scanning of network against illicit intrusions, as well as reports upon detected suspicious Internet activity. Moreover, in this respect and considering the growing the role of cyber security, the Law 132/2012 includes definition of cyber security and assurances by the operator of the cyber security as a part of authorization conditions. With support of external experts in cyber security, were recently developed additional requirements for physical protection of NR objectives and, or nuclear/radioactive materials. The licensee is obliged to establish a physical protection system for securing information, computers and software which are used in physical protection, and, immediate report to the competent authorities on any attempts to gather information related to physical security system, or a physical or cyber-attacks aimed at disconnecting or damaging the work of one or more computers involve in assurance of physical protection system, or with the scope to totally or partially damage of key computers in combination with other types of attacks. In order to protect information relating to physical protection, licensee will be responsible to adopt appropriate measures to ensure and maintain confidentiality of data and information about physical protection system and regarding nuclear/radioactive materials during use, transport or disposal thereof, as well as access control and logging to sensitive information for physical security, materials contained within or informational systems. Most of the Regulatory Body's activity includes sensitive data, with specific access control lists based on the need to know privilege. Therefore, information security and the data access has an important role in the activity of the Regulatory Body. From this point of view, the used external networks are maintained and monitored by the specialized TSO - Center of Special Telecommunications of the Government of Republic of Moldova. The network separation rules are applied, offering needed access to the databases that contain information about radioactive waste, ionizing sources, nuclear materials as well as the data contained within is the core for the services of the Regulatory Body, and mainly assessment, inspection preparation and report creation. It is foreseen to create special access for operators as users to the database, in order to be able to request update of the data regarding inventory lists of nuclear materials, radioactive waste and/or ionizing sources. However, the maintenance and configuration of internal network and database is the sole responsibility of the Regulatory Body, but can be outsourced to a TSO under special agreements.
The implementation of the service related to authorization process requires also maintaining the integrity, confidentiality and availability of data for the client, as well as the secure connection with the Regulatory Body during the authorization process. All these will be accomplished in accordance with the existing legislation regarding to data access and sensible information storage, as well as taking into account best practices. 

4. Institutional and Legal Framework of Information and Cyber-Security

The development of information technology worldwide and in Moldova leads to growth in all domains. As developments brings along untracked and unknown cyber threats, at Government level as part of execution of the provisions of the Government Decision no.746 from 18.08.2010 "On approval of the Individual Partnership Action Plan Moldova – NATO”, was created the Cyber Security Center CERT-GOV-MD(CERT), part of the Center of Special Telecommunication (CTS). CTS was founded according the Government Regulation no.735 of 11 June 2002 “On special telecommunications systems of the Republic of Moldova” aimed to solve the information security requirements, to assure the functionality and development of the state information systems, secure telecommunications networks. CTS, de facto, is a TSO, and manages and monitors the governmental communication infrastructure and IT systems, and the CERT is established in order to provide extensive services in cyber security, in preventing and responding to cyber threats. CERT analyzes received information on eventual cyber incidents in national data systems and informs via official channels, by providing as well recommendations on remediation and the use of measures against cyber-attacks. The standard services offered therefore consist of user awareness campaigns, information related to possible incidents or malware detected in the network, as well as responsive services of incident remediation and support when necessary. The main constituents are the public authorities and institutions, as the Regulatory Body, as well as various critical information infrastructures which are connected to the governmental network. However, it is possible for other institutions or organizations to contract some of these services.  The advantage of the Regulatory Body being connected in the Governmental network is obvious, as it benefits of the governmental special telecommunication network and specialized services. This factor facilitates the development of internal IT systems for data storage and exchange.

According to the Digital Strategy Moldova 2020, there is no mandated institution in cyber security at the national level. The multiple institutions involved in this process, address the related sub-domains according to their field of activity, therefore leaving gaps in cooperation at national level or areas where no institution is enforced in cyber security assurance. Moreover, at the institutional level there is no defined cyber security management structure which mentions the roles and responsibilities for providing security of IT systems and information resources. Still, if these roles are mentioned, the lack of specialists creates other gaps in assuring cyber security. Besides these factors, there is also the lack of security operation processes or standards that lead to the fact that each institution addresses cyber threats according to business needs or capacities. Therefore, once again Regulatory Body has a complicated task in its activity, as cyber security is a new and complicated domain, which requires expertise and support in order to assure the resilience and security of all systems and data contained. The selected solutions have to address adequately the requirements of information security, which are very high due to the sensitivity of data.

Another common aspect is the low on security culture in information technology. This area can be easily linked to the overall security culture at the national level, and requires user awareness and trainings in order to be able to safely use the nowadays IT systems and services. Therefore, legal and regulatory development, TSO as well as specialist trainings are needed in order to cover existing gaps and assure cooperation in this domain.
5. Conclusions

The cooperation between Regulatory Body and TSOs in cyber security area is mandatory in nowadays technological society. While the Regulatory Body can receive consultancy and support from a specialized organization, the TSO can also develop its services and professionalism in its domain. Moreover, as many of the Regulatory Body activity can be made via online requests, such as for authorization or entry and modification of nuclear or radiological operator's data in the centralized systems, it is necessary to create and maintain an infrastructure that will assure information confidentiality, integrity and availability. The cooperation in Moldova in this area is at a starting point, due to the lack of information security legislation and national body in this area, as well as due to the fact that the Regulatory Body does not have sufficient resources to create and maintain such systems on its own. Therefore, the new legislation in nuclear and radiological activities can and is a boost for the Government to adapt legislation, in order to assure information security in all areas, including critical information infrastructures.
