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Mobile technologies’introduction into the world of safeguards business processes such as inspection creates
tremendous opportunity for novel approaches and could result in a number of improvements to such pro-
cesses. Mobile applications are certainly the wave of the future. The success of the application ecosystems
has shown that users want full fidelity, highly-usable, simple purpose applications with simple installation,
quick responses and, of course, access to network resources at all times. But the counterpart to opportunity
is risk, and the widespread adoption of mobile technologies requires a deep understanding of the threats and
vulnerabilities inherent in mobile technologies.

Modern mobile devices can be characterized as small computers. As such, the threats against computing
infrastructure apply to mobile devices. Meanwhile, the attributes of mobile technology that make it such
an obvious benefit over traditional computing platforms all have elements of risk: pervasive, always-on net-
working; diverse ecosystems; lack of centralized control; constantly shifting technological foundations; in-
tense competition among competitors in the marketplace; the scale of the installation base (from millions to
billions); and many more.

This paper will explore the diverse and massive environment of mobile, the number of attackers and vast
opportunities for compromise. The paper will explain how mobile devices prove valuable targets to both
advanced and persistent attackers as well as less-skilled casual hackers. Organized crime, national intelligence
agencies, corporate espionage are all part of the landscape.
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