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GPS Jamming and Spoofing -No Longer an
Emerging Threat

In order to monitor and quickly respond to an issue when transporting radioactive material, we need to
know where that material is as it is transported. The safety of the shipment necessitates knowing numerous
time and position related details during the entire process: when it stops, how long it was stopped, where
along its planned route it is, is it on the planned route, and so on. To do this, we need the information
provided by a global navigation satellite system (GNSS) receiver. GNSS receivers are also commonly referred
to as Global Positioning System (GPS) receivers due to GPS being the most well-known of the GNSS satellite
constellations. Once GNSS jamming was a capability possessed by a few militaries, while GNSS spoofing
was only a theoretical threat. Today, jammers can be purchased by anyone over the Internet[1]. Spoofing
has transitioned from theory, to an emerging threat, to an emerged threat anyone with some technical savvy,
YouTube, and a software-defined radio (SDR) can perform[2]. This paper will present some steps that can be
taken today to help mitigate the risk from jamming and spoofing.

For context, jamming is the simplest technique and because of that simplicity the most prevalent threat to
GNSS positioning. GNSS jamming is when a stronger signal at the same frequencies as the GNSS satellites’
signals is transmitted to interfere with a GNSS receiver’s ability to receive the signals from the satellites.
Spoofing on the other hand is a technique where signals identical to those transmitted by the satellites are
transmitted at slightly stronger power to trick a GNSS receiver into using the spoofed signals instead of
the true satellite signals. Spoofing can be used to change the time, location, or both reported by a receiver.
Spoofing can be used to cause a GNSS receiver to report that it is traveling as expected when it actual may be
stopped or traveling in the wrong direction. Spoofing can allow a vehicle to appear to be safely parked to the
remote monitoring center when it is actually underway.

What was once only the potential threats of GNSS jamming and spoofing to deny and compromise PNT infor-
mation used to monitor cargo and assets is now a daily occurrence in and near conflict zones, is used regularly
by criminal elements involved in cargo hijacking[3] and by “normal”people circumventing the monitoring of
their company vehicle[4] without realizing the risk to everyone around them. In order to protect our abili-
ties to safeguard and securely transport radioactive and nuclear material steps to detect and/or protect from
attacks on GNSS derived time and position information that is so critical to monitoring and responding are
needed. Several steps that can contribute to detecting and protecting the GNSS receiver that provides this
critical information are presented in this paper.
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