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Introduction of a cyberattack detection framework
for safety systems of NPPs

As cyberattack becomes more complex and intelligent, an air-gapped computer or network of nuclear power
plants cannot guarantee 100% safety from cyberattacks. For the Iranian nuclear facility in 2010, a malicious
computer worm broke into the nuclear program and disabled the key part although the target was located in
the air-gapped facility. In most small modular reactors(SMRs), the instrumentation and control(I&C) systems
are digitalized. They are designed to comply with codes and standards of cybersecurity, but there are few
detection systems for cyberattacks. Especially for safety systems, no direct cyberattack detection system is
applied because there is a big concern about impacts of safety functions as new security system is introduced in
the I&C architecture. Thus, this study suggests a framework to detect cyberattacks in safety systems without
affecting direct safety functions based on the study of APR1400.
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