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2. IAEA Guidance for the security of decommissioning

. Dhuring decﬁmn;isljon]ing IOIFOCGSS' th?rT is prohbabi“ty that the  |AEA guidance on the security of decommissioning can be found in
Eurjzg??nztaﬁlgt?oa Ztiﬂuef(gir izl s ine selowie ol the IAEA Nuclear Security Series (NSS) No. 35-G Security during the
. ' . . . Lifetime of a Nuclear Facility,
* Therefore, a security system or physical protection system is still ) L L.
needed during the decommissioning stage. * the main publication for decommissioning, General Safety
+  Unfortunately, the attention on how to ensure the adequacy of Requirement (GSR) Part 6 Decommissioning of Facilities, mostly

security infrastructure on every steps of decommissioning in discuss about the safety requirement.
Indonesia is still low.

* Itis important to evaluate and improve the decommissioning 4. Comparison Between |AEA Guidelines & Indonesia

security infrastructure. . : C .
Y Regulations On Security Of Decommissioning

3. Regulatory framework in indonesia

TAEA Guidelines Indonesia Regulations
NSS No. 35-G: 1. GR No. 54/2012: The licensee should ensure
a.  Operator should revise the securi the physical protection of nuclear installations,
p phy p
lan prior to the transition to special equipment, and nuclear related materials.
plan p p quip
Government decommissioning stage, using 2. GR No. 2/2014: Technical requirements for
Regulation (GR) No. o o 9. 0.0 ..
01 522012 graded approach. obtaining Decommissioning permits includes:
The Safety and Security b.  The operator should also revise the a.  decommissioning program;
of Nuclear Installation; security measures for protection of b.  radiation protection and safety program,;
//ﬂ \ the sensitive information asset, c.  nuclear preparedness program; and
02 : %ﬁ"}if':ggg;':;iﬁg computer security, sustainability, d.  document management system.
Government Decommissioning of contingency planning, emergency |[3. BR No. 4/2009 and BR No. 6/2011:
Ez.g;:gg-?: =H) h gi‘;eEa{Emeg‘gng — preparedness, incident reporting, a.  the decommissioning program should
The Licensing of (BR) No. 6/2011 on the trustworthiness, quality assurance, includes nuclear security and safeguards
Nuclear Installation Desompssonna i ton nuclear security culture and nuclear rograms
and Nuclear Reactor_Nuclear ty prog .
Material Utilization Installation. materials accounting and control, b.  the security programs for the
as applicable. decommissioning is an adaptation from
the existing physical protection plan
during operation stage.
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Provisions or guidelines that need to be added to the regulations

1. Provision or guideline on the establishment of proper security plan based on 4. Provision or guideline on ensuring information security and cybersecurity
decommissioning steps using graded approach there are still a lot of important information that need to

6‘ be protected during the process
During decommissioning Right now, there is no clear guideline on @ i . — : :
processfsteps there will be those regulation on how to adjust o = . The important infermation including schematic and
2 1

=
security plan during decommissioning =3 6‘ e e diagram of the facility, specific description of the
some changes in the facility - ckm security plan and measures, nuclear material transport
by using graded approach = o :
routes, access code, etc. So, the facility still need to
condition

establish its security.

During the decommissioning, there are also
possibility that facility will still use computer based
system in many aspect, including safety and security.
nuclear material. :

Every process or step will have To protect those computer based system,

different condition and risk, so it is There will also a challenge to e facility will need to establish
_ wise W integrate the security measures D cybersecurity/computer security.
to implement graded approach on the into the workflow of the - ; ; ; ;
security measures, to avoid wasting e 0 DO s W 5. Provision on the requirement of financial guarantee of security
resources on unnecessary security hindering work

infrastructures on long decommissioning.
2. Provision or guideline on how to prevent insider threat

2. To implement proper
security measures, the

facility need to provide

funding.

Meanwhile, there will be some addition

of new personnel with various

background come to the facility to

involve in the decommissioning process a.immediate

There ars two dismantling
strategies for b.deferred = = e :
— = decommissioning e Z PR
These condition can increase dismantling. - security
the risk of the insider threat i :

The facility need to
establish a program to
prevent and counter it

Not every personnel will be
involved in the decommissioning
process. Some personnel could
lost their job.

It could create lack of motivation
and depression among the
personnel, and could create many
disgruntled employees.

Conclus

There will be increased pressure to reduce . Indonesia already has adequate regulations regarding decommissioning, but most

staff number, that could create uncertainty fth lv f th fet t
among the personnel. (0] em only Tocus on the satety aspect.

There will be addition of new workers from . Provisions related to security on decommissioning need to be revised in Indonesian
contractor who may not understand about

security culture. regulations.

Several provisions that need to be added on Indonesian regulations on security of
decommissioning including establishment of proper security plan using graded
© All of those will affect the strength of approach, prevention against insider threat, information security and cybersecurity,
security culture on the facility. maintaining security culture, and financial guarantee of security infrastructures.




