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USING MQTT AS HETEROGENEOUS DISTRIBUTED MESSAGES

INFRASTRUCTURE AT WEST CODAC

Since 2013 => re-factoring of WEST CODAC source code.

Goals :

- Modernize legacy implementations (C / Makefiles),

- Create WestBox framework with main features:

Data Acquisition,

Timing Network,

Finite States Machines,

Shared Memory Network,

- Make cross-platform based on CMake.

Still in operation :

- A proprietary legacy MOM (Message Oriented Middleware),

- Based on RTWorks - SmartSockets, TIBCO

- Based on publish-subcribe architecture,

- To synchronize units,

- To exchange data.

 Used with all CODAC actors from local network.
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INFRASTRUCTURE AT WEST CODAC

RTWorks:

- Used since the 1990,

- Use a broker (Deneb) to queue and dispatch messages over topics,

- Different levels of Quality of Service (QoS),

- Serialize data automatically (opaque),

- Available under Linux, Windows, and LynxOS.

- No acknowledgment,

- No persistent sessions,

- No efficient support for multi-threading,

- No gateway,

- No chaining,

- Not a standard (proprietary).

- No topics map,

- No helper tools (log, monitoring),

- No more technical support,

- Out-of-date documentation and outdated frozen version,

- Limited capacity reached at IRFM (overload).

 Need to find a replacement.
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History :

- 2002: list of dysfunctions from RTWorks,

- Broker overload identification,

- No solution without expensive software upgrade.

- 2010: prototype to port to Notify (proprietary SDK),

- Require a gateway to work with RTWorks,

- Expensive supports,

- Complex integration in IRFM framework,

- No efficient results,

- Notify not selected as suitable alternative.

- 2017: review of industrial MOM solutions,

- AMQP, ActiveMQ, RabbitMQ (Cern / ITER),

- Mqtt (used at RJH - Cadarache),

- Visit of RJH test-bench (CAREDAS project),

- Good feedback CAREDAS team.

 Mqtt must be evaluated at IRFM.
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Prototyping with Mqtt :

- 2018 : installation of Mqtt V3.1 test-bench at IRFM,

- First prototype in IRFM framework,

- First tests with Mosquitto C framework.

- 2019 : first use to handle the state machine of data acquisition units,

- Port whole framework API for fast controllers,

- Implement bi-lingual clients (RTWorks / Mqtt),

- First try with Mqtt as secondary MOM,

- To relieve RTWorks infrastructure,

- First uses of Mqtt during the C4 West experimental campaign.

- 2020 : review of open source Mqtt brokers (VerneMq, Mosquitto, etc.),

- Limit tests and final broker selection,

- Finalization of clients migration and topic map,

- First use of Mqtt with fast controllers during C5.

 Mqtt selected as suitable MOM with Mosquitto broker for WEST.
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Mqtt:

- Like RTWorks but better,

- Uses a broker to Queue and dispatch messages Over topics,

- Different levels of Quality of Service (QoS),

- Available under Linux, Windows, and LynxOS,

- Acknowledgment and persistent sessions,

- Gateway and chaining (WebSockets),

- Supports multi-threading and secure connexions.

- OASIS Standard, very well documented,

- Large community, IoT, industry,

- Open-source solutions,

- Interchangeable and multi-protocol brokers,

- Interoperable clients.

- No automatic data serialization.

 Need to define a model to communicate and a topic map.
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Communication:

- To exchange data between actors,

- Mqtt transport information as byte-array,

- We needs to define a data model,

- To encapsulate information.

 Zlib compressed XML

- Zlib is fast and portable everywhere,

- XML is a mature standard,

- Both available as shared libraries.

Model:

- Structured by 2 fields,

- Metadata,

Topic, sender, version UUID, date, …

- Body with properties list,

Bool, byte-array, double, string, int, …
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<?xml version='1.0'?>                                                                                                                        
<Message>                                                                                                                    

<Metadata>                                                                                                                            
<Topic Value="/IRFM/MOM/RECIPIENT/DVME1/"/>                                                                                          
<Sender Value="GC169574@intra.cea.fr:momxmldata_test:1234"/>                  
<Version Value="1.0.0"/>                                                                                                             
<Uuid Value="564abb17-0832-4ce5-bc79-511670ff0d03"/>                                                                                 
<TimeStamp Value="2019-01-15T15:04:56"/>                                                                                             

</Metadata> 

<Body>                                                                                                                      
<ShotID Value="32768"/>                                                                                                              
<DataItemList Value="4">                                                                                                             

<DataItem Value="1">                                                                                                             
<Name Value="DVME1_value1_integer"/>                                                                                         
<Type Value="INT"/>                                                                                             
<Data Value="1414"/>                                                                                                         

</DataItem>                                                                                                                      
<DataItem Value="2">                                                                                                             

<Name Value="DVME1_value2_float"/>                                                                                           
<Type Value="DOUBLE"/>                                                                                          
<Data Value="1.7319999933242798"/>                                                                                           

</DataItem>                                                                                                                      
…

</DataItemList>                                                                                                                      
</Body>                                                                                                                     

</Message> 

https://en.wikipedia.org/wiki/Zlib
https://en.wikipedia.org/wiki/XML
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Topic map:

- Topics as paths,

- For each communication channels,

- Shared between all actors,

- Infrastructure topics :

Sync, Events, Log, Tests,

- CODAC service topics :

Supervision, Servers, IHM, Plasma Control System, etc.,

- Fast controller topics,

Spectrometry, security, reflectometry, thermography, Heating, Gas, etc.

Custom tools for debugging and monitoring :

- A Qt frontend to monitor messages,

Payload contents, real time data, curves, events,

- A Qt / WebAssembly frontend to monitor the broker,

Connections, statistics, events, logs.
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Mosquitto broker Qt/WebAssembly Monitoring
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Map defined 
with more than 
1500 topics

 For 80 Actors 
on the network

 A bottleneck :

20 x Fast controllers


Mqtt broker


Real-time Data Server

WEST CODAC

Architecture
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Mqtt Chain Test-bench Environment :

- During experiments  RTWorks chain overload,

- Bottleneck : real-time data from fast controllers,

- Sent to the database server (one core processing),

- 5 MBytes/s during 1mn,

- Post-processing in Matlab show random data loss.

- IRFM Mqtt chain test-bench  check the limits with same conditions,

- Fast Controllers, Broker, Real-time Data Server,

- Fast Controllers emit real-time data frames (sampled at 1ms),

- Output traffic : 0.1 MBytes/s by fast controller,

- 20 emulated fast controllers.

Mqtt Real-time Data Server :

- Ported to Qt based WestBox framework,

- 1 receptor : max input traffic 16 MBytes/s,

80% CPU, no frame lost,

- Multi-threaded frame receptor : 8 cores  ≈ 100 MBytes/s.
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Mqtt Chain Test-bench Results:

- Mqtt chain supports 5 MBytes/s as RTWorks,

- Can go much higher :

Up to 70 MBytes/s without loosing real-time frames !

Less than 60% of CPU usage with 8 threads RT data server.

Can be extended with more cores on RT data server.

Mosquitto Framework as Mqtt Solution:

- Works as expected in production,

- Good performance with multi-threaded support,

- Hence Mqtt is a Long-term powerful solution for the future at IRFM.
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Mqtt Broker TCP Traffic 8 cores RT Data Server CPU usage
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