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The relationship between Maturity and Regulatory
Models (Prescriptive vs. Performance Based) for

Cyber Security

In February 2013, US President Barack Obama, promulgated Executive Order (EO) 13636, “Improving Critical
Infrastructure Cybersecurity”, in which he directed the National Institute of Standards and Technology (NIST)
to work with stakeholders to develop a voluntary framework for reducing cyber risks to critical infrastructure
[1].
In response, NIST released its Cybersecurity Framework for use across all critical infrastructure sector on
February 12, 2014 [2] which was revised on April 16, 2018 [3]. “The Framework focuses on using business
drivers to guide cybersecurity activities and considering cybersecurity risks as part of the organization’s risk
management processes. The Framework consists of three parts: the Framework Core, the Implementation
Tiers, and the Framework Profiles [3]”.
The debate currently is how best to apply this in a heavily regulated sector, like that in which nuclear power
plants operate. Three central questions require detailed consideration: (1) What is the role that the State and
the competent authority play in progressing both competence and capabilities of licensees? (2) What type
of regulation (prescriptive or performance-based) is most appropriate based upon both the organization and
human resources available within the State? and (3) how is risk identified, assessed, evaluated and treated by
both the State and the licensee?
This paper contemplates these questions and proposes potential directions and actions to cultivate maturity of
organizations using the NIST framework as a reference. The focus will be on the transition from establishing
a foundational level of maturity using a prescriptive based approach to an adaptive level of maturity relying
upon performance based approaches.
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