[image: image1.emf] Implementing Sustainability Programme: Lessons Learnt from the U.S.-Russian Nuclear Security Cooperation 

D. Kovchegin
Independent Consultant, Moscow, Russian Federation
kovchegin@yahoo.com 

1. Background
INFCIRC/225 “The Nuclear Security Recommendations on Physical Protection of Nuclear Material and Nuclear Facilities” is key IAEA document defining objectives and elements of a State’s physical protection regime. Its latest revision, INFCIRC/225/Revision 5 issued in 2011, first introduces concept of sustainability into physical protection activity. In particular, it recommends that “The State should establish sustainability programme to ensure that its physical protection regime is sustained and effective in the long term by committing the necessary resources”. It further recommends that “Operators, shippers and carriers should establish sustainability programmes for their physical protection system” and lists elements of sustainability programme. 
However, this is not the first time, when sustainability is considered as applicable to nuclear security. The issue of sustainability first became part of nuclear security agenda within the framework of nuclear security cooperation between the United States and Russia. This cooperation started shortly after the collapse of the Soviet Union and was aimed at improving nuclear security at Russian nuclear facilities, as well as developing national nuclear security infrastructure. Major source of funding was the United States federal budget, as economic conditions in Russia did not allow financial support for nuclear security adequate to the challenge. This led to the situation, when maintenance and upgrade of nuclear security in Russia became highly dependent on the U.S. funding support and concern arose re Russia’s own capability to upgrade and maintain proper level of nuclear security after withdrawal of the U.S. funding support. To address this challenge a concept of sustainability was introduced and a range of projects was initiated aimed at ensuring that nuclear security in Russia is sustainable and Russia has all the necessary capabilities to independently maintain and improve nuclear security over indefinite period of time. Similar efforts were implemented within the framework of other technical assistance programs implemented by the U.S. in other countries. 
While development of physical protection systems in countries that were not part of the nuclear security cooperation with the U.S. might follow different path and face different issues, effort to develop sustainable nuclear security in Russia can provide multiple lessons that can be used in implementing sustainability recommendations of INFCIRC/225/Revision 5. This paper will review experience of developing sustainable nuclear security in Russia and identify lessons that can be used in implementing sustainability programmes in other countries following IAEA recommendations.
2. Sustainability efforts in the U.S.-Russian nuclear security cooperation
Since early 90s the United States and Russia worked together to improve security of nuclear materials and facilities in Russia. Early stages of this cooperation focused on rapid and comprehensive physical upgrades and sites, where weapons-usable nuclear materials were stored and handled. Rapid upgrades included low-cost, easy to sustain items such as locks, secure material cages, hardened doors, and hardened windows. Comprehensive upgrades included installation of more advanced, sophisticated and expensive systems, such as closed-circuit television, various sensors, measurement systems etc. Early expectation was that by 2000 Russia would be capable to fully support and sustain the U.S. sponsored MPC&A improvements and Russian nuclear security culture and required infrastructure would emerge to reliably produce and maintain the required personnel, independent oversight and MPC&A equipment. However, 1998 economic crisis in Russia postponed achievement of this goal, highlighted challenge of establishing sustainable nuclear security in Russia and provided justification for expanding the scope of the cooperation beyond physical upgrades to include sustainability
. 

Sustainability efforts focused on three objectives: building a national and regional MPC&A infrastructure, improving the capabilities of sites to sustain MPC&A systems, and encourage a strong MPC&A culture at headquarters and at sites. National and regional infrastructure includes regulations, independent oversight and managing agencies inspections, Federal Information System to implement the state system for accounting and control of nuclear materials, education, training and technical support, and operations monitoring. Site-level efforts focused on site MPC&A organization, operating procedures, human resource management and training, operational cost analysis, equipment maintenance, repair and calibration, performance testing and operational monitoring and MPC&A system configuration management (one can see that site level sustainability elements used for the purpose of the U.S.-Russian MPC&A cooperation are almost identical to sustainability programme elements defined in INCIRC/225/Rev.5)
. 

By the time the U.S.-Russian cooperation suspended in late 2014 substantial progress had been achieved in improving Russia’s capabilities across all sustainability elements at both national infrastructure and site levels. However, overarching concept of sustainability had not completely established itself in the attitudes of personnel managing nuclear security systems, especially at individual sites level.
This cooperation provides multiple lessons that should be taken into account, when implementing national sustainability programmes following recommendations provided in INFCIRC/225/Rev. 5.
3. Lessons learnt 

3.1. Start planning early, plan through the whole lifecycle
Sustainability planning within the framework of the U.S.-Russian cooperation started after substantial upgrades at many sites had already been accomplished. Changing plans led to postponed deadlines, increased costs, and additional efforts. This could be prevented, if sustainability challenge is realized at an early stage of cooperation program and proper planning is done from the very beginning. At a later stage sustainability efforts were viewed as separate from physical upgrades at a site and perceived as additional burden for Russian participants.  
Sustainability can be generally defined as ability to maintain operations or proper functionality over indefinite period of time. Sustainability defined this way is important for both nuclear security and nuclear facility operations as a whole. As applicable to nuclear security sustainability implies ability to maintain nuclear security adequate to changing threats through the whole lifecycle of the nuclear facility. Nuclear security measures do not generate profit. To ensure that it has proper funding through the whole lifecycle capital and operation expenditures for nuclear security should be planned at the very early stage as part of the overall nuclear facility or program design and planning. Nuclear security measures and hardware can interfere with main nuclear site operations and vice-versa main nuclear site operations can affect nuclear security. This define nuclear security as a system potentially conflicting with main operation and this is true to a certain extent. However, from the standpoint of sustainability, nuclear security sustainability and overall nuclear site sustainability are inherently interdependent and contribute to each other. Nuclear security can hardly be sustainable at otherwise poorly managed (unsustainable) nuclear site. Vice versa, overall nuclear site activity cannot be sustainable without sustainable nuclear security. Unsustainable nuclear security increases chances of successful attack against nuclear site with the risk of catastrophic consequences for overall site operations. On the other hand, sustainable overall operations contribute to nuclear security sustainability through better management, planning and resource allocation, while sustainable nuclear security contribute to overall site sustainability through mitigating a variety of critical risks. 
To leverage potential synergies and mitigate potential conflicts and interferences nuclear security design and planning, including sustainability programme, should start together with planning and design of the overall nuclear energy program or specific site. Nuclear security program management and operations should be integrated with overall nuclear energy program or site management and operations.
3.2. Make sure you see sustainability forest for the element trees
One of the key impediments to the joint U.S.-Russian work on sustainability was different understanding of the term “sustainability” by the parties. In Russia, as a rule, the term was interpreted along the lines of maintaining the operability of equipment, including repairs, supplies of spare parts and consumables, and also replacement of unserviceable equipment. Correspondingly, many nuclear facilities see their sustainability role as carrying out running repairs, procuring spare parts, consumables, and new equipment with the money provided by the U.S. side. In reality, however, sustainability program is a set of management practices adapted to nuclear security specifics, that allows successful achievement of nuclear security goals for an indefinite period of time, under changing threat environment and in a situation of constrained resources. 

In general, most sustainability discussions, both within the U.S.-Russian cooperation and outside of it, quickly proceeds to discussion of sustainability elements – elements of nuclear security program management and operation critical for sustainability. I.e., sustainability is largely defined through its elements. Substantive discussion of these sustainability elements integration and the way they contribute to the overarching sustainability goal is lacking. As each specific sustainability element is relatively easy to understand and well established as a field of activity, it is a matter of convenience to focus on discussing specific elements and ways to improve them, rather than focus on their integration and contribution to overall sustainability. Respectively, most of the efforts focused on developing sustainability, such as trainings or best practice exchanges, involve experts and employees specializing in specific element, not analysts or managers with responsibility for sustainability program as a whole. I.e. we can’t see forest for the trees.

To facilitate reliable sustainability programme, sustainability elements should be introduced as integrated set of measures contributing to the overarching sustainability goal. Role and contribution of each element should be defined in details and captured in the programme guidance documents. Activities aimed at development and implementation of sustainability programme should involve both managers and system analysts with responsibility for sustainability as a whole and personnel responsible for specific sustainability element.
3.3. Sustainability is not a state, sustainability is a continuous process

In certain cultures, including Russian, sense of complacency and resting on laurels is common, when something is achieved. Especially, when this is something new, substantial and required significant time and resources to achieve (e.g. major nuclear security update at a major nuclear site).  This is not good for continuous improvement process that is critically important for the ultimate sustainability, especially sustainable nuclear security. Threat environment changes continuously. If nuclear security system is not adequate to changing threat, it creates unacceptable risk to nuclear site. One of the key elements of sustainable system is ongoing collection of information about changing threats, evaluation of the system capabilities to defend against them and planning and implementing compensatory and corrective measures and upgrades, if system protection capability is not adequate to the threat. This process does not stop with implementation of specific improvement – no matter how substantial or advanced it is. Proper attitude supporting this process should be cultivated among the nuclear security personnel and proper systems – information collection and analysis, planning and configuration management - should be developed to maintain this continuous improvement cycle. 
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