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1. INTRODUCTION 

Physical Protection System (PPS) is intended to counteract sabotage of nuclear material and nuclear 

facilities as well as theft prevention of nuclear material.  

According to Convention on the Physical Protection of Nuclear Material and Nuclear Facilities 

(including the 2005 Amendment), the responsibility for the establishment, implementation and maintenance of a 

physical protection regime within a state rests entirely with that state. Intergovernmental agreements for 

cooperation in the field nuclear energy use signed on behalf of the Russian Federation with foreign states based 

on this fundamental provision.  

Along with nuclear facility construction, the Russia can provide foreign customer with consulting 

services in the field of PPS development and technical support and assistance in PPS design and equipment 

installation for nuclear facilities. 

DEDAL is a Russian company specialized in PPS design and construction for Russian customers as well 

as for foreign customers.  

Based on its experience and lessons learned from international and domestic assistance and support 

activities, DEDAL has developed a proposal for PPS development. This proposal is applicable for Nuclear 

Power Plants and Nuclear Science and Technology Centers.  

The proposal of DEDAL is based on: 

 

— Fundamental principles of the Convention on the Physical Protection of Nuclear Material and Nuclear 

Facilities (including the 2005 Amendment),  

— The IAEA nuclear security recommendations. 

Simultaneously, if foreign customer has additional requirements for PPS, the Russian proposal can be 

tailored accordingly. Taking into account broad Russian experience in physical protection of various nuclear 

materials and facilities, DEDAL is able to design PPS of any complexity.  

Process of PPS development for nuclear facility typically consists of five stages. Russian company can 

provide assistance and support in four of them:  

 

(a) Pre-design analysis and development of justification documents; 

(b) PPS design; 

(c) Construction and assembling works, start-up and adjustment works;  

(d) Assistance in PPS commissioning; 

(e) PPS operation (sole responsibility of foreign customer). 

 

Russian proposal of DEDAL on PPS development consists of two parts – documentary part (facility 

documents necessary for PPS operation as a whole) and technical part (set of engineering and technical 

measures).  

2. THE DOCUMENTARY PART OF PROPOSAL  

The documentary part of Russian proposal includes the following documents: 



Design basis threat 

DBT is a document that is a base for all other documents of the pre-design stage. DBT may include classified 

information of a foreign state. For information protection purposes, Russian company can develop a draft DBT based on data 

from open sources and provide it to foreign customer for consideration, revision and approval as required. Moreover, it is 

possible to organize consultations and workshops for foreign customer on the process of DBT development. 

Based on DBT foreign customer assesses document with set of requirements for PPS development and approves it, 

in the absence of objections. In case foreign customer has technical comments to the set of requirements, specific issues 

should be provided to the Russian company in order to revise the document.  

Approved DBT remains deposited by foreign customer and is not transferred to the Russian company. 

Vulnerability assessment 

Vulnerability assessment is a document developed based on findings of the assessment of the nuclear 

facility vulnerability in the course of which the following is analyzed:  

 

— DBT; 

— Vulnerabilities of nuclear installation in various operation modes; 

— Procedure for storage and transportation of nuclear material within the facility; 

— Scenarios of design-basis accidents and beyond design-basis accidents; 

— Procedure for storage and use of sensitive information on the facility; 

— Scenarios of adversaries actions directed at compromising sensitive information; 

— Scenarios of adversaries actions directed at initiating design-basis accidents and possible action 

directed at initiating beyond design-basis accidents; 

— Counteraction methods for prevention of insider and outsider adversaries unauthorized activities 

directed at nuclear material and nuclear facility;  

— Methods of access control to buildings and facilities where nuclear material is stored. 

Deliverables of the vulnerability assessment are lists of nuclear material and nuclear facility 

vulnerabilities. 

Identification of secured areas 

In order to ensure defence in depth, nuclear material and nuclear facility vulnerabilities shall be 

categorized and stored in appropriately secured areas. 

Categorization of nuclear materials provided in the Convention on the Physical Protection of Nuclear 

Material and Nuclear Facilities (including the 2005 Amendment) is used for the abovementioned purpose, as 

well as assessment of potential radiological consequences of sabotage.  

Deliverables of categorization process is a list of categorized nuclear material and nuclear facility 

vulnerabilities, which should be places in appropriate areas.  

According to the IAEA Methodology, there are the following secured areas: 

 

— Limited access area - designated area containing a nuclear facility and nuclear material to which access 

is limited and controlled for physical protection purposes. 

— Protected area - area inside a limited access area containing Category I or II nuclear material and/or 

sabotage targets surrounded by a physical barrier with additional physical protection measures. 

— Inner area - area with additional protection measures inside a protected area, where Category I nuclear 

material is used and/or stored. 

— Vital area - area inside a protected area containing equipment, systems or devices, or nuclear material, 

the sabotage of which could directly or indirectly lead to high radiological consequences. 

Identification of secured area is approved by responsible executives of the nuclear facility. 

Conceptual design for PPS development 

Development of conceptual design for PPS development is conducted on the pre-design stage after DBT 

development, vulnerability assessment and identification of secured areas. 



Conceptual design for PPS development includes description of options of technical solutions and 

organizational measures which are offered to foreign customer in order to establish the most appropriate and 

suitable equipment for set of engineering and technical measures for physical protection.  

In the course of conceptual design for PPS development, boundaries of secured areas and appropriate set 

of engineering and technical measures, organizational structure, initial cost of PPS development are specified; 

proposals for requirements for PPS development are compiled, including organizational arrangements and 

physical protection personnel.  

Conceptual design for PPS development is approved by responsible executives of the nuclear facility. 

Security plan 

Security plan is a plan of physical protection of nuclear material and nuclear facility during storage, use 

and transportation at the facility. Security plan should include description of the following: 

 

— Design and composition of PPS as set of organizational, engineering and technical measures and 

physical protection personnel; 

— Procedure of PPS functioning in regular and emergency situations; 

— Measures for sustaining and developing competences of physical protection personnel; 

— Procedure of facility-based monitoring of PPS condition;  

— Scope and implementation of compensatory measures to provide adequate protection; 

— Procedure for physical protection during transportation within the facility. 

Security plan is developed on the pre-design stage and is revised (elaborated) on further stages of PPS 

development. 

Security plan is approved by responsible executives of the nuclear facility. 

Document with set of requirements for PPS development 

Document with set of requirements for PPS development is one of the main documents comprising 

requirements and procedure of PPS development (including commissioning procedure) for specified nuclear 

facility. The document with set of requirements is developed based on conceptual design for PPS development 

and national legal requirements of foreign customer.  

Terms of reference is approved by responsible executives of the nuclear facility.  

3. THE TECHNICAL PART OF RUSSIAN PROPOSAL  

The technical part of Russian proposal is presented by delivery of full range of equipment and materials 

(ranging from technical security equipment to physical barriers), construction and assembling, start-up and 

adjustment works, according to design documentation for PPS.  

In the course of implementation of the technical part of Russian proposal, start-up facilities of PPS are 

identified as separate facilities and systems, which are required for accomplishment of milestone events of NPP 

construction: fresh nuclear fuel delivery, physical start-up of nuclear facility and power start-up of nuclear 

facility. 


