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Abstract

Control of nuclear material (NM) is important part of nuclear security measures. Control of NM can be part of NMAC (nuclear material control and accounting system) measures or PP (physical protection system) measures or both. NSS 20 identifies (as part of Essential element 3: legislative and regulatory framework) that the legislative and regulatory framework, and associated administrative measures, to govern the nuclear security regime should (among other things) provide for the establishment of systems and measures to ensure that NM and other radioactive material are appropriately accounted for or registered and are effectively controlled and protected.

NSS 25-G defines that control includes activities, devices, systems and procedures that ensure that the continuity of knowledge (e.g. location, quantitative measurements) about NM is maintained. At the same time NSS 13 defines that effective access control measures should be taken to ensure the detection and prevention of unauthorized access.

In Russian Federation Federal environmental, industrial and nuclear supervision service (Rostechnadzor) is authority, responsible regulatory activities regarding safety and security of peaceful use of atomic energy. In regulatory approach it is recognized that NMAC and PP systems are quite separate systems, but complement each other, including measures for control. Need for interaction and cooperation between them recognized and reflected in regulation. There are separate sets of regulations on PP and NMAC in Russia, but, ideas and requirements for their interactions are incorporated in both sets and implemented in practice at facilities. At the same time it should be understood that control measures for NMAC and PP have different objectives: NMAC control focuses on NM and access to NM, while PP control focuses on protected areas (also can be buildings, rooms etc.) and access to them. Some of control measures are required in both NMAC and PP regulations (such as seals and two person rules)

The paper discuss requirements for control of NM in both NMAC and PP regulations, shows differences in such requirements and at the same how they are complement each other in order to have effective comprehensive nuclear security system at nuclear facility.

INTRODUCTION
Control of nuclear material(NM)  is important part of nuclear security measures. It helps to detect unauthorized access to NM, prevent loss or misuse of NM. 

Control of NM can be part of NMAC (nuclear material control and accounting system) measures or PP (physical protection system) measures or both. NSS 20 [1] identifies (as part of Essential element 3: legislative and regulatory framework) that the legislative and regulatory framework, and associated administrative measures, to govern the nuclear security regime should (among other things) provide for the establishment of systems and measures to ensure that NM and other radioactive material are appropriately accounted for or registered and are effectively controlled and protected. NSS 25-G [2] defines that control of NM includes activities, devices, systems and procedures that ensure that the continuity of knowledge (e.g. location, quantitative measurements) about NM is maintained. At the same time NSS 13 [3] defines that effective access control measures should be taken to ensure the detection and prevention of unauthorized access.
Federal environmental, industrial and nuclear supervision service (Rostechnadzor) is regulatory authority in Russian Federation, responsible for regulating safety and security nuclear facilities. In regulatory approach it is recognized that NMAC and PP systems are major components of facilities nuclear security system. These systems are two distinct systems, but complement each other, including measures for control, in order to provide effective nuclear security. Need for interaction and cooperation between them recognized and reflected in regulation. There are separate sets of regulations on PP and NMAC in Russia, but, ideas and requirements for their interactions are incorporated in both sets and implemented in practice at facilities, including requirements for control of NM.

Challenges for development of comprehensive nuclear security requirements are:

· To establish requirements for PP and NMAC as a separate set of regulations, but in coordinated manner, so they are complement each other (synergy);

· Ensure that the same set of regulations for both PP and NMAC are comprehensive: applicable to all types of facilities and activities;

· Implement graded approach in efficient manner, so requirements are graded based on potential hazard of protected facilities/material. 

Objective for regulation to be universal and comprehensive is important because of the fact that facilities (more than 50 nuclear facilities) and activities to be regulated includes all possible types: from uranium mining through conversion, fuel fabrication, research and development to transportation, use in research reactors or nuclear power plant, long-term storage and recycling of spent fuel. Regulatory approach for nuclear security regulation, adopted by Rostechnadzor, assume that it should be the same regulation for all types of activities with NM and all type of nuclear facilities, not separate for each type of facilities (with only exception of physical protection of sea vessels with nuclear power reactors or vessels used for maritime transportation of NM). Thus, regulation establishing requirements for PP or NMAC measures should be developed in such way that they can be applied for all types of nuclear facilities.

Graded approach ensured by providing clear approach for categorization of NM and establishing some of security requirements based on category of NM (for PP measures - also taking into account potential sabotage consequences), while some of security requirements are general and applied to all categories of NM. 
The paper discuss requirements for control of NM in both NMAC and PP regulations, shows differences in such requirements and at the same how they are complement each other in order to have effective comprehensive nuclear security system at nuclear facility

Graded approach for security requirements
2.1
Basis for graded approach
Graded approach for nuclear security requirements in regulations based on categorization of NM and nuclear facility, taking into account their potential hazard. At the same time it should be noted, that PP regulations and NMAC regulations uses slightly different approach. 

NMAC regulations (NP-030-12 [4]) uses categorization of NM in Material Balance Area (MBA), analyzing what NM may be handled in particular MBA (considering maximum possible quantity of NM in MBA). Category established to MBA based on most hazardous NM in MBA, for example: if there are NM of category II and NM of category IV in the same MBA, it results in assigning category II as the highest (category I is highest and most dangerous and category IV is least dangerous).

PP regulations (Government decree № 456 [5] and NP-083-15 [6]) uses categorization for PP objects, where PP objects are defined as NM or vulnerable points of nuclear facility or storage. For NM as PP objects factors that defines category of PP objects are: category of NM, scale of consequences of sabotage and, if necessary, requirements for information security (for vulnerable points main factor is scale of consequence of sabotage). Categorization of PP objects establishes five categories and categorization of NM for PP establishes four categories (similar to categories for NMAC, categorization table in PP regulation is based on categorization table used in Convention on Physical Protection of Nuclear Material).
It should be noted, that while both PP and NMAC establishes four categories of NM and use such factors as type of NM, irradiation  status, quantity (weight), there are some differences in approaches. For example, all irradiated material in NMAC approach is category IV material, while in PP approach irradiation status may raise up category of NM. Thus, some of NM may have different category for PP and for NMAC, for example: low-enriched spent fuel from power reactors usually is category II for PP, but at the same time is category IV for NMAC. Table 1 shows factors, used for categorization of NM for PP and for NMAC. Tables 2 and 3 shows criteria for categorization of NM for PP and for NMAC respectively.

TABLE 1. FACTORS, USED IN NMAC AND PP FOR CATEGORIZATION OF NM
	
	Factors

	PP
	Type of NM, weight, irradiation status, isotope composition

	NMAC
	Type of NM, weight, irradiation status, isotope composition, condition and concentration of NM


TABLE 2. CATEGORIZATION OF NM FOR PP
	Type of NM and irradiation status
	Isotopic composition
	Category (taking into account weight (m), kg)

	
	
	I
	II
	III
	IV

	Pu unirradiated or slightly irradiated, unirradiated or slightly irradiated uranium-235
	Pu, no more 80% of Pu-238
	m >= 2
	0,5 < m < 2
	0,015 < m <= 0,5
	-

	
	20 % or U-235
	m >= 5
	1 < m < 5
	0,015 < m <= 1
	-

	
	10 - 20 % of U-235
	-
	m >= 10
	1 < m < 10
	-

	
	Higher than in natural U, but less then 10 % of U-235
	-
	-
	m >= 10
	-

	U-233 unirradiated or slightly irradiated
	any
	m >= 2
	0,5 < m < 2
	0,015 < m <= 0,5
	-

	Any irradiated NM, including natural and depleted uranium, thorium
	any
	-
	any weight
	-
	-

	Nuclides: Np-237, Am-241, Am-243 and Cf-252. All other NM that cannot be categorized as category I, II or III 
	any
	-
	-
	-
	any weight


TABLE 3. CATEGORIZATION OF NM FOR NMAC
	Condition
	Type of NM
	Category (taking into account weight (m), kg)

	
	
	I
	II
	III
	IV

	Metal
	Pu, U-233 (Pu or U-233)
	m > 2
	0,5 <=m< 2 
	0,2 <= m < 0,5
	m < 0,2 

	
	HEU (U-235)
	m > 5
	1 <= m < 5
	0,5 <= m < 1
	m < 0,5 

	
	Mix of Pu, U-233, HEU and other NM (Pu, U-233, U-235, Np-237, Am, Cf)
	m > 2
	0,5 <= m < 2
	0,2 <= m < 0,5
	m < 0,2 

	Products with high NM content (at least 25 g/l (25 g/kg )
	Pu, U-233 (Pu or U-233)
	m > 6
	2 <= m <6< 
	0,5 <= m < 2
	m < 0,5 

	
	HEU (U-235)
	m > 20
	m < 20
	2 <= m < 6 
	m < 2

	
	Mix of Pu, U-233, HEU and other NM (Pu, U-233, U-235, Np-237, Am, Cf)
	m > 6
	2 <= m < 6
	0,5 <= m < 2
	m <0,5 

	Products with low NM content                     1 - 25 g/l (1 - 25 g/kg) 
	Pu, U-233 (of Pu or U-233)
	-
	m >= 16
	3 <= m < 16
	m < 3 

	
	HEU (U-235)
	-
	m >= 50
	8 <= m < 50
	m < 8 

	
	Mix of Pu, U-233, HEU and other NM (Pu, U-233, U-235, Np-237, Am, Cf)
	-
	m >= 16
	3 <= m < 16
	m < 3

	All other products, including Pu, U-233, HEU with content less 1 g/l (1 g/kg); any uranium with enrichment of U-235 less 20%; any irradiated products with exposure at 1 m distance without shielding at least 1 Gr/h = 100 rad/h; any Pu with Pu-238 content higher 60%, thorium, Np-237, Am-241, Am-243 and Cf-252; special non-nuclear material 
	-
	-
	-
	Total weight more than the regulatory threshold 


2.2
Graded approach for PP
Graded approach for PP requirements based on categorization of NM and is implemented through definition of category of PP object, where category of NM is one of the main factor (together with evaluation of consequences of sabotage and, if necessary, requirements for information security). Category of PP object defines its location: limited access area, protected area, inner area or vital area. 
Requirements for efficiency of PP system are established based on category of PP objects (and corresponding type of area, where PP object should be located). 
Thus, category of NM affects its location, for high category there will be several layers of PP measures around NM (as NM would be inside inner or vital area). Some of PP requirements are enforced based on type of location, for example: access to vital area and all activities in vital area requires implementation of two person rule (facility may enforce two person rule for protected or inner area as well, however for vital area it is strictly mandatory). 

Requirements for PP measures for transportation depends on category of NM. For example, for NM category I and II it is mandatory to have armed guards as part of PP measures for transportation (while for other categories it is up to facility to decide if armed guards would be involved). Some of other requirements for PP measures for transportation also depends on category of NM (more stringent for category I and II).
2.3
Graded approach for NMAC
Graded approach for NMAC requirements based on categorization of NM in MBA. Many of NMAC requirements are based on category of NM in MBA:
- use of two person rule for access and work with NM;

- requirements for use of tamper indicative devices (TID or seals) for control of access to NM;
- frequency of physical inventory taking (PIT);

- criteria for evaluation of Material Unaccounted For (MUF or Inventory Difference, ID) as result of PIT;

- criteria for verification of NM during PIT.

Thus, category of NM in MBA affects directly many aspects of implementation of NMAC requirements.
security requirements for control of NM
3.1
PP requirements for control
PP regulations establish requirements for control of access to areas and objects to be protected. 
3.1.1 PP access control arrangements and procedures

In regulation it is established that at the design and operation stages of PP system one of the main principle is to limit number of personnel, having access to PP objects, elements and systems, important for safety and security, confidential information (including information on PP system itself). 
Facility required to develop and approve access procedure, defining rules and procedures for approving clearances and authorize access to NM, nuclear facilities, and NM storage facilities, management of access procedures and the method of granting (revoking, extending, re-issuing) clearances and access for site personnel, security forces, visitors, individuals on temporary assignment, vehicles (including emergency) to facility and corresponding areas inside facilities.

For areas to be protected (defined based of category of PP object), regulations establishes four types of areas: limited access, protected, inner and vital areas. Access to each area should be controlled. It is required that vital area must be inside inner area and inner area must be inside protected area. 
Thus, NM in inner area has two layers of access control (anyone who need access should first pass through access control measures at protected area access control points, then through same measures at inner area), and NM in vital area has three layers of access control. 

In that areas, for each room, where PP objects are located, category also should be identified (based on category of PP object). Buildings and sub-areas can be categorized also, as needed (as combination of PP objects, located there).
Access to vital area and all operations in vital area must be with 2 person rule. As needed, facility may enforce 2 person rule (and define procedures for such enforcement) for operations in categorized rooms outside vital area as well, also for checks on access points. Such procedures should be coordinated with guard forces (agreed between facility management and guard forces). 

3.1.2 PP access control equipment

All access points (entrances and exits) from categorized buildings, areas, rooms, must be equipped with access detection equipment (intrusion alarms), and, as needed, access control and management equipment as well as surveillance equipment (for assessment). At the same time it is required that emergency exits should provide for proper emergency evacuation of personnel in case of emergencies (so, such exits should be closed and under alarm during normal operation).
Access control points at the area borders should be established for personnel and vehicles access into all types of areas to be protected at facility (taking into specific of operations at facility, required capacity for throughput of personnel and vehicles). Access control points must ensure control of access and identification of personnel (including visitors) and vehicles, seizure of violators and prevention of contraband of NM, explosives, arms and other prohibited items. 
Such access control points must be equipped with access control and management equipment, alarm buttons, both stationary and portable equipment for search for nuclear material and other prohibited items (explosives, metal etc.). Video surveillance must be installed to assess access control points. Pedestrian access control points must be equipped with full-height turnstiles.
In case of automated access control points - biometry identification must be provided.
It is also required that seals must be applied to containers during shipment of category I and II NM, seals and locks must be periodically verified during shipment.
3.2
NMAC requirements for control
NMAC regulations establish requirements for control of access to NM and associated equipment, containing NM. 

3.2.1 NMAC NM control equipment

For NMAC objectives it is defined that access control equipment are technical means, which objective is to detect unauthorised removal, use, movement of NM as well as unauthorized access to NM, they includes two types of equipment: TID and surveillance systems.

TID are defined for NMAC objectives as identifiable single-use seals, providing protection by indication of tampering, must fulfill to national standard requirements).
Surveillance system as access control tool for NMAC objectives includes:

automated technical systems for control of NM movement (monitors for control of NM movements and access to rooms with NM; opening sensors for doors and other access points; emergency alarms),
technical means for photo- or video- surveillance with recording.

3.2.2 NMAC NM control arrangements and procedures

Access control equipment must be applied to all objects with NM (items, technological equipment, rooms). Use of accounting data of the shipper (supplier) of items with NM allowed only in case of confirmation of absence of unauthorized access to NM in items by proper access control equipment and (or) confirmatory measurements, as well as visual observation of items integrity (that is requirements for continuity of knowledge for NM).

NMAC measures should be supported by measures for confirmation of information on NM, including implementation of: administrative measures, access control equipment and their combination and must ensure continuous (uninterrupted) control of access to NM. NMAC measures should be supported by measures for PP of NM, nuclear installations and NM storages, including control of personnel access to rooms with NM.
TID must be installed on rooms, boxes, containers and other equipment with NM. Access control to items with NM in MBA with NM category I and II (as well as shipment of items with NM, storage for longer than working shift) should be ensured by TID with unique identifiers (that mean that even items with low-enriched, natural or depleted uranium must be sealed by TID with unique id, if they are in MBA with high category NM). 
It is allowed not to install TID on items with NM, which integrity ensured by constructive features and can be verified by visual or instrumental observation (that mean that for items that cannot be easily disassembled to gain access to NM in items, so any access to NM would cause breach of integrity of item, which would be detected by visual observation or observation with technical means)
TID should be verified at least once between PIT in MBA, results of verification should be documented.
Use of TID and their handling (acquiring/receipt, storage, verification, use and disposal) should be in accordance with procedures, established and approved  at facility (which should be in accordance with national standards).
In MBA with NM category I and II access to rooms where NM are stored and any activities with NM in such rooms must be done by at least two persons, authorized to handle NM.
3.2.3 NMAC NM control during shipments and PIT 

For shipments of NM it is required as control measures that TID on shipping container (and items with NM inside shipping containers, if applicable) must be applied, they should be verified (as well s integrity of shipping containers and items with NM in shipping containers) as part of acceptance (verification) procedure by receiver. 
It is required that verification of results of access control measures for NM must be part of PIT procedures (both NMAC and PP control measures). TID must be verified (or items integrity, if used as access control feature instead of TID) during PIT. If surveillance systems are used as NMAC access control measure for NM, results of use of surveillance system monitoring also should be verified. Results of such verification must be documented as part of PIT report (usually it is indicated in PIT reporting documents: how many TID were calculated for verification as results of sampling calculation, results of their verification, in case of use of surveillance for NMAC, also paper or records must be attached which confirms that no unauthorized access was detected by surveillance systems since last PIT). 
Requirements for PIT procedures depends on category of NM in MBA. 
For MBA with category I NM frequency of PIT should be at least once every 2 months, while for category IV it is 12 months. Moreover, it is allowed to reduce frequency of PIT (have more time between PIT), if it is justified and additional NM control measures are proposed. Such decision should be approved by both regulatory authority and state competent authority, managing facility with that MBA. 

Evaluation of MUF as results of PIT (for MBA where NM is processed) as control measure, depends on category of NM in MBA: the higher is NM category, the stricter (lower) are limits.

Also, scope of verification of items with NM during PIT also depends on category of NM in MBA, as well as on number of different kinds of NMAC NM control measures: more TID and different kind of surveillance system are applied to control access to NM - less items with NM should be verified, so use of more different types of NMAC control measures allows to reduce efforts for verification of items with NM (including confirmatory measurements) by facility during PIT. Number of items with NM for verification during PIT depends on category of NM (one sampling requirements for MBA with NM category I, II, III; more simple requirements for MBA with NM category IV).
Synergy of PP and NMAC control requirements
Interactions between PP and NMAC system is important in order to provide integrated protection of NM. There are formal requirements for such interaction for some of security measures (such as access control and authorization of personnel): some measures for access control are required by both PP and NMAC regulations, while some of measures required only by PP or NMAC regulation (not by both), but to implement them in practice interaction between these system needed.
Examples of such formal requirements are:

· NMAC measures should be supported by measures for confirmation of accounting information on NM. Such measures should include administrative measures, access control measures and their combinations and ensure continuous control of access to NM. Accounting and control of NM should be supported by PP of NM, nuclear facilities and storages, including access control of personnel to areas with NM.
· During physical inventory taking (PIT) access control tools should be verified, such as seals and other tools, including such tools used for physical protection of areas with NM.
· Investigation (NMAC)should be conducted in case of breach of integrity of access control tools, including such tools used for PP of areas with NM.

For practical implementation at facility, depending on specifics of facility (and areas, MBAs) PP and NMAC measures can be (if considered places and locations, where they are implemented) separated, mixed and almost coinciding. 
Let's consider following example: for facilities, where big production area is defined as single protected area for PP measures, but at the same time for NMAC objectives the same area can divided into few MBAs, PP measures (such as identification and search for explosives/NM/metal at access control points) are applied to control of access into the whole production area (as protected area), but NMAC measures are applied on control of access to NM in production areas in each MBA individually (control on who is authorized to work with NM in each MBA, application of TID on NM not in use, video surveillance). 

At the same time if separate rooms are used as storages for NM in that production areas, both PP and NMAC measures requires control of access into storage room and provide for use of video surveillance (which is mandatory for PP objectives, but optional for NMAC, however, for NMAC it is mandatory to apply seals on items with NM in storages, and cases/cages/cabinet doors inside the storage, if applicable). It should be noted that usually PP system do not control personnel actions inside the NM storage (once it is verified that access of personal to storage is authorized and granted), but NMAC system still have objective to control personnel actions with NM (that only authorized activities are performed). That is why for PP objectives video surveillance should be focused on access (door) to such storages, while for NMAC objectives it also should be focused on NM inside the storage. Both PP and NMAC measures, applied jointly, in such case provide full control: both on access to the area (storage, where activities other than handling NM practically are not performed, so personnel access to storage means access to NM) and activities with NM (authorized activities with NM by authorized personnel). 
Similar can be explained regarding stand-alone building, used as storage for NM. It must be separate MBA (in accordance with NMAC requirements) and usually it is protected or vital area (or part of bigger protected area). So, PP measures would be applied to control access inside such building (storage). But for NMAC control measures application depends on type and size of the storage and activities inside. If this is big area, where not only storing and handling items with NM performed, but other activities as well on a routine basis (for example, maintenance of shipping containers, cranes and carriages used for shipment and preparation of items for shipment etc.), NMAC control measures would be focused on areas/containers/items with NM (as authorised access of personnel to area in this case does not necessarily means access to NM). If  storage building is relatively small and no other activities are performed inside on a routine basis other than handling items with NM, in such case PP and NMAC control measures would almost coincide (it will be same as the example above on rooms for storages in production area).
For two-person rule also combination of PP and NMAC approach can be shown: for vital area (which is mandatory for category I NM and could be also category II NM in case of high level of consequences of sabotage) from PP side it is required that access to vital area and all activities inside should be with use of two person rules (where both persons are properly authorized and should be present at working place), at the same time from NMAC side it is required that for MBA with category I and II NM access to rooms where NM are stored and any activities with NM in such rooms must be done by at least two persons, authorized to handle NM. Thus, while PP measures ensure presence in vital area only personnel with proper access and at least two of them, NMAC requires in addition that all access to rooms where NM stored and all activities with NM should be performed not only by two persons authorized to access vital area, but also only in case both of them authorized to handle (work with) NM.

Conclusions

While PP and NMAC regulations are a separate sets of regulations, they provide for interaction and synergy of PP and NMAC system at facility as integrated set of nuclear security measures. Both systems requires access control, use of TID during shipment, application of video surveillance, establishing procedures for authorization and control measures. However, the focus of control is different: PP measures at facility focus on access control to areas and rooms (with NM), while NMAC measures focus on control of access to NM and associated items and equipment (however, rooms with NM could be subject for control also). So, it is possible to consider that PP measures ensure control at the "outer shell" of area with NM to be protected (which may includes several MBA in one area), at the same time NMAC control measures are focusing on NM and associated equipment, items etc. (from NMAC point of view, PP protect "black boxes", as PP system have general information on types of NM at facilities and where this material located (in order to categorize areas and rooms with NM) but do not has detailed information regarding exact quantities of NM at any particular time). 
In real life it does not matter which system (PP or NMAC) manage ("own") particular technical equipment (for example, video surveillance equipment in areas with NM can be managed by PP system and at the same time used also for NMAC control, but can be also vice versus), but it is important that all measures work together efficiently. Since both PP and NMAC regulations should be applied to all types of facilities, they do not provide separate sets of requirements for particular types of facilities, but they are established in a way that they are universal, have requirements in regulation that both PP and NMAC should interact and support each other, and, if applied in proper way, requirements ensure efficient protection of NM by integrated PP and NMAC measures. 
Future revisions of PP and NMAC regulations would further enhance such synergy by analyzing existing experience from both facilities implementation of the regulations and regulator's experience in their inspection 
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