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What is IEC? (1)
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Leading global organization that prepares and publishes 
standards for:

Electrical and electronic products
Related technologies

Electricity, electronics, magnetics, electro-magnetics, 
electro-acoustics, multimedia, telecommunication, energy 
production and distribution, electromagnetic compatibility, 
measurement and performance, dependability, safety, 
environmental aspects

Membership is by National Committees
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What is IEC? (2)
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Organized in Technical Committees (TC) and 
Subcommittees (SC)
• 104 TC
• 99 SC
TC45 for Nuclear instrumentation
• SC45A for instrumentation, control and electrical 

systems of nuclear facilities
• SC45B for radiation protection instrumentation
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What is IEC SC45A? (1)
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SC 45A: Instrumentation and Control of Nuclear Facilities

WG 2     Sensors and measurement techniques
WG 3     ICS: architecture and system specific aspects
WG 5     Special process measurement and radiation monitoring
WG 7     Functional and safety fundamentals of instrumentation, control and 

electrical power systems
WG 8     Control rooms
WG 9     System performance and robustness toward external stress
WG 10   Ageing management of instrumentation, control and electrical power 

systems in NPP
WG 11   Electrical power systems: architecture and system specific aspects
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What is IEC SC45A? (1)
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• Participating members (22) 
• Observer members (5)

P-Members
• Argentina • Korea (Rep. of)
• Belgium • Netherlands
• Canada • Norway
• China • Romania
• Czech Republic • Russian Fed.
• Egypt • South Africa
• Finland • Sweden
• France • Switzerland
• Germany • U.S.A.
• Italy • Ukraine
• Japan • United Kingdom

O-Members
• Belarus
• Greece
• Pakistan
• Portugal
• Spain
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Standardization Context (1)
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• IEC 61513 Ed 2.0 2011 – Nuclear Power Plants – I&C for 
Systems Important to Safety – General Requirements for 
Systems (Similar to IEEE-603-1998)

• IEC 60880 Ed 2.0 (2006) – Nuclear Power Plants – I&C 
Systems Important to Safety Software Aspects for 
Computer-Based systems performing Category A 
Functions (Similar to IEEE 7- 4.3.2-2003)
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Standardization Context (2) SC45A 
Standard Hierarchy
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Nuclear Power Plants (NPPs) –
I&C Systems Important to Safety

General Requirements for Systems
IEC 61513

NPPs-
Categori-

zation
IEC 61226

NPPs-
Cat. A

Software
IEC 60880

NPPs-I&C and electrical Systems -
Requirements for Security Programs 

for Computer Based Systems
IEC 62645, Ed. 2, FDIS

NPPs-I&C Systems-
Requirements for Coordinating 

Safety  and Security
IEC 62859, Ed. 1

NPPs-
Cat. B+C
Software

IEC 62138

NPPs-I&C and electrical Systems -
Security Controls

IEC 63096, Ed. 1, CDV
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IEC 62645 – Scope
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• Cybersecurity requirements and guidance for development and 
management of effective computer-based I&C systems, possibly 
integrating HPD with HDL (Hardware Description Language)

• limited only to I&C programmable digital systems systems
• inherent to these requirements and guidance the  power plant’s 

security programme should comply with the applicable country’s 
I&C CB&HPD security requirements. 

• Human errors, natural events are excluded



IAEA International Conference on Nuclear Security: Sustaining and Strengthening Efforts (ICONS2020), 
10th to 14th of February 2020, Vienna

IEC 62645 – Second Edition
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• adapt the 2013 editions structure and high-level principles of ISO/IEC 
27001 and ISO/IEC 27002.

• consistency with IAEA principles and concepts (NSS17)
• consistency with IEC 62443 series, when relevant 
• consistency and articulation with IEC 61513 
• coordination with IEC 62138, IEC 60880, and all SC45A standards 

mentioning computer security
• Rearrangement of the structure to take into account the future second 

level documents
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IEC 62645 – Modification 2nd Ed.
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• concept of security degrees and their associated criteria:
• possibility of further security degrees for non-I&C systems (NSS17).

• Confidentiality issues should be addressed
• Consideration of (smart) electrical systems 
• Specific guidance, on legacy systems 
• Guidance, recommendations or requirements about cybersecurity audits 

and risk assessment
• High-level security requirements and/or recommendations to wireless 

technologies. 
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Edition 1 Edition 2

IEC 62645 – Timeline
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2008
• New Work Proposal (NWIP) from US

2009
• Approved by 19 NC and experts from 5 NC nominated
• First working group meeting

2010
• Interim meeting

2012
• Draft for Vote (CDV) after full committee meeting

2013
• CDV Comments addressed in full CM

2014
• Final Draft (FDIS) and issued

2015
• Stability date for first edition ends
• Record of revision with principles

2016
• First working draft to address the principles in January
• Draft in fall 2016

2017
• Comments addressed in the full committee meeting

2018
• Draft for Vote (CDV)

2019
• CDV Comments addressed in full CM
• International Standard issued (11-2019)

2020
•Start of work on EN
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IEC 62859 – Overview
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• Title: Requirements for coordinating cybersecurity and safety
• Scope:

Safety Cybersecurity

• Reinforcement
• Antagonism
• Dependancy
• Independance

Need for a normative framework to 
master these interdependencies in 
I&C system nuclear environements
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Edition 1 Amendment for EN

IEC 62859 – Timeline
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2012
• New Work 

Proposal (NWIP)

2014 • Draft CD1

2016 • FDIS and issued

2018
• CENELEC decision: IEC 

62859 should become EN

2019
• Creation of an amendment
• CDV + FDIS + issued

2020
• Start of work on EN
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IEC 63096 – Scope
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• Security controls for I&C and electrical systems in NPPs
• Security controls catalogue based on ISO/ IEC 27002 

 Definition of highly recommended and optional security controls
 Depending on grading (security degree)

• Details on the process of applying security controls in line with the IEC 62645 requirements

• To prevent, detect and correct cyber security attacks

• For …
• new NPPs
• modernization of I&C in existing NPPs

• Crediting/ inheritance of existing programs
• Legacy I&C systems
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What is a Security Control?
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• Explanation of the term security control
• Security controls are measures/ countermeasures/ provisions to avoid, detect, counteract, 

or minimize cybersecurity risks

• Classification of security controls according to point of time they act
• Before the event: Preventive security controls are intended to prevent an incident from 

occurring (e.g. by requiring an authentication during login, firewalls)
• During the event: Detective security controls are intended to identify an incident (e.g. 

sending an alarm if somebody has pulled a network cable);
• After the event: Corrective security controls are intended to limit the extent of any 

damage caused by the incident (e.g. by restoring an attacked component, analyzing 
security event logs in order to analyze what has happened)

• Classification of security controls according to their nature
• Technical security controls (e.g. Integrity monitoring, firewalls, data diode)
• Physical security controls (e.g. locked cabinet doors, locked electronic rooms)
• Administrative controls (e.g. incident response processes, security awareness training)
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IEC 63096 consistent with IEC 62645
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• Graded Approach (Security Degrees)
• Security degree S1, highest level, safety class 1 I&C programmable digital systems
• S2 as minimum for safety class 2 I&C programmable digital systems
• S3 as minimum for safety class 3 I&C programmable digital systems
• Baseline requirement
Security degree also dependent on the consequences on the plant when the I&C is attacked

• Process of applying security controls
• Is in line with IEC 62645, Ed. 2, CDV
• Process has been detailed together with the IEC 62645 Project Lead

• IEC 63096 details the security controls topic that is described in IEC 62645 
on a high level
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Connection to IEC 62645 and ISO/IEC 27002
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ISO/IEC 27001
IEC 62645

Nuclear power plants –
Instrumentation, Control and Electrical Power Systems  –

Cybersecurity requirements

ISO/IEC 27005
or other risk management 

practices

Security design & implementation

Graded approach and risk assessment

System 
hardening

Hardended systems

Selected security 
controls for I&C 

systems

Resulting 
security 

architecture 
(incl. zoning)

Security defense-in-
depth architecture

A) Periodical 
reassessment
         or 
B) Event driven in 
case new threats/ 
vulnerabilities are 
identified or new 
assets are added

feeds in / 
supports

feeds in/ 
supports

Security control 
selection

Threat and Risk 
Assessment (TRA)

3

5

Continous 
improvement 

loop

System
 level lifecycle

 

(D
esign

, E
ngineering

, 
O
peration

)

Security control principles

Security degree planned for system under development
(Basline Requirement, S3, S2, S1)

Requirements on 
communications between 

systems

System-related security 
requirements 

SD reassesed only 
in case of major 

changes in threats 
or architecture

2

4

Security Degree (SD) assignement
Note: « criticality analysis »
should meet the highest SD
 the system is planed to use1

Graded 
approach

Program
m
atic level

S1 S2 S3IEC 62859
Nuclear power plants –

I&C systems – 
Requirements for 

coordinating safety and 
cybersecurity

Legend

IEC 6xxxx

Standard

Activity

Lifecycle 
phases

ISO/IEC 27002
IEC 63096

Nuclear power plants – 
Instrumentation, Control and 
Electrical Power Systems –

Security controls

Development

Retirement
Maintenance

Validation
Integration

Detailed Design &
Implementation

Specifications
Requirements

S3 S1

Security Degree
BR
S2

Engineering Operation
Retirement

Operation and
Maintenance

S3 S1

Security Degree
BR
S2S3 S1

Security Degree
BR
S2

I&C platform + I&C system

S3 S1

Security Degree
BR
S2

Commissioning
Installation

Shipping to site
Validation
Integration

Detailed Design &
Implementation

Specifications
Requirements

IEC 63096: Security 
controls for:
1. I&C platform 

and I&C system
(typically technical 
and physical 
security controls)

2. Development 
environment

3. Engineering 
environment

4. Operation & 
Maintenance 
Environment

For IEC 63096 the ISO/IEC 27002 
security controls catalogue has 
been copied, modified and extended

IEC 62645 ISO/ IEC 
27005 for risk 
management
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• Structure for security 
controls description
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• Standard IEC structure

G
en

er
ic

 P
ar

t

1 Scope
2 References
3 Terms and definitions & Abbreviations

• Audience
• Source for security controls

4 Nuclear I&C specific Security Controls
4.1 Audience
4.2 Source for definition of nuclear I&C specific security controls

4.3 Security controls catalogue

• Process of applying security 
controls (consistent with IEC 62645, 
Ed 2)

• Crediting/ inheritance of existing 
programs

• Legacy topics

4.4 Process of selecting security controls
4.4.1 Process of selecting and implementing security controls for 

the actual I&C platform and I&C system
4.4.2  Process of selecting and implementing security controls for D- activity

 I&C Platform Development
4.4.3 Process of selecting and implementing security controls for E- activity 

 I&C system engineering
4.4.4 Process of selecting and implementing security controls for O- activity 

 Operation and Maintenance of I&C system

IEC 63096 structure (1)



IAEA International Conference on Nuclear Security: Sustaining and Strengthening Efforts (ICONS2020), 
10th to 14th of February 2020, Vienna20

Additional nuclear I&C 
specific security control
clauses

19 NUC - Cybersecurity and architecture
20 NUC - Virtualization environment and infrastructure controls

Description of security controls:
• Headings and numbering identical with 

ISO/IEC 27002
• A variety of 27002 security controls have 

been modified or extended
• Additional security controls have been 

added, e. g.:
• Security controls for the I&C 

platform or I&C system (typically 
technical and physical security 
controls)

• Extensions and modifications  compared 
to IEC 27002 are marked in ITALIC letters

5 Information security policies
6 Organization of information security
7 Human resource security
8 Asset management
9 Access control
10 Cryptography
11 Physical and environmental security
12 Operations security
13 Communications security
14 System acquisition, development and maintenance
15 Supplier relationships
16 Information security incident management
17 Information security aspects of business continuity management
18 Compliance

IEC 63096 structure (2)

The security controls catalogue …
• represents the statement of applicability (SOA) for the nuclear I&C domain.
• contains technical, physical and administrative security controls.

Se
cu

rit
y 

C
on

tro
ls

 C
at

al
og

ue
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Structure of each security control (1)
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• Control
This subclause contains a short description of the specific security control. If there is no modification 
the original ISO/ IEC 27002 text has been taken over.

• Preservation of
Description of the objective of the security control in terms of Confidentiality, Integrity and Availability 
(CIA):
• C  Confidentiality
• I  Integrity
• A  Availability

• Control focus
This subclause contains the description of the focus of the security control in terms of prevention, 
detection and correction
• p  Prevention
• d  Detection
• c  Correction
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Structure of each security control (2)
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• Implementation guidance (1)
• The implementation guidance is described in a standardized table format. 

• The implementation guidance depends on the security degree (as defined in IEC 62645) that is 
assigned to the individual I&C system.

• If no security degree is assigned the implementation guidance of the security baseline “Baseline 
Requirement” applies.

• For the security baseline and the security degrees following column headings are defined:
• BR  Baseline Requirement
• S3  Security degree 3
• S2  Security degree 2
• S1  Security degree 1
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Structure of each security control (3)
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D  I&C Platform Development E  Project Engineering for plant specific I&C system
Eb Project Engineering before “Installation” 

and “Commissioning” 
Ed Sub- activities “Requirements”, 

“Specifications” and “Detailed design
and implementation”

Eg  Sub- activity “Integration (offsite integration)”
Ev Sub- activity “Validation (factory acceptance 

testing)”
Es Sub- activity “Shipping to site”

Eic Project Engineering activities “Installation” and 
“Commissioning”

Ei  Sub- activity “Installation (onsite Integration and 
Acceptance Testing)”

Ec Sub- activity “Commissioning (Commissioning 
and Acceptance Testing)”

O  Operation and Maintenance of I&C system
Oo  Sub- activity “Operation”
Om  Sub- activity “Maintenance”
Or  Sub- activity “Retirement”

Implementation guidance (2)
• The applicability of the implementation guidance also depends on one or several of the following 

activities, shown by the following activity letters in columns BR, S3, S2, S1:

Project Engineering for 
plant specific I&C system I&C Platform Development Operation & Maintenance 

of I&C system 

D  activity letter
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Security controls description
Security Controls example for I&C platform or system
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How Legacy could be handled
(In this case no recommendation)

C -> Confidentiality
I -> Integrity
A -> Availability

Additional to ISO/ IEC 27002 for nuclear domain (NUC)
p -> Prevention
d -> Detection
c -> Correction

Gray shading and activity 
letters underlined:
 Security control for 

I&C platform or I&C system

Activity letter without 
parenthesis (no “(…)”)
 Security control is highly 

recommended

Activity letter with 
parenthesis (“(…)”)
 Security control is 

optional

Hints for tools for 
implementing 
security control (in 
this case no hint)

Security Degrees

Activity letters show applicability:
• Eb: To handled in all Engineering phases before 

installation and commissioning
• Evs: To be in place and tested in the I&C system during 

Integration and Validation; in place during shipping
• Eic: To be in place in the I&C system during 

Installation and Commissioning
• O: To be in place in the I&C system in all 

phases of Operation and Maintenance

Le
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Security Control 
description
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Simplified process overview for 
applying security controls
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1. Security degree assignment for each I&C (sub-) system according to IEC 62645

2. Identification of highly recommended security controls acc. IEC 63096 security controls catalogue 
based on I&C (sub-) system’s security degree and the activity (DEO)

3. Based on the security architecture and  its security zoning (see IEC 62645):
 Application of selected security controls

4. Threat and Risk Analysis: In case of unacceptable residual security risks  Additional compensatory 
security controls for risk mitigation necessary

5. Periodical reassessment of Threat and Risk Analysis, also event driven in case of new threats or new 
assets

x

1

2

3

4

5

from slide 18
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Security controls overview list in IEC 
63096, Annex A
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Clause Security Control Name I&C Preservation 
of

Control 
Focus

ISO/IEC 
27002

BR S3 S2 S1
5 Cybersecurity policies
5.1 Management direction for cybersecurity n
5.1.1 Policies for cybersecurity CIA p n
5.1.1 (A) At the highest level, organizations should define an “cybersecurity ... DEO DEO DEO DEO CIA p m
5.1.1 (B) The set of policies for cybersecurity during development, should ... (D) D D D CIA p m
5.1.1 (C) The set of policies for cybersecurity during engineering, should ... E E E E CIA p a
5.1.1 (D) The set of policies for cybersecurity during operation, should ... EicO EicO EicO EicO CIA p a
5.1.2 Review of the policies for cybersecurity CIA c n
5.1.2 (A) According to 5.1.1 each policy should have an owner ... DEO DEO DEO DEO CIA c m
6 Organization of cybersecurity
6.1 Internal organization n
6.1.1 Cybersecurity roles and responsibilities n
6.1.1.1 a) The assets and cybersecurity processes should be identified and defined CIA p n
6.1.1.1 (A) Responsibilities for the protection of individual assets and for ... DEO DEO DEO DEO CIA p m
6.1.1.1 (B) Responsibilities for cybersecurity risk assessment management activities and, in ... DEO DEO DEO DEO CIA p m
6.1.1.1 (C) An I&C system security programme (often referred to in ... EO EO EO EO CIA p a
6.1.1.1 (D) Computer security programmes should be implemented through the use ... EO EO EO EO CIA p a
6.1.1.2 NUC - Responsible entities and authorization levels for each asset or cybersecurity process should be defined and 

documented
CIA p a

6.1.1.2 (A) All organizations involved in any phase of the I&C ... DEO DEO DEO DEO CIA p a
6.1.1.2 (B) I&C system security oversight should be assigned to a ... DEO DEO DEO DEO CIA p a
6.1.1.2 (C) Security responsibilities should be addressed prior to employment in ... DEO DEO DEO DEO CIA p a
6.1.1.2 (D) Employees, contractors and authorized third parties should sign agreements ... DEO DEO DEO DEO CIA p a
6.1.1.3 a) To be able to fulfil responsibilities in the cybersecurity area, the appointed individuals should be competent in the area 

and be given opportunities to keep up to date with developments
CIA p n

Security Controls by Security Degrees

XLSX CSV

Filtering available

Identification of security 
controls for the I&C 
platform or I&C system

Annex A also included as attachments 
to the IEC 63096- PDF file in two 
different machine readable formats

Using the XLSX or CSV file, the table 
can be extended project specifically


IEC63096-Annex_A

		Clause		Security Control Name		Security Controls by Security Degrees								I&C		Preservation of		Control Focus		ISO/IEC 27002

						BR		S3		S2		S1

		5		Cybersecurity policies

		5.1		Management direction for cybersecurity																n

		5.1.1		Policies for cybersecurity												CIA		p		n

		5.1.1		(A) At the highest level, organizations should define an “cybersecurity ...		DEO		DEO		DEO		DEO				CIA		p		m

		5.1.1		(B) The set of policies for cybersecurity during development, should ...		(D)		D		D		D				CIA		p		m

		5.1.1		(C) The set of policies for cybersecurity during engineering, should ...		E		E		E		E				CIA		p		a

		5.1.1		(D) The set of policies for cybersecurity during operation, should ...		EicO		EicO		EicO		EicO				CIA		p		a

		5.1.2		Review of the policies for cybersecurity												CIA		c		n

		5.1.2		(A) According to 5.1.1 each policy should have an owner ...		DEO		DEO		DEO		DEO				CIA		c		m

		6		Organization of cybersecurity

		6.1		Internal organization 																n

		6.1.1		Cybersecurity roles and responsibilities																n

		6.1.1.1		a) The assets and cybersecurity processes should be identified and defined												CIA		p		n

		6.1.1.1		(A) Responsibilities for the protection of individual assets and for ...		DEO		DEO		DEO		DEO				CIA		p		m

		6.1.1.1		(B) Responsibilities for cybersecurity risk assessment management activities and, in ...		DEO		DEO		DEO		DEO				CIA		p		m

		6.1.1.1		(C) An I&C system security programme (often referred to in ...		EO		EO		EO		EO				CIA		p		a

		6.1.1.1		(D) Computer security programmes should be implemented through the use ...		EO		EO		EO		EO				CIA		p		a

		6.1.1.2		NUC - Responsible entities and authorization levels for each asset or cybersecurity process should be defined and documented												CIA		p		a

		6.1.1.2		(A) All organizations involved in any phase of the I&C ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.2		(B) I&C system security oversight should be assigned to a ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.2		(C) Security responsibilities should be addressed prior to employment in ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.2		(D) Employees, contractors and authorized third parties should sign agreements ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.3		a) To be able to fulfil responsibilities in the cybersecurity area, the appointed individuals should be competent in the area and be given opportunities to keep up to date with developments												CIA		p		n

		6.1.1.3		(A) Ensuring that employees, contractors and authorized third parties understand ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.3		(B) The necessary competences of persons doing work affecting cybersecurity ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.3		(C) Actions should be taken to acquire the necessary competences. ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.4		e) Coordination and oversight of cybersecurity aspects of supplier relationships should be identified and documented												CIA		p		n

		6.1.1.4		(A) The organizations should identify and mandate cybersecurity controls to ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.1.1.4		(B) During the design and development phase, different companies are ...		E		E		E		E				CIA		p		m

		6.1.2		Segregation of duties												CIA		p		n

		6.1.2		(A) Care should be taken that no single person can ...		(DEO)		(DEO)		(D)EO		DEO				CIA		p		m

		6.1.3		Contact with authorities												CIA		p		n

		6.1.3		(A) Organizations should have procedures in place that specify when ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		6.1.4		Contact with special interest groups												CIA		p		n

		6.1.4		(A) Membership in special interest groups or forums should be ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		6.1.5		Cybersecurity to project management												CIA		p		n

		6.1.5		(A) Cybersecurity should be integrated into the organization’s project management ...		DEO		DEO		DEO		DEO				CIA		p		m

		6.2		Mobile devices and teleworking																n

		6.2.1		Mobile device policy																n

		6.2.1.1		NUC - Before the use of mobile devices												CIA		p		a

		6.2.1.1		(A) While mobile devices allowed to be used by certain ...		DEO		DEO		DEO		DEO				CIA		p		m

		6.2.1.1		(B) Trainings should be arranged regularly to raise awareness about ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.1		(C) When mobile devices are intended to be used in ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.1		(D) Before permission to use mobile devices is granted, a ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.1		(E) For personnel using privately-owned mobile devices, they should differentiate ...		DE		DE		DE		DE				CIA		p		a

		6.2.1.1		(F) The use of mobile devices to be connected to ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		6.2.1.2		NUC - During the use of mobile devices												CIA		p		a

		6.2.1.2		(A) When using mobile devices in public places, meeting rooms ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.2		(B) (1) Mobile devices should be allowed to connect to all ...		DEd		DEd		DEd		DEd				CIA		p		a

		6.2.1.2		(B) (2) Mobile devices to be connected to the I&C ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		6.2.1.2		(B) (3) Mobile devices that are not permanently assigned to ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		6.2.1.2		(C) (1) Mobile devices that are not to be connected the ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.2		(C) (2) Mobile devices to be connected to the I&C ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		6.2.1.2		(D) Appropriate logical and physical access rules and rights should ...		DEO		DEO		DEO		DEO				CIA		p		a

		6.2.1.2		(E) (1) In the case of privately-owned mobile devices, the ...		DEd		DEd		DEd		DEd				CIA		p		a

		6.2.1.2		(E) (2) For working on and connecting to the I&C ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		6.2.1.3		NUC - After the use of mobile devices												CIA		p		a

		6.2.1.3		(A) When the mobile device’s operating lifecycle is terminated, the ...		(D)E(O)		(D)EO		(D)EO		DEO				CIA		p		a

		6.2.2		Teleworking																n

		6.2.2.1		NUC - Physical security and environment for teleworking												CIA		p		a

		6.2.2.1		(A) (1) Teleworking, as the act of performing work during ...		DEd		DEd		DEd		Teleworking not allowed				CIA		p		a

		6.2.2.1		(A) (2) Teleworking at the project specific I&C system should ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		6.2.2.2		NUC - Information and equipment access controls for teleworking												CIA		p		a

		6.2.2.2		(A) (1) A definition of the work permitted, the hours ...		(DEd)		(DEd)		DEd		Teleworking not allowed				CIA		p		a

		6.2.2.2		(A) (2) Teleworking at the project specific I&C system should ...		(Egvsic)O		(Egvsic)O		EgvsicO		EgvsicO				CIA		p		a

		6.2.2.2		(B) When teleworking involves activities in connection to the actual ...		(Egvsic)O		(Egvsic)O		EgvsicO		EgvsicO				CIA		p		a

		6.2.2.2		(C) Specific policies and procedures should be developed in order ...		DEd		DEd		DEd		DEd				CIA		p		a

		6.2.2.3		NUC - The provision of maintenance and audits 												CIA		p		a

		6.2.2.3		(A) Maintenance and support actions should be applied on regular ...		DEd		DEd		DEd		Teleworking not allowed				CIA		p		a

		6.2.2.3		(B) Internal audits as well as technical audits should cover ...		DEd		DEd		DEd		Teleworking not allowed				CIA		p		a

		6.2.2.4		NUC - The personnel awareness and commitments												CIA		p		a

		6.2.2.4		(A) Trainings should be scheduled in a periodic manner for ...		DEd		DEd		DEd		Teleworking not allowed				CIA		p		a

		6.2.2.4		(B) Specified agreements should be reviewed and signed by personnel ...		(DEd)		(DEd)		(DEd)		Teleworking not allowed				CIA		p		a

		6.2.2.5		NUC – No remote maintenance and service												CIA		p		a

		6.2.2.5		(A) Due to the immense cybersecurity threat potential resulting from ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		7		Human resource security

		7.1		Prior to employment																n

		7.1.1		Screening												CIA		pdc		n

		7.1.1		(A) The organizational units in charge of I&C platform development, ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		7.1.1		(B) In addition to (A) all individuals who have a ...		(DEO)		DEO		DEO		DEO				CIA		pdc		a

		7.1.2		Terms and Conditions of Employment												CIA		pdc		n

		7.1.2		(A) The contractual obligations for employees or contractors should reflect ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		7.2		During employment																n

		7.2.1		Management responsibilities												CIA		pdc		n

		7.2.1		(A) Management responsibilities should include ensuring that employees and contractors: ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		7.2.2		Cybersecurity Awareness, Education and Training												CIA		pdc		n

		7.2.2		(A) All employees of the organization and, where relevant, contractors ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		7.2.3		Disciplinary process												CIA		pdc		n

		7.2.3		(A) There should be a formal and communicated disciplinary process ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		7.3		Termination and change of employment																n

		7.3.1		Termination or change of employment responsibilities												CIA		pdc		n

		7.3.1		(A) The communication of termination responsibilities should include on-going cybersecurity ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		8		Asset management

		8.1		Responsibility for assets																n

		8.1.1		Inventory of assets												CIA		p		n

		8.1.1		(A) The organizational units in charge of I&C platform development, ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		8.1.1		(B) In addition to the control above, ISO 55000 series ...		-		(D)		(D)		(D)				CIA		p		a

		8.1.1		(C) In addition to the control above, asset management of ...		-		-		(D)		(D)				CIA		p		a

		8.1.1		(D) Within the project, organizational units should use an established ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		8.1.1		(E) The specific I&C system asset information should include information ...		(EO)		EO		EO		EO				CIA		p		a

		8.1.2		Ownership of assets												CIA		p		n

		8.1.2		(A) The organizational units in charge of I&C platform development, ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		8.1.2		(B) Individuals as well as other entities having approved management ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.1.3		Acceptable use of assets												CIA		p		n

		8.1.3		(A) Rules for the acceptable use of information and assets ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.1.4		Return of assets												CIA		p		n

		8.1.4		(A) Organizations should create an employee exit checklist that outlines ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		8.1.4		(B) The termination process should be formalized to include the ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.1.4		(C) In cases where an employee or external party user ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.1.4		(D) In cases where an employee or external party user ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.1.4		(E) During the notice period of termination, the organization should ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.2		Information classification																n

		8.2.1		Classification of information												CIA		d		n

		8.2.1		(A) Classifications and associated protective controls for information should take ...		(DEO)		DEO		DEO		DEO				CIA		d		m

		8.2.2		Labelling of information												CIA		p		n

		8.2.2		(A) Procedures for information labelling need to cover information and ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		8.2.3		Handling of assets												CIA		p		n

		8.2.3		(A) The organization develops, disseminates, and reviews/updates a formal documented ...		(DEO)		(D)EO		DEO		DEO				CIA		p		a

		8.3		Media handling																n

		8.3.1		Management of removable media												CIA		p		n

		8.3.1		(A) Procedures should be developed and implemented for the management ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		8.3.2		Disposal of media												CIA		p		n

		8.3.2		(A) Procedures should be developed and implemented for the management ...		(DE)O		(D)EO		DEO		DEO				CIA		p		a

		8.3.3		Physical media transfer												CIA		p		n

		8.3.3		(A) Procedures should be developed and implemented for the management ...		(DEO)		(D)EO		DEO		DEO				CIA		p		a

		8.3.4		NUC - Removable media management												CIA		p		a

		8.3.4		(A) Allowed removable media list should be specified for sensible ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		8.3.4		(B) White-listing of removable media should be preferred from gray-list ...		(EgvsicO)		EgvsicO		EgvsicO		(D)EgvsicO		x		CIA		p		a

		8.3.4		(C) I&C systems should apply filtering rules based on such ...		(EO)		(E)O		(D)EO		DEO		x		CIA		p		a

		8.3.4		(D) Organizational procedures are required to identify and manage removable ...		(EO)		(Eb)EgvsicO		(DEb)EgvsicO		(D)EO				CIA		p		a

		9		Access control

		9.1		Requirements of access control																m

		9.1.1		Access Control Policy												CIA		p		n

		9.1.1		(A) The organizational units in charge of I&C platform development, ...		DEO		DEO		DEO		DEO				CIA		p		a

		9.1.1.1		a) security requirements of individual business environments												CIA		p		m

		9.1.1.1		(A) Restricted physical access to server rooms containing the development ...		-		-		D		D				CIA		p		a

		9.1.1.1		(B) Logical access to Operational I&C Platform development environment should ...		-		D		-		-				CIA		p		a

		9.1.1.1		(C) Role based access to repositories containing the Source Code: ...		(D)		(D)		D		D				CIA		p		a

		9.1.1.1		(D) Access to I&C system application code development environment should ...		(Ed)		(Ed)		Ed		Ed				CIA		p		a

		9.1.1.1		(E) Access to I&C system test environment should be limited,		(Egv)		(Egv)		Egv		Egv		x		CIA		p		a

		9.1.1.1		(F) Physical Access Control to I&C system test environment should ...		(Egv)		(Egv)		Egv		Egv		x		CIA		p		a

		9.1.1.1		(G) Access Control to I&C system during Installation and Commissioning ...		Eic		Eic		Eic		Eic		x		CIA		p		a

		9.1.1.1		(H) Access Control to I&C system during Plant Operation should ...		O		O		O		O		x		CIA		p		a

		9.1.1.1		(I) Access Control for Maintenance purposes should be implemented: * ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		9.1.1.2		b) policies for information dissemination and authorization, e.g. the need to know principle and security levels and classification of information (see clause 8.2)												CIA		p		n

		9.1.1.2		Policies should cover the restricted distribution I&C platform development documentation ...												CIA		p		a

		9.1.1.2		(A) A source code/ engineering application software protection policy that ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		9.1.1.2		(B) The methodology should also address the potential technical and ...		(DEO)		(DEO)		(DEO)		DEO				CIA		p		a

		9.1.1.2		(C) (3) Only authorized personnel must access the engineering application ...		EO		EO		EO		EO				CIA		p		a

		9.1.1.2		(D) Authorized personnel must not share or transfer the source ...		DEO		DEO		DEO		DEO				CIA		p		a

		9.1.1.2		(E) Source code must only be accessed and stored on ...		DEO		DEO		DEO		DEO		x		CIA		p		a

		9.1.1.2		(F) Maintain records of source code changed, such records must ...		(DEO)		DEO		DEO		DEO		x		CIA		p		a

		9.1.1.2		(G) Perform a regular backup of source code repositories. The ...		D		D		D		D				CIA		p		a

		9.1.1.2		(H) Perform a regular backup of engineering databases. The backups ...		EO		EO		EO		EO		x		CIA		p		a

		9.1.1.2		(I) If a remote backup service is used the source ...		(DEd)		DEd		DEd		DEd				CIA		p		a

		9.1.1.2		(K) Staff handling I&C platform or application software must have ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		9.1.1.2		(L) Upgrades or changes to the source code or application ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		9.1.1.2		(M) Only strictly controlled essential changes in source code or ...		-		DEO		DEO		DEO				CIA		p		m

		9.1.1.2		(N) Policies should cover restricted access to engineering data to ...		EO		EO		EO		EO				CIA		p		a

		9.1.1.3		c) consistency between the access rights and information classification policies of different systems and networks												CIA		p		n

		9.1.1.3		(A) For I&C platform development and I&C system engineering: Alignment ...		-		(D)E		DE		DE				CIA		p		a

		9.1.1.3		(B) Specification in policy on what restrictions apply per confidentiality ...		-		(D)E		DE		DE				CIA		p		a

		9.1.1.4		d) national legislation and any contractual obligations regarding protection of access to data or services (see clause 18.2)												CIA		p		m

		9.1.1.4		(A) An access control policy should be established, documented and ...		(D)EO		DEO		DEO		DEO				CIA		p		m

		9.1.1.5		e) management of access rights in a distributed and networked environment which recognizes all types of connections available												CIA		p		n

		9.1.1.5		(A) Very restrictive handling of access rights with regard to ...		-		-		D		D				CIA		p		a

		9.1.1.5		(B) Engineering: Access rights only in isolated networks, e.g. test ...		(Ed)		(Ed)		Ed		E				CIA		p		a

		9.1.1.5		(C) Operation: Access rights restrictively handled via on-site work permissions ...		(EgvsicO)		(EgvsicO)		EgvsicO		O		x		CIA		p		a

		9.1.1.5		(D) Restrictive handling of access rights of an industrial I&C ...		-		D		-		-				CIA		p		a

		9.1.1.5		(E) Traceable handling of access rights to office grade I&C ...		D		-		-		-				CIA		p		a

		9.1.1.6		f) segregation of access control roles, e.g. access request, access authorization, access administration												CIA		p		n

		9.1.1.6		(A) Roles should be in line with the RACI model		(DEO)		DEO		DEO		DEO				CIA		p		m

		9.1.1.6		(B) The development manager, Engineering project manager and the manager ...		(DEO)		DEO		DEO		DEO				CIA		p		a

		9.1.1.6		(C) Access to test bays and access to specific components ...		(DEgv)		DEgv		DEgv		DEgv				CIA		p		a

		9.1.1.6		(D) During plant operation a Work Permit Procedure must be ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		9.1.1.6		(E) Granting of permissions during plant operation or maintenance should ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		9.1.1.7		g) requirements for formal authorization of access requests (see clause 9.2.1)												CIA		p		n

		9.1.1.7		(A) An access control policy should be established, documented and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.1.8		h) requirements for periodic review of access rights (see clause 9.2.5)												CIA		p		m

		9.1.1.8		(A) An access control policy should be established, documented and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.1.9		i) removal of access rights (see clause 9.2.6)												CIA		p		m

		9.1.1.9		(A) An access control policy should be established, documented and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.1.10		j) archiving of records of all significant events concerning the use and management of user identities and secret authentication information												CIA		p		n

		9.1.1.10		(A) An access control policy should be established, documented and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.1.11		k) roles with privileged access  (see clause 9.2.3)												CIA		p		m

		9.1.1.11		(A) An access control policy should be established, documented and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.2		Access to network and network services																n

		9.1.2.1		a) the networks and network services which are allowed to be accessed												CIA		p		n

		9.1.2.1		(A) Access to development networks should be restricted to the ...		(D)		(D)		D		D				CIA		p		a

		9.1.2.1		(B) Access to development networks should be restricted to access ...		(D)		(D)		D		D				CIA		p		a

		9.1.2.1		(C) Access to engineering environment, including dedicated networks should be ...		(Ed)		(Ed)		Ed		Ed				CIA		p		a

		9.1.2.1		(D) Access to the I&C system components, including networks should ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		9.1.2.2		b) authorization procedures for determining who is allowed to access which networks and networked services												CIA		p		n

		9.1.2.2		(A) The policy should consider authorization procedures for determining who ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.2.3		c) management controls and procedures to protect access to network connections and network services												CIA		p		n

		9.1.2.3		(A) The policy should consider management controls and procedures to ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		9.1.2.4		d) the means used to access networks and network services (e.g. use of VPN or wireless network)												CIA		p		n

		9.1.2.4		(A) Wireless should not be used for the I&C system.		-		-		EgvsicO		EgvsicO		x		CIA		p		a

		9.1.2.4		(B) Wireless may only be used for I&C systems if ...		EgvsicO		EgvsicO		-		-		x		CIA		p		a

		9.1.2.4		(C) VPN is permitted for remote data exchange, provided that ...		O		Not allowed		Not allowed		Not allowed				CIA		p		a

		9.1.2.4		(D) VPN is permitted, if two-factor authentication is enforced and ...		DEd		DEd		DEd		Not allowed				CIA		p		a

		9.1.2.5		e) user authentication requirements for accessing various network services												CIA		p		n

		9.1.2.5		(A) The policy should consider user authentication requirements for accessing ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		9.1.2.5		(B) Two factor authentication should be implemented for access to ...		(DEd)		(DEd)		DEd		DEd				CIA		p		a

		9.1.2.5		(C) Two-factor authentication for I&C system access, except I&C system ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CIA		p		a

		9.1.2.5		(D) Two-factor authentication for I&C system access for plant operator ...		Not allowed		Not allowed		Not allowed		Not allowed				CIA		p		a

		9.1.2.6		f) monitoring use of network services												CIA		p		n

		9.1.2.6		(A) The policy should consider monitoring use of network services ...		(DEd)		(DEd)		(DEd)		(DEd)				CIA		p		m

		9.1.2.6		(B) The policy should consider monitoring use of network services ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)				CIA		p		m

		9.2		User access management																n

		9.2.1		User registration and de-registration												CIA		p		n

		9.2.1		(A) the use of shared user IDs should only be ...		(DEO)		(DEO)		(D)EO		DEO				CIA		p		a

		9.2.1		b) immediately disabling or removing user IDs of users who ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		9.2.1		c) periodically identifying and removing or disabling redundant user IDs.		(DEO)		DEO		DEO		DEO				CIA		p		n

		9.2.1		d) redundant user IDs should not be issued. A user ...		(DEO)		(DEO)		(DEb)EicO		DEO				CIA		p		a

		9.2.2		User access provisioning												CIA		p		n

		9.2.2		c) ensuring that access rights are not activated (e.g. by ...		(DEO)		D(EO)		DEb(EicO)		DEO				CIA		p		a

		9.2.2		d) maintaining a central record of access rights granted to ...		(DEO)		(DEO)		(D)Eb(EicO)		DEb(EicO)				CIA		p		n

		9.2.2		e) adapting access rights of users who have changed roles ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.3		Management of privileged access rights												CIA		p		n

		9.2.3		a) the privileged access rights associated with each system or ...		DEO		DEO		DEO		DEO				CIA		p		m

		9.2.3		b) privileged access rights should not be granted until the ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.3		c) requirements for expiry of privileged access rights should be ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.3		e) privileged access rights should be assigned to a user ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.3		f) the competences of users with privileged access rights should ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.3		g) specific procedures should be established and maintained in order ...		DEO		DEO		DEO		DEO				CIA		p		m

		9.2.3		h) for generic administration user IDs, the confidentiality of secret ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.4		Management of secret authentication information of users												CIA		p		n

		9.2.4		b) when users are required to maintain their own secret ...		(D)Ed		DEd		DEd		DEd				CIA		p		n

		9.2.4		c) procedures should be established to verify the identity of ...		(D)Ed		DEd		DEd		DEd				CIA		p		n

		9.2.4		d) temporary secret authentication information should be given to users ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		p		n

		9.2.4		e) temporary secret authentication information should be unique to an ...		(DEd)		(DEd)		DEd		DEd				CIA		p		n

		9.2.4		f) users should acknowledge receipt of secret authentication information;		(D)EO		DEO		DEO		DEO				CIA		p		n

		9.2.4		g) default vendor secret authentication information should be altered following ...		DEO		DEO		DEO		DEO		x		CIA		p		n

		9.2.5		Review of user access rights												CIA		p		n

		9.2.5		b) user access rights should be reviewed and re-allocated when ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.5		c) authorizations for privileged access rights should be reviewed at ...		(DE)O		DEO		DEO		DEO				CIA		p		n

		9.2.5		d) privilege allocations should be checked at regular intervals to ...		DEO		DEO		DEO		DEO				CIA		p		n

		9.2.5		e) changes to privileged accounts should be logged for periodic ...		DEO		DEO		DEO		DEO				CIA		p		a

		9.2.6		Removal or adjustment of access rights 												CIA		p		n

		9.2.6		(A) Upon termination, the access rights of an individual to ...		DEO		DEO		DEO		DEO				CIA		p		m

		9.3		User responsibilities 																n

		9.3.1		Use of secret authentication information 												C		p		n

		9.3.1		a) keep secret authentication confidential, ensuring that they are ...		DEO		DEO		DEO		DEO				C		p		n

		9.3.1		b) avoid keeping a record (e.g. paper, software file ...		DEO		DEO		DEO		DEO				C		p		n

		9.3.1		c) change secret authentication information whenever there is any ...		DEO		DEO		DEO		DEO				C		p		n

		9.3.1		d) when passwords are used as secret authentication information, ...		DEO		DEO		DEO		DEO				C		p		n

		9.3.1		(A) change temporary passwords at the first log-on; NOTE: ...		(DEd)		(D)Ed		DEd		DEd				C		p		m

		9.3.1		e) not share individual user’s secret authentication information;		DEO		DEO		DEO		DEO				C		p		n

		9.3.1		f) when passwords are used as secret authentication information ...		DEO		DEO		DEO		DEO				C		p		a

		9.3.1		g) not use the same secret authentication information for business ...		DEO		DEO		DEO		DEO				C		p		n

		9.4		System and application access control 																n

		9.4.1		Information access restriction 												CIA		p		n

		9.4.1		(A) Restrictions to access should be based on individual development ...		DEd		DEd		DEd		DEd				CIA		p		m

		9.4.1		(B) Access restriction to the I&C system shall be based ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		9.4.2		Secure log-on procedures 												CIA		p		n

		9.4.2		(A) A suitable authentication technique should be chosen to substantiate ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		9.4.3		Password management system 												CIA		p		n

		9.4.3		a) (1) enforce the use of individual user IDs ...		(DEO)		DEO		DEO		DEO		x		CIA		p		m

		9.4.3		a) (2) Security control a) (1) is not valid ...		EgvsicOo		EgvsicOo		EgvsicOo		EgvsicOo		x		CIA		p		a

		9.4.3		b) allow users to select and change their ...		(DE)		(DE)		DE(Eic)		DE(Eic)		x		CIA		p		m

		9.4.3		c) (1) enforce a choice of quality passwords;		(DEO)		DEO		DEO		DEO		x		CIA		p		m

		9.4.3		c) (2) Security control c) (1) is not valid ...		EgvsicOo		EgvsicOo		EgvsicOo		EgvsicOo		x		CIA		p		a

		9.4.3		d) (1) force users to change their passwords at ...		(DEd)		(D)Ed		DEd		DEd				CIA		p		m

		9.4.3		d) (2) Security control d) (1) is not valid ...		EgvsicOo		EgvsicOo		EgvsicOo		EgvsicOo		x		CIA		p		a

		9.4.3		e) (1) enforce regular password changes and as needed;		(DEd)		DEd		DEd		DEd				CIA		p		m

		9.4.3		e) (2) For I&C platform: Provide the functionality to ...		(EgvsicO)		(Egvsic)O		EgvsicO		EgvsicO		x		CIA		p		a

		9.4.3		e) (3) Security control e) (1) is not valid ...		EgvsicOo		EgvsicOo		EgvsicOo		EgvsicOo		x		CIA		p		a

		9.4.3		f) maintain a record of previously used passwords and ...		(DEO)		(DEO)		(DEO)		DEb(EicO)		x		CIA		p		n

		9.4.3		g) not display passwords on the screen when being ...		DEO		DEO		DEO		DEO		x		CIA		p		n

		9.4.3		h) store password files separately from application system data;		DEO		DEO		DEO		DEO		x		CIA		p		n

		9.4.3		i) store and transmit passwords in protected form.		DEO		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		Use of privileged utility programs 												CIA		p		n

		9.4.4		a) use of identification, authentication and authorization procedures for ...		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		b) segregation of utility programs from applications software;		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		c) limitation of the use of utility programs to ...		(DEO)		DEO		DEO		DEO		x		CIA		p		m

		9.4.4		d) authorization for ad hoc use of utility programs;		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		e) limitation of the availability of utility programs, e.g. ...		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		f) logging of all use of utility programs;		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		g) defining and documenting of authorization levels for utility ...		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		h) removal or disabling of all unnecessary utility programs;		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.4		i) not making utility programs available to users who ...		(DEO)		DEO		DEO		DEO		x		CIA		p		n

		9.4.5		Access control to program source code												CIA		p		n

		9.4.5		(A) Access to program source code (source code of I&C ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		10		Cryptography

		10.1		Cryptographic Controls 																n

		10.1.1		Policy on the use of cryptographic control												CI		pd		n

		10.1.1		(A) The organizational units in charge of I&C platform development, ...		DEO		DEO		DEO		DEO				CI		pd		a

		10.1.1		a) the management approach towards the use of cryptographic ...		(DEO)		(DE)O		DEO		DEO				CI		pd		n

		10.1.1		(B) Cryptography should be implemented where it is the only ...												CI		pd		a

		10.1.1		(B) (1) where cryptographic controls that protect confidentiality, integrity, ...		(DEO)		(DE)O		(D)EO		(D)EO		x		CI		pd		a

		10.1.1		(B) (2) the potential impact of these controls on ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CI		pd		a

		10.1.1		(B) (3) For I&C systems: those alternative or compensatory controls ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CI		pd		a

		10.1.1		(C) Considerations for the assessment in 10.1.1(A) should include:												CI		pd		a

		10.1.1		(C) (1) assurance of a secure development environment, where ...		DEg		DEg		DEg		DEg				CI		pd		a

		10.1.1		(C) (2) the protection against unauthorized and unauthenticated access ...		DEO		DEO		DEO		DEO		x		CI		pd		a

		10.1.1		(C) (3) For I&C system: the protection against unauthorized ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CI		pd		a

		10.1.1		(C) (4) For the I&C system: assurance of compatible communication ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		Not allowed		x		CI		pd		a

		10.1.1		(D) Different cryptographic controls should be used to address the ...												CI		pd		m

		10.1.1		(D) (1) digital signature (to preserve authentication, integrity and ...		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		x		CI		pd		a

		10.1.1		(D) (2) one-way hash (to preserve authentication and integrity);		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		x		CI		pd		a

		10.1.1		(D) (3) encrypted communication channel (to preserve authentication and ...		(DEO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		x		CI		pd		a

		10.1.1		(D) (4) encrypted data at rest and in transit ...		(DEO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		(D)Ed(EgvsicO)		x		CI		pd		a

		10.1.1		(D) (5) encrypted storage medium at rest and in ...		(DEO)		DEd(EgvsicO)		DEd(EgvsicO)		DEd(EgvsicO)		x		CI		pd		a

		10.1.1		b) Based on a risk assessment, the required level ...		(DEO)		D(EO)		DEO		DEO				CI		pd		a

		10.1.1		c) the use of encryption for protection of information ...		(DEO)		(DEO)		DEO		DEO		x		CI		pd		n

		10.1.1		(E) Refer to national data security classification, and national and ...		(DEO)		DEO		DEO		DEO				CI		pd		a

		10.1.1		(F) The use of hashing mechanisms should be included in ...		(DEO)		(DE)O		DEO		DEO				CI		pd		a

		10.1.1		(G) A trusted platform module (TPM) should be used for ...		(DEgvsicO)		DEgvsicO		(D)EgvsicO		(D)EgvsicO		x		CI		pd		m

		10.1.1		(H) The following requirements should be observed concerning the transportation ...		(DE)O		(E)O		EO		EO				CI		pd		a

		10.1.1		d) the approach to key management, including methods to ...		(DEO)		DEO		DEO		DEO				CI		pd		n

		10.1.1		(I) The cryptographic keys should be governed with the highest ...		(DEO)		DEO		DEO		DEO				CI		pd		a

		10.1.1		(I) (1) For the development and engineering environment public key ...		(DEb)		DEb		DEb		DEb				CI		pd		a

		10.1.1		(I) (2) For the I&C platform a private key infrastructure ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		pd		a

		10.1.1		(K) Access to the key management system should be restricted ...		(DEO)		(DEb)EicO		DEO		DEO				CI		pd		a

		10.1.1		e) roles and responsibilities, e.g. who is responsible for: ...		(DEO)		(DEb)EicO		DEO		DEO				CI		pd		a

		10.1.1		f) the standards to be adopted for effective implementation ...		(DEO)		(DEO)		DEO		DEO				CI		pd		n

		10.1.1		g) the impact of using encrypted information on controls ...		(EO)		(E)O		EO		EO				CI		pd		n

		10.1.2		Key management												CIA		pd		n

		10.1.2		(A) The organizational units in charge of I&C platform development, ...		(DEO)		DEO		DEO		DEO				CIA		pd		a

		10.1.2		a) generating keys for different cryptographic systems and different ...		(DEO)		(DE)O		(DE)O		(DE)O				CIA		pd		n

		10.1.2		(B) Multiple cryptographic keys should be generated to prevent a ...		(DEO)		(DE)O		(DE)O		(DE)O				CIA		pd		a

		10.1.2		(C) All new keys should be observed for a period ...		(DEO)		(DE)O		(DE)O		(DE)O				CIA		pd		a

		10.1.2		b) issuing and obtaining public key certificates;		(DEO)		(DEO)		(DEO)		(DEO)				CIA		pd		n

		10.1.2		(D) Public key certificates to support digital signatures should be ...												CIA		pd		a

		10.1.2		(D) (1) For the development and engineering environment a third ...		(DEb)		DEb		DEb		DEb				CIA		pd		a

		10.1.2		(D) (2) For the I&C platform a private Certificate Authority ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		pd		a

		10.1.2		c) distributing keys to intended entities, including how keys ...		(DEO)		(DEO)		DEO		DEO		x		CIA		pd		n

		10.1.2		(E)The guidance presented in NIST SP800-57 part 1 provides additional ...		(DEO)		(DEO)		(DEO)		(DEO)				CIA		pd		a

		10.1.2		d) storing keys, including how authorized users obtain access ...		(DEO)		(DE)O		DEO		DEO				CIA		pd		n

		10.1.2		(F) A two-factor authentication process should be employed when accessing ...		(DEO)		(DE)O		DEO		DEO		x		CIA		pd		a

		10.1.2		e) changing or updating keys including rules on when ...		(DEO)		(DE)O		DEO		DEO				CIA		pd		n

		10.1.2		(G) Separation-of-duties should be observed to ensure that no team ...		(DEO)		(DEO)		DEO		(DE)O				CIA		pd		a

		10.1.2		(H) Keys and appropriate cryptographic materials should be changed or ...		(DEO)		(DE)O		DEO		DEO				CIA		pd		a

		10.1.2		f) dealing with compromised keys; a) a) Refer to ...		(DE)O		(DE)O		DEO		DEO				CIA		pd		m

		10.1.2		g) revoking keys including how keys should be withdrawn ...		(DE)O		(DE)O		DEO		DEO		x		CIA		pd		a

		10.1.2		h) recovering keys that are lost or corrupted; a) ...		(DE)O		(DE)O		DEO		DEO				CIA		pd		a

		10.1.2		i) backing up or archiving keys;		(DE)O		(DE)O		DEO		DEO				CIA		pd		n

		10.1.2		(I) A trusted external key escrow should be used where ...		(DE)O		(DE)O		DEO		DEO				CIA		pd		a

		10.1.2		j) destroying keys;		(DE)O		(DE)O		DEO		DEO		x		CIA		pd		n

		10.1.2		k) logging and auditing of key management related activities;		(DEO)		(DE)O		(D)EO		(D)EO		x		CIA		pd		n

		10.1.2		(K) A member or specific members of the team responsible ...		(DEO)		(DEO)		DEO		DEO				CIA		pd		a

		10.1.2		(L) Automatic logging should be implemented for the key management ...		(DEO)		(DEO)		DEO		DEO		x		CIA		pd		m

		11		Physical and environmental security

		11.1		Secure areas																n

		11.1.1		Physical security perimeter												CIA		p		n

		11.1.1		The following guidelines should be considered and implemented where appropriate ...												CIA		p		n

		11.1.1		(A) All I&C system equipment should be located in dedicated ...		EicO		EicO		EicO		EicO		x		CIA		p		a

		11.1.1		(B) If I&C system equipment is located in dedicated locked ...		(Eic)O		(Eic)O		(Eic)O		(Eic)O		x		CIA		p		a

		11.1.1		(C) If, in the nuclear power plant itself, I&C system ...		EicO		EicO		EicO		EicO		x		CIA		p		a

		11.1.1		a) security perimeters should be defined, and the siting ...		DEO		DEO		DEO		DEO		x		CIA		p		n

		11.1.1		b) perimeters of a building or site containing development ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		11.1.1		c) a manned reception area or other means to ...		(DEO)		(DE)O		(DE)O		DEO		x		CIA		p		n

		11.1.1		d) (1) physical barriers should be built to prevent ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		11.1.1		d) (2) For I&C systems in the NPP: physical ...		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards				CIA		p		m

		11.1.1		e) if fire doors are needed due to superior ...		EicO		EicO		EicO		EicO				CIA		p		m

		11.1.1		f) suitable intruder detection systems should be installed to ...		(DEO)		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		CIA		p		n

		11.1.2		Physical entry controls												CIA		p		n

		11.1.2		The following guidelines should be considered:												CIA		p		n

		11.1.2		a1) the date and time of entry and departure of ...		(DE)O		(DE)O		DEO		(DE)O		x		CIA		p		m

		11.1.2		a2) all visitors should be supervised unless their access ...		(DE)O		(DE)O		DEO		DEO		x		CIA		p		m

		11.1.2		b) access to areas where I&C or I&C related ...		(DE)O		(DE)O		(DE)O		(DE)O		x		CIA		p		m

		11.1.2		c) a physical log book or electronic audit trail ...		(DE)O		(DE)O		(DE)O		(DE)O		x		CIA		p		n

		11.1.2		d) all employees, contractors and external parties should be ...		DEO		DEO		DEO		DEO				CIA		p		n

		11.1.2		e) (1) external party support service personnel should be ...		(DE)O		(DE)O		DEO		DEO		x		CIA		p		m

		11.1.2		e) (2) external party support service personnel with access ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		11.1.2		f) access rights to secure areas should be regularly ...		(DE)O		(DE)O		DEO		DEO				CIA		p		m

		11.1.2		(A) It is recommended to prevent access to the I&C ...		(Eb)EicO		(Eb)EicO		(Eb)EicO		(Eb)EicO		x		CIA		p		a

		11.1.3		Securing offices, rooms and facilities												CIA		p		n

		11.1.3		Physical security for offices, rooms and facilities should be designed ...												CIA		p		n

		11.1.3		a) key facilities should be sited to prevent access ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		11.1.3		c) (1) facilities should be configured to prevent confidential ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		11.1.3		c) (2) For I&C systems in the NPP: Electromagnetic ...		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards				CIA		p		m

		11.1.3		d) directories and internal telephone books identifying locations of ...		DEO		DEO		DEO		DEO				CIA		p		m

		11.1.4		Protecting against external and environmental threats												CIA		p		n

		11.1.4		(A)(1) For I&C system in the NPP: Requirements on whether ...		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards				CIA		p		m

		11.1.4		(A) (2) Data generated during engineering and development activities shall ...		DEO		DEO		DEO		DEO				CIA		p		m

		11.1.5		Working in secure areas												CIA		p		n

		11.1.5		a) personnel should only be aware of the existence ...		DEO		DEO		DEO		DEO				CIA		p		n

		11.1.5		b) unsupervised working in secure areas should be avoided ...		(EicO)		EicO		EicO		EicO		x		CIA		p		a

		11.1.5		c) vacant secure areas should be physically locked and ...		DEO		DEO		DEO		DEO		x		CIA		p		n

		11.1.5		d) photographic, video, audio or other recording equipment, such ...		(DE)O		DEO		DEO		DEO				CIA		p		n

		11.1.6		Delivery and loading areas and ware houses												CIA		p		m

		11.1.6		a) access to a delivery, loading area and ware ...		DEO		DEO		DEO		DEO				CIA		p		m

		11.1.6		b) the delivery, loading area and ware houses should ...		DEO		DEO		DEO		DEO				CIA		p		m

		11.1.6		c) the external doors of a delivery, loading area ...		DEO		DEO		DEO		DEO				CIA		p		m

		11.1.6		d) incoming material should be inspected and examined for ...		(DE)O		DEO		DEO		DEO				CIA		p		n

		11.1.6		e) incoming material should be registered in accordance with ...		DEO		DEO		DEO		DEO				CIA		p		n

		11.1.6		g) incoming material should be inspected for evidence of ...		DEO		DEO		DEO		DEO				CIA		p		n

		11.2		Equipment																n

		11.2.1		Equipment siting and protection												CIA		p		n

		11.2.1		(A) I&C system equipment (except HMI equipment, printers) should always ...		(EicO)		EicO		EicO		EicO		x		CIA		p		a

		11.2.1		(B) All hardware interfaces of the respective I&C system equipment ...		(EicO)		EicO		EicO		EicO		x		CIA		p		a

		11.2.1		(C) Server for I&C platform development or I&C engineering activities ...		(DEd)		DEd		DEd		DEd				CIA		p		a

		11.2.1		(D) All hardware interfaces that are not used should be ...		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		p		a

		11.2.1		(E) If an I&C system cabinet door or and I&C ...		(EgvsicO)		(Egvs)EicO		(Egvs)EicO		(Egvs)EicO		x		CIA		p		a

		11.2.1		(F) Printers are very vulnerable and should also be locked ...		(EicO)		EicO		EicO		EicO		x		CIA		p		a

		11.2.1		(G) Printers should be connected to the I&C system via ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		11.2.1		(H) The I&C system should be able to detect the ...		-		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		11.2.1		(I) Terminals in permanently manned areas that cannot be protected ...		(EicO)		EicO		EicO		EicO		x		CIA		p		a

		11.2.1		b) I&C systems handling sensitive data should be positioned ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		11.2.1		c) storage facilities and ware houses for I&C spare …		DEO		DEO		DEO		DEO		x		CIA		p		m

		11.2.1		d) items requiring special protection should be safeguarded to ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		11.2.1		e) (1) according to superior plant design requirements, controls ...		EicO		EicO		EicO		EicO		x		CIA		p		m

		11.2.1		e) (2) controls should be adopted to minimize the ...		DEd		DEd		DEd		DEd				CIA		p		m

		11.2.1		f) guidelines for eating, drinking and smoking in proximity ...		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		CIA		p		n

		11.2.1		g) environmental conditions, such as temperature and humidity, should ...		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO				CIA		p		m

		11.2.1		h) (1) For I&C in the NPP: According to ...		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards				CIA		p		m

		11.2.1		h) (2) lightning protection should be applied to all ...		(DEb)		(DEb)		(DEb)		(DEb)				CIA		p		m

		11.2.1		i) the use of special protection methods, such as ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		n

		11.2.1		j) equipment processing confidential information should be protected to ...		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		CIA		p		n

		11.2.2		Supporting utilities												A		p		n

		11.2.2		Supporting utilities (e.g. electricity, ventilation and air conditioning) should:												A		p		n

		11.2.2		b) (1) For I&C in the NPP: According to ...		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards		According to respective IEC codes and standards				A		p		m

		11.2.2		b) (2) be appraised regularly for their capacity to ...		(DEb)		(DEb)		(DEb)		(DEb)				A		p		m

		11.2.2		c) be inspected and tested regularly to ensure their ...		DEO		DEO		DEO		DEO		x		A		p		n

		11.2.2		d) if necessary, be alarmed to detect malfunctions;		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		A		p		n

		11.2.2		e) if necessary, have multiple feeds with diverse physical ...		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		A		p		m

		11.2.2		(A) Emergency lighting and communications should be provided.		EicO		EicO		EicO		EicO		x		A		p		m

		11.2.3		Cabling security												CIA		p		n

		11.2.3		The following guidelines for cabling security should be considered:												CIA		p		a

		11.2.3		a) power and communication lines into rooms where I&C ...		(DEgvs)EicO		(DEgvs)EicO		(DEgvs)EicO		(DEgvs)EicO		x		CIA		p		m

		11.2.3		b) power cables should be segregated from communications cables ...		(DEb)EicO		(DEb)EicO		(DEb)EicO		(DEb)EicO		x		CIA		p		n

		11.2.4		Equipment maintenance												A		p		n

		11.2.4		The following guidelines for I&C equipment maintenance should be considered:												A		p		m

		11.2.4		a) equipment including I&C equipment should be maintained in ...		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO				A		p		m

		11.2.4		b) only authorized maintenance personnel should carry out repairs ...		(DEd)EgvsicO		(DEd)EgvsicO		DEO		DEO				A		p		m

		11.2.4		c) records should be kept of all suspected or ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				A		p		m

		11.2.4		d) appropriate controls should be implemented when equipment including ...		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO				A		p		m

		11.2.4		e) all I&C maintenance requirements imposed by superior plant ...		EicO		EicO		EicO		EicO				A		p		m

		11.2.4		f) before putting equipment including I&C back into operation ...		(DEd)EgvsicO		(DEd)EgvsicO		DEO		DEO				A		p		m

		11.2.5		Removal of assets												CI		p		n

		11.2.5		The following guidelines for equipment maintenance should be considered:												CI		p		n

		11.2.5		a) employees who have authority to permit off-site removal ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.5		b) time limits for I&C asset removal should be ...		(EicO)		(EicO)		EicO		EicO				CI		p		m

		11.2.5		c) I&C assets should be recorded as being removed ...		(EicO)		(EicO)		EicO		EicO				CI		p		m

		11.2.5		d) the identity, role and affiliation of anyone who ...		(EicO)		(EicO)		EicO		EicO				CI		p		m

		11.2.5		(A) Spot checks, undertaken to detect unauthorized removal or addition ...		(DEb)EgvsicO		(DEb)EgvsicO		(DEb)EgvsicO		(DEb)EgvsicO				CI		p		m

		11.2.6		Security of equipment and assets off-premises												CIA		p		n

		11.2.6		(A) It should not be allowed to take I&C equipment ...		(EgvsidO)		EgvsidO		EgvsidO		EgvsidO				CIA		p		a

		11.2.6		(B) Teleworking or other remote access to I&C equipment in ...		(EgvsidO)		EgvsidO		EgvsidO		EgvsidO		x		CIA		p		a

		11.2.6		(C) I&C equipment that is only temporarily connected to the ...		(EgvsidO)		EgvsidO		EgvsidO		EgvsidO		x		CIA		p		a

		11.2.6		The following implementation guidance is not applicable for I&C assets ...												CIA		p		a

		11.2.6		a) equipment and media taken off premises should not ...		DEd		DEd		DEd		DEd				CIA		p		n

		11.2.6		b) manufacturers’ instructions for protecting equipment should be observed ...		DEd		DEd		DEd		DEd				CIA		p		n

		11.2.6		c) controls for off-premises locations, such as home-working, teleworking ...		DEd		DEd		DEd		DEd				CIA		p		n

		11.2.6		d) when off-premises equipment is transferred among different individuals ...		DEd		DEd		DEd		DEd				CIA		p		n

		11.2.6		(A) Risks, e.g. of damage, theft or eavesdropping, may vary ...		DEd		DEd		DEd		DEd				CIA		p		m

		11.2.7		Secure disposal or re-use of equipment												CI		p		n

		11.2.7		(A) Equipment should be verified to ensure whether or not ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.7		(B) Damaged equipment containing storage media may require a risk ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.7		(C) As good alternative to (A): In addition to secure ...		(DEd)		(DEd)		(DEd)		(DE)				CI		p		m

		11.2.8		Unattended user equipment												CI		p		n

		11.2.8		(A) All users should be made aware of the security ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.8		(B) Unattended monitors: An automatic log off should automatically be ...		DEO		DEO		DEO		DEO		x		CI		p		a

		11.2.8		(C) Unattended monitors: After a configurable number of failed logins, ...		(DEO)		(DEO)		DEO		DEO		x		CI		p		a

		11.2.8		(D) Unattended monitor equipment should be hardened, so that no ...		(DEO)		(DEb)EgvsicO		(DEb)EgvsicO		(DEb)EgvsicO		x		CI		p		a

		11.2.8		(E) Unattended monitors of I&C system: Needed hardware interfaces (e. ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		p		a

		11.2.9		Clear desk and clear screen policy												CI		p		n

		11.2.9		The clear desk and clear screen policy should take into ...												CI		p		m

		11.2.9		a) sensitive or critical I&C related information, e.g. on ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.9		b) computers and terminals should be left logged off ...		DEO		DEO		DEO		DEO		x		CI		p		a

		11.2.9		c) unauthorised use of photocopiers and other reproduction technology ...		DEO		DEO		DEO		DEO				CI		p		m

		11.2.9		d) media containing sensitive or classified information should be ...		DEO		DEO		DEO		DEO				CI		p		n

		12		Operations security

		12.1		Operational procedures and responsibilities																n

		12.1.1		Documented operating Procedures 												CIA		pc		n

		12.1.1		(A) Documented procedures should be prepared for operational activities associated ...		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		a) the installation and configuration of systems;		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		n

		12.1.1		b) processing and handling of information both automated and manual; ...		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		c) backup (see clause 12.3) 		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		e) instructions for handling errors or other exceptional conditions; 		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		f) support and escalation contacts including external support contacts in ...		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		h) system restart and recovery procedures for use in the ...		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		i) the management system log information (see clause 12.4); 		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.1		j) monitoring procedures (see clause 12.4). 		(DEO)		(DEd)EgvsicO		(DEd)EgvsicO		(DEd)EgvsicO		x		CIA		pc		m

		12.1.2		Change management 												CIA		pdc		n

		12.1.2		a) identification and recording of significant changes; Any change including ...		DEO		DEO		DEO		DEO				CIA		pdc		a

		12.1.2		b) planning and testing of changes;  The documentation, necessary ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		12.1.2		c) assessment of the potential impacts, including cybersecurity impacts, of ...		DEO		DEO		DEO		DEO				CIA		pdc		a

		12.1.2		d) formal approval procedure for proposed changes;		DEO		DEO		DEO		DEO				CIA		pdc		n

		12.1.2		e) verification that cybersecurity requirements have been met;		DEO		DEO		DEO		DEO				CIA		pdc		n

		12.1.2		f) communication of change details to all relevant persons;		DEO		DEO		DEO		DEO				CIA		pdc		n

		12.1.2		g) fall-back procedures, including procedures and responsibilities for aborting and ...		DEO		DEO		DEO		DEO				CIA		pdc		n

		12.1.2		h) provision of an emergency change process to enable quick ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		12.1.3		Capacity management												CIA		pdc		n

		12.1.3		(A) Capacity requirements should be identified, taking into account the ...		DEb		DEb		DEb		DEb				CIA		pdc		m

		12.1.3		a) deletion of obsolete data (disk space);		DEO		DEO		DEO		DEO				CIA		pdc		n

		12.1.3		b) decommissioning of applications, systems, databases or environments;		DEb		DEb		DEb		DEb				CIA		pdc		n

		12.1.3		d) optimising application logic or database queries;		DEb		DEb		DEb		DEb				CIA		pdc		n

		12.1.3		e) denying or restricting bandwidth for resource-hungry services if these ...		DEb		DEb		DEb		DEb				CIA		pdc		n

		12.1.3		(B) Configure I&C system to manage excess capacity, bandwidth, or ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		pdc		a

		12.1.4		Separation of development, testing and operational environments												CIA		p		n

		12.1.4		(A) The level of separation between operational, engineering, testing, and ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		12.1.4		a) rules for the transfer of software from development to ...		DE		DE		DE		DE				CIA		p		m

		12.1.4		b) I&C platform development environment, engineering environment, I&C system testing ...		DEO		DEO		DEO		DEO				CIA		p		m

		12.1.4		c) changes to the engineering environment, the I&C systems should ...		EO		EO		EO		EO				CIA		p		m

		12.1.4		d) other than in exceptional circumstances, testing should not be ...		EicO		EicO		EicO		EicO				CIA		p		n

		12.1.4		e) compilers, editors and other development tools or system utilities ...		EO		EO		EO		EO		x		CIA		p		a

		12.2		Protection from malware																n

		12.2.1		Controls against malware												I		pdc		n

		12.2.1		Protection against malware should be based on malware detection and ...												I		pdc		n

		12.2.1		a) establishing a formal policy prohibiting the use of ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		b) implementing controls that prevent or detect the use ...		DEO		DEO		DEO		DEO		x		I		pdc		n

		12.2.1		c) (1) implementing controls that prevent or detect the ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		c) (2) The use of web sites residing outside ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		I		pdc		a

		12.2.1		d) establishing a formal policy to protect against risks ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		e) reducing vulnerabilities that could be exploited by malware, ...		DEO		DEO		DEO		DEO		x		I		pdc		n

		12.2.1		f) conducting regular reviews of the software and data ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		g) installation and regular update of malware detection and ...		DEb		DEb		DEb		DEb				I		pdc		n

		12.2.1		(A) (1) Malware scanners should not be used in ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		pdc		a

		12.2.1		(A) (2) (A) (1) Malware scanners may be used ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		pdc		a

		12.2.1		(B) Since malware scanners should not be used in ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		pdc		a

		12.2.1		h) defining procedures and responsibilities to deal with malware ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		i) preparing appropriate business continuity plans for recovering from ...		DEO		DEO		DEO		DEO				I		pdc		m

		12.2.1		j) implementing procedures to regularly collect information, such as ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		k) implementing procedures to verify information relating to malware, ...		DEO		DEO		DEO		DEO				I		pdc		n

		12.2.1		l) isolating environments where catastrophic impacts may result.		DEO		DEO		DEO		DEO				I		pdc		n

		12.3		Backup																n

		12.3.1		Information backup												CIA		p		n

		12.3.1		The organizational units in charge of I&C platform development, I&C ...												CIA		p		a

		12.3.1		(A) Adequate backup and restoration facilities should be provided to ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		12.3.1		When designing a backup plan, the following items should ...												CIA		p		n

		12.3.1		a) accurate and complete records of the backup copies ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.3.1		b) the extent (e.g. full or differential backup) and ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.3.1		c) the backups should be stored in a remote ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.3.1		d) backup information should be given an appropriate level ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.3.1		e) backup media should be regularly tested to ensure ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.3.1		f) in situations where confidentiality is of importance, backups ...		DEb(EicO)		DEb(EicO)		DEb(EicO)		DEb(EicO)		x		CIA		p		n

		12.3.1		(B) Operational procedures should monitor the execution of backups and ...		DEO		DEO		DEO		DEO				CIA		p		m

		12.3.1		(C) Backup arrangements for individual systems and services should be ...		DEO		DEO		DEO		DEO				CIA		p		m

		12.3.1		(D) The retention period for essential business information should be ...		DEO		DEO		DEO		DEO				CIA		p		m

		12.4		Logging and monitoring																n

		12.4.1		Event logging												CI		d		n

		12.4.1		(A) (1) Event logs should include, when relevant: a) a) ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		d		m

		12.4.1		(A) (2) Event logs should include, when relevant: a) i) ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CI		d		a

		12.4.1		(B) I&C cybersecurity monitoring objectives should first be defined, in ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		d		a

		12.4.1		(C) Once technical choices are selected, the corresponding systems, ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CI		d		a

		12.4.2		Protection of log information												I		pd		n

		12.4.2		(A) Controls should aim to protect against unauthorized changes to ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		pd		n

		12.4.2		(B) Some audit logs may be required to be archived ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		I		pd		m

		12.4.3		Administrator and operator logs												I		pd		n

		12.4.3		(A) Privileged user account holders may be able to manipulate ...		-		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		I		pd		n

		12.4.4		Clock synchronisation												I		pc		n

		12.4.4		(A) External and internal requirements for time representation, synchronization and ...		(E)		(D)E		DE		DE				I		pc		m

		12.4.4		(B) The time configuration of isolated I&C networks should be ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		pc		a

		12.4.4		(C) Procedures to monitor a potential lag between I&C networks ...		(O)		EO		EO		EO				I		pc		a

		12.4.4		(D) For homogeneity and correlation, all centralised logs should use ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		pc		a

		12.4.5		NUC - Centralization of collected cybersecurity events												CI		p		a

		12.4.5		(A) The logs generated separately on each element should be ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		p		a

		12.4.6		NUC - Logs correlation and caberattack scenarios identification												I		d		a

		12.4.6		(A) Once centralized, the logs should be stored for a ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		d		a

		12.4.6		(B) I&C-originated logs can be very specific and different from ...		(EicO)		EicO		EicO		EicO				I		d		a

		12.5		Control of operational software																n

		12.5.1		Installation of software on operational systems												CI		Pc		n

		12.5.1		a) the updating of the operational software, applications and ...		EicO		EicO		EicO		EicO				CI		Pc		n

		12.5.1		(A) The access to operational software should be clearly ...		EicO		EicO		EicO		EicO				CI		Pc		a

		12.5.1		(B) In the case of an external connection of ...		EicO		EicO		EicO		EicO				CI		Pc		a

		12.5.1		(C) The connection of an I&C system with another system, ...		(EicO)		(Eic)O		(Eic)O		EicO				CI		Pc		a

		12.5.1		b) operational systems should only hold approved executable code ...		(Eic)O		(Eic)O		(Eic)O		(Eic)O				CI		Pc		n

		12.5.1		c) update of applications and operating system software should ...		(EicO)		(Eic)O		EicO		EicO				CI		Pc		m

		12.5.1		d) a configuration control system should be used to ...		(EicO)		(EicO)		EicO		EicO				CI		Pc		n

		12.5.1		(D) The separation of operational and testing (engineering) configuration ...		(EicO)		(EicO)		(Eic)O		EicO				CI		Pc		a

		12.5.1		(E) Any decision to upgrade to a new release ...		EicO		-		-		-				CI		Pc		a

		12.5.1		(F)The software may rely on externally supplied software and ...		(Eic)O		(Eic)O		EicO		EicO				CI		Pc		a

		12.5.1		e) a rollback strategy should be in place before ...		(EicO)		(Eic)O		(Eic)O		EicO				CI		Pc		a

		12.5.1		e) (1) Tools: the locally maintained repositories with software component ...		(EicO)		(EicO)		(Eic)O		EicO				CI		Pc		a

		12.5.1		f) an audit log should be maintained of all ...		(EicO)		(Eic)O		EicO		EicO		x		CI		Pc		n

		12.5.1		g) previous versions of application software should be retained ...		(Eic)O		(Eic)O		(Eic)O		EicO				CI		Pc		a

		12.5.1		h) old versions of software should be archived, together ...		(EicO)		EicO		EicO		EicO				CI		Pc		n

		12.5.1		(G) The operational software components should be identified including ...		(Eic)O		(Eic)O		EicO		EicO				CI		Pc		a

		12.5.1		(H) For operational software, the arrangement of the controlled ...		(EicO)		(EicO)		(Eic)O		(Eic)O		x		CI		Pc		a

		12.5.1		(I) The measures should be applied establishing separating functions ...		(EicO)		(EicO)		(Eic)O		EicO				CI		Pc		a

		12.5.1		(J) The controls like a software executables signing to ...		(EicO)		(EicO)		(Eic)O		(Eic)O		x		CI		Pc		a

		12.5.2		NUC – Only needed software packages												CIA		p		n

		12.5.2		(A) All operating system services and packages that are not ...		(EbvsicO)		(EbvsicO)		EbvsicO		EbvsicO		x		CIA		p		a

		12.5.2		(B) Within 3rd party software (other than the operating system) ...		(EbvsicO)		(EbvsicO)		EbvsicO		EbvsicO		x		CIA		p		a

		12.5.2		(C) Within the I&C platform services that are not used ...		(EbvsicO)		(EbvsicO)		EbvsicO		EbvsicO		x		CIA		p		a

		12.6		Technical vulnerability management																n

		12.6.1		Management of technical vulnerabilities												CIA		pdc		n

		12.6.1		(A) A current and complete inventory of assets (see clause ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		12.6.1		Appropriate and timely action should be taken in response ...												CIA		pdc		n

		12.6.1		a) the organization should define and establish the roles ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		n

		12.6.1		b) information resources that will be used to identify ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		12.6.1		c) a timeline should be defined to react to ...		(DEO)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		(B) If the vulnerability is applicable, the perimeter of ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		a

		12.6.1		d) once a potential technical vulnerability has been identified, ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		n

		12.6.1		(C) From a risk perspective it is possible that, ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		a

		12.6.1		(D) It is also be analysed whether a patch, ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		a

		12.6.1		(E) For each patch also the potential operational and ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		12.6.1		e) depending on how urgently a technical vulnerability needs ...		(EicO)		EicO		EicO		EicO				CIA		pdc		m

		12.6.1		(F) Once the analysis is performed, an action plan ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		12.6.1		(G) Actions defined in the plan should then be ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		12.6.1		f) if a patch is available from a legitimate ...		(EicO)		EicO		EicO		EicO				CIA		pdc		n

		12.6.1		g) patches should be tested and evaluated before they ...		DEO		DEO		DEO		DEO		x		CIA		pdc		m

		12.6.1		(H) Verifications and audits have to be performed to ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		12.6.1		h) an audit log should be kept for all ...		(DEO)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		i) the technical vulnerability management process should be regularly ...		(DEO)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		j) systems at high risk should be addressed first		(DEO)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		k) an effective technical vulnerability management process should be aligned ...		(DEO)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		l) define a procedure to address the situation where a ...		DE(O)		DEO		DEO		DEO				CIA		pdc		n

		12.6.1		(I) In addition to technical vulnerabilities monitoring, security architecture, requirements ...		(D)EO		DEO		DEO		DEO		x		CIA		pdc		a

		12.6.1		(K) IEC 27035 proposes a figure describing the relationship of ...		(DEO)		DEO		DEO		DEO				CIA		pdc		a

		12.6.2		Restrictions on software installation												CIA		p		n

		12.6.2		(A) The organization should define and enforce strict policy on ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		12.6.3		NUC - Technical vulnerabilities information sources and channels												CIA		dc		a

		12.6.3		(A) Operators should keep constant monitoring of vulnerabilities publications, relevant ...		(DEO)		DEO		DEO		DEO				CIA		dc		a

		12.6.4		NUC - Restrictions on software execution												CIA		p		a

		12.6.4		(A) The organization should define and enforce strict policy on ...		(EgvsicO)		(Egvsic)O		EgvsicO		EgvsicO		x		CIA		p		a

		12.6.4		(B) White-listing policy should be preferred from gray-listing or black-listing ...		(EgvsicO)		(Egvsic)O		EgvsicO		(D)EgvsicO		x		CIA		p		a

		12.6.4		(C) The application blocker and the filtering lists should be ...		(EgvsicO)		(Egvsic)O		EgvsicO		(D)EgvsicO		x		CIA		p		a

		12.6.4		(D) The filtering list specifications should be performed not only ...		(O)		O		O		O				CIA		p		a

		12.7		Systems audit considerations																m

		12.7.1		Systems audit controls												CIA		p		m

		12.7.1		The following guidelines should be observed:												CIA		p		n

		12.7.1		a) audit requirements for access to systems and data should ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.7.1		b) the scope of the technical audit tests should be ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.7.1		c) audit tests should be limited to read-only access to ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.7.1		d) access other than read-only should only be allowed for ...		DEO		DEO		DEO		DEO				CIA		p		n

		12.7.1		f) audit tests that could affect system availability should be ...		DEO		DEO		DEO		DEO				CIA		p		m

		12.7.1		g) all access should be monitored and logged to produce ...		DEO		DEO		DEO		DEO				CIA		p		n

		13		Communications security

		13.1		Network security management																n

		13.1.1		Network controls																n

		13.1.1.1		a) Responsibilities and procedures for the management of networking equipment …												CIA		pdc		n

		13.1.1.1		(A) Responsibilities and procedures for the management of networking equipment ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		13.1.1.1		(B) The respective I&C organization should have the responsibility for ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		m

		13.1.1.2		b) Operational responsibility for networks...												CIA		pdc		n

		13.1.1.2		(A) Operational responsibility for network should be separated from computer ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		13.1.1.2		(B) Operational responsibility for the security of I&C networks and ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		a

		13.1.1.3		c) Confidentiality and integrity of passing data to the I&C system												CIA		p		m

		13.1.1.3		(A) All data (e. g. system software, engineering data, documentation, ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		13.1.1.4		d) Appropriate logging and monitoring …												CIA		d		n

		13.1.1.4		(A) For the development and engineering environment appropriate logging and ...		(DEd)		(DEd)		DEd		DEd				CIA		d		m

		13.1.1.4.1		d1) NUC - Removal and connection of devices from and to the network												IC		d		a

		13.1.1.4.1		(A) The I&C system should be able to detect and ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		IC		d		a

		13.1.1.4.2		d2) NUC – Other security incidents that should be logged and signalled												CIA		d		n

		13.1.1.4.2		(A) All security related incidents should be logged. The following ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		d		a

		13.1.1.4.2		(B) For severe security events (severity could be based on ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		d		a

		13.1.1.4.2		(C) In case of a security incident alarm, the designated ...		(EicO)		(EicO)		EicO		EicO		x		CIA		d		a

		13.1.1.4.3		d3) NUC – Central logging of security incidents												CIA		dc		a

		13.1.1.4.3		(A) A Security Event and Incident logging function should be ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		dc		a

		13.1.1.4.3		(B) The Security Event and Incident logging function should be ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		dc		a

		13.1.1.4.3		(C) Security events should also be logged within the components ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		dc		a

		13.1.1.4.3		(D) For the plant I&C a SIEM function for analysing ...		(EicO)		(EicO)		EicO		EicO		x		CIA		dc		a

		13.1.1.4.3		(E) The plant I&C SIEM function should have the capability ...		(EicO)		(EicO)		EicO		EicO		x		CIA		dc		a

		13.1.1.4.3		(F) The SIEM function should provide tools for analysing the ...		(EicO)		(EicO)		EicO		EicO		x		CIA		dc		a

		13.1.1.4.3		(G) For monitoring and responding to cybersecurity incidents, the plant ...		(EicO)		(EicO)		EicO		EicO				CIA		dc		a

		13.1.1.5		e) Management activities should be closely coordinated …												CIA		p		n

		13.1.1.5		(A) Management activities should be closely coordinated both to optimize ...		DEO		DEO		DEO		DEO				CIA		p		m

		13.1.1.6		f) Systems on the network should be authenticated												I		pd		n

		13.1.1.6		(A) For the development and engineering environment systems on the ...		(DEd)		DEd		DEd		DEd				I		pd		m

		13.1.1.6		(B) I&C Systems on the network should be authenticated;		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		I		pd		m

		13.1.1.6		(C) For I&C: Access to the authentication data should be ...		(EicO)		EicO		EicO		EicO		x		I		pd		a

		13.1.1.7		g) Systems connection to the network should be restricted												I		p		n

		13.1.1.7		(A) For the development and engineering environment systems connection to ...		(DEd)		DEd		DEd		DEd				I		p		m

		13.1.1.7		(B) For I&C: All unused I&C network ports and all ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		I		p		a

		13.1.1.7		(C) For I&C, if (B) cannot be implemented: Besides the ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		I		p		a

		13.1.1.8		NUC – Only needed communication services												CIA		p		a

		13.1.1.8		(A) For I&C: All communication services that are not used ...		(EbvsicO)		(EbvsicO)		EbvsicO		EbvsicO		x		CIA		p		a

		13.1.1.9		NUC – Restrictive network extendibility												CIA		p		a

		13.1.1.9		(A) The network configuration should be restricted regarding extendibility.		-		-		-		EgvsicO		x		CIA		p		a

		13.1.1.9		(B) During operation only static network configuration should be used. ...		-		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		p		a

		13.1.1.10		NUC – Physical securing of network interfaces												CIA		p		a

		13.1.1.10		(A) Connected interfaces should be physically secured by placing the ...		-		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		p		a

		13.1.1.10		(B) Permanently or temporarily unused physical network interfaces should be ...		-		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		p		a

		13.1.2		Security of network services												CIA		p		n

		13.1.2		(A) The ability of the network service provider to manage ...		DEO		DEO		DEO		DEO				CIA		p		m

		13.1.2		(B) The security arrangements necessary for particular services, such as ...		DEO		DEO		DEO		DEO				CIA		p		m

		13.1.2		(C) For I&C: The network service provider should be an ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO				CIA		p		a

		13.1.2.1		NUC - Utilization of secure network protocols												CI		p		a

		13.1.2.1		(A) Standard communication protocols: Only secure standard protocols should be ...		DEO		DEO		DEO		DEO		x		CI		p		a

		13.1.2.1		(B) I&C platform specific-communication protocols should be encrypted. However this ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CI		p		a

		13.1.2.2		NUC – Lock communication service after configurable number of failed remote authentications												CIA		p		a

		13.1.2.2		(A) After a configurable number of failed remote authentications to ...		(DEO)		(DEO)		(DEO)		(DEO)		x		CIA		p		a

		13.1.2.3		NUC – Network Intrusion detection												CIA		p		a

		13.1.2.3		(A) In order to detect abnormal and malicious communication from ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CIA		p		a

		13.1.2.3		(B) If an abnormal condition is detected this should be ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CIA		p		a

		13.1.3		Segregation in networks												CIA		p		n

		13.1.3		(a) Groups of information services, users and information systems should ...		DEO		DEO		DEO		DEO		x		CIA		p		m

		13.1.3.1		NUC –Separation of I&C networks from non I&C networks												I		p		a

		13.1.3.1		(A) If a network connection between the I&C system and ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.2		NUC –No direct internet connection to I&C systems												I		p		a

		13.1.3.2		(A) (1) Direct connection of I&C systems to the internet ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.2		(A) (2) The Technical Support Centre could be connected via ...		EgvsicO		EgvsicO		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.3		NUC – Avoidance of wireless communication for I&C systems												I		p		a

		13.1.3.3		(A) Since wireless communication can be easily disturbed by interfering ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.3		(B) If a COTS- component, used within the I&C system ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.4		NUC – Regular checking for unknown wireless communication entry points												I		p		a

		13.1.3.4		(A) The wireless communication includes e. g. Wireless LAN, Bluetooth, ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		I		p		a

		13.1.3.5		NUC - Blocking of not allowed inbound communication on server												CIA		p		a

		13.1.3.5		(A) In order to reduce the caberattack surface of I&C ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CIA		p		a

		13.1.3.6		NUC - Wrong communication telegrams should be recognized, logged and alarmed												CIA		p		a

		13.1.3.6		(A) Communication telegrams which are malformed in terms of structure ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		EgvsicO		x		CIA		p		a

		13.2		Information transfer																n

		13.2.1		Information transfer policies and procedures												CI		p		n

		13.2.1		a) procedures designed to protect transferred information from interception, ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		b) procedures for the detection of and protection against ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.1		c) procedures for protecting communicated sensitive electronic information that ...		(DEO)		DEO		DEO		DEO				CI		p		a

		13.2.1		d) policy or guidelines outlining acceptable use of communication ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.1		e) personnel, external party and any other user’s responsibilities ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		f) use of cryptographic techniques e.g. to protect the ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		f) (1) The receiver of information should be able to ...		(DEO)		DEO		DEO		DEO				CI		p		a

		13.2.1		f) (2) The receiver of information should be able to ...		(DEO)		DEO		DEO		DEO				CI		p		a

		13.2.1		g) retention and disposal guidelines for all business correspondence, ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		h) controls and restrictions associated with using communication facilities, ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		i) advising personnel to take appropriate precautions not to ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		j) not leaving messages containing confidential information on answering ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.1		k) advising personnel about the problems of using facsimile ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.1		(A) In addition, personnel should be reminded that they should ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.1		(B) Information transfer services should comply with any relevant legal ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.2		Agreements on information transfer												CI		p		n

		13.2.2		a) management responsibilities for controlling and notifying transmission, dispatch ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		b) procedures to ensure traceability and non-repudiation;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		c) minimum technical standards for packaging and transmission;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		d) escrow agreements;		(DEO)		(DEO)		(DEO)		(DEO)				CI		p		n

		13.2.2		e) courier identification standards;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		f) responsibilities and liabilities in the event of cybersecurity ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		g) use of an agreed labelling system for sensitive ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.2		h) technical standards for recording and reading information and ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		i) any special controls that are required to protect ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		j) maintaining a chain of custody for information while ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		k) acceptable levels of access control.		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.2		(A) Policies, procedures and standards should be established and maintained ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.2		(B) The cybersecurity content of any agreement should reflect the ...		(DEO)		DEO		DEO		DEO				CI		p		m

		13.2.3		Electronic messaging																n

		13.2.3.1		Electronic messaging												CI		p		a

		13.2.3.1		a) protecting messages from unauthorized access, modification or denial ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		b) ensuring correct addressing and transportation of the message;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		c) reliability and availability of the service;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		d) legal considerations, for example requirements for electronic signatures;		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		e) obtaining approval prior to using external public services ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		f) stronger levels of authentication controlling access from publicly ...		(DEO)		DEO		DEO		DEO				CI		p		n

		13.2.3.1		(A) Electronic Transmission of electronic data directly from an office, ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		p		a

		13.2.3.2		NUC - Electronic messaging from I&C system to outside												CI		p		a

		13.2.3.2		(A) Electronic messaging from the I&C platform to an outside ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CI		p		n

		13.2.4		Confidentiality or non-disclosure agreements												C		p		n

		13.2.4		(A) Confidentiality or non-disclosure agreements should address the requirement to ...		DEO		DEO		DEO		DEO				C		p		m

		13.2.4		To identify requirements for confidentiality or non-disclosure agreements, the following ...												C		p		n

		13.2.4		a) a definition of the information to be protected ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		b) expected duration of an agreement, including cases where ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		c) required actions when an agreement is terminated;		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		d) responsibilities and actions of signatories to prevent unauthorized ...		DEO		DEO		DEO		DEO				C		p		m

		13.2.4		e) ownership of information, trade secrets and intellectual property, ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		f) the permitted use of confidential information and rights ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		g) the right to audit and monitor activities that ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		h) process for notification and reporting of unauthorized disclosure ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		i) terms for information to be returned or destroyed ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		j) expected actions to be taken in case of ...		DEO		DEO		DEO		DEO				C		p		n

		13.2.4		(A) Based on an organization’s cybersecurity requirements, other elements may ...		DEO		DEO		DEO		DEO				C		p		m

		13.2.4		(B) Confidentiality and non-disclosure agreements should comply with all applicable ...		DEO		DEO		DEO		DEO				C		p		m

		13.2.4		(C) Requirements for confidentiality and non-disclosure agreements should be reviewed ...		DEO		DEO		DEO		DEO				C		p		m

		14		System acquisition, development and maintenance

		14.1		Security requirements of information systems																n

		14.1.1		Cybersecurity Requirements Analysis and Specification												CIA		p		n

		14.1.1		(A) Cybersecurity requirements should be identified using various methods such ...		DEO		DEO		DEO		DEO				CIA		p		m

		14.1.1		Cybersecurity requirements should also consider:												CIA		p		n

		14.1.1		a) the level of confidence required towards the claimed ...		DEO		DEO		DEO		DEO				CIA		p		n

		14.1.1		b) access provisioning and authorization processes, for business users ...		DEO		DEO		DEO		DEO				CIA		p		n

		14.1.1		c) informing users and operators of their duties and ...		DEO		DEO		DEO		DEO				CIA		p		m

		14.1.1		d) the required protection needs of the assets involved, ...		DEO		DEO		DEO		DEO				CIA		p		n

		14.1.1		e) requirements derived from processes, such as transaction logging ...		DEO		DEO		DEO		DEO				CIA		p		n

		14.1.1		f) requirements mandated by other security controls, e.g. interfaces ...		DEO		DEO		DEO		DEO				CIA		p		n

		14.1.1		(B) For applications that communicate over public networks, dedicated controls ...		DEO		DEO		DEO		DEO				CIA		p		m

		14.1.2		Securing application services on public networks																u

		14.1.3		Protecting application services transactions																u

		14.2		Security in development and support processes																n

		14.2.1		Secure development policy												CIA		p		n

		14.2.1		(A) Secure development is a requirement to build up a ...		(DEb)		(DEb)		DEb		DEb				CIA		p		m

		14.2.1		Within a secure development policy, the following aspects should be ...												CIA		p		n

		14.2.1		a) security of the development environment;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		b) guidance on the security in the software development ...		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		c) security requirements in the design phase;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		d) security checkpoints within the project milestones;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		e) secure repositories;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		f) security in the version control;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		g) required application security knowledge;		(DEb)		(DEb)		DEb		DEb				CIA		p		n

		14.2.1		h) developers’ capability of preventing, finding and fixing vulnerabilities.		(DEb)		(DEb)		DEb		DEb				CIA		p		m

		14.2.1		(B) Secure programming techniques should be used both for new ...		(DEb)		(DEb)		DEb		DEb				CIA		p		m

		14.2.1		(C) Developers should be trained in their use and testing ...		(DEb)		(DEb)		DEb		DEb				CIA		p		m

		14.2.1		(D) Organizations should consider the implementation of a Software Quality ...		(DEb)		(DEb)		DEb		DEb				CIA		p		a

		14.2.2		System change control procedures												CIA		p		n

		14.2.2		(A) Formal change control procedures should be documented and enforced ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.2		The change control procedures should include but not be limited ...												CIA		p		n

		14.2.2		a) maintaining a record of agreed authorization levels;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		b) ensuring changes are submitted by authorized users;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		c) reviewing controls and integrity procedures to ensure that ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		d) identifying all software, information, database entities and hardware ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		e) identifying and checking security critical code to minimize ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		f) obtaining formal approval for detailed proposals before work ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		g) ensuring authorized users accept changes prior to implementation;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		h) ensuring that the system documentation set is updated ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		i) maintaining a version control for all software updates;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		j) maintaining an audit trail of all change requests;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		k) ensuring that operating documentation (see clause ) and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.2		l) ensuring that the implementation of changes takes place ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.2		(B) periodic review of records to ensure change control procedures ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		14.2.3		Technical review of applications after operating platform changes												CIA		p		n

		14.2.3		a) review of application control and integrity procedures to ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.3		b) ensuring that notification of operating platform changes is provided ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.3		c) ensuring that appropriate changes are made to the business ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		Restrictions on changes to software packages												CIA		p		n

		14.2.4		(A) As far as possible and practicable, vendor-supplied software packages ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.4		Where a software package needs to be modified the following ...												CIA		p		n

		14.2.4		a) the risk of built-in controls and integrity processes ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		b) whether the consent of the vendor should be obtained;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		c) the possibility of obtaining the required changes from ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		d) the impact if the organization becomes responsible for ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		e) compatibility with other software in use.		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.4		(B) software packages or modifications should require change control ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		14.2.4		(C) If changes are necessary, the original software should be ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.5		Secure system engineering principles												CIA		p		n

		14.2.5		(A) Secure information system engineering procedures based on security engineering ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.6		Secure development environment												CIA		p		n

		14.2.6		(A) A secure development environment includes people, processes and technology ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.6		Organizations should assess risks associated with individual system development efforts ...												CIA		p		n

		14.2.6		a) sensitivity of data to be processed, stored and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		b) applicable external and internal requirements, e.g. from regulations ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		c) security controls already implemented by the organization that ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		d) trustworthiness of personnel working in the environment (see ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.6		e) the degree of outsourcing associated with system development;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		f) the need for segregation between different development environments;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		g) control of access to the development environment;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		h) monitoring of change to the environment and code ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		i) backups are stored at secure offsite locations;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		j) control over movement of data from and to ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.6		(B) Once the level of protection is determined for a ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.6		(C) The development system (network, servers workstations, PLCs and/or other ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		14.2.7		Outsourced development												CIA		p		n

		14.2.7		a) licensing arrangements, code ownership and intellectual property rights related ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.7		b) contractual requirements for secure design, coding and testing ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.7		c) provision of the approved threat model to the ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		d) acceptance testing for the quality and accuracy of ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		e) provision of evidence that security thresholds were used ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		f) provision of evidence that sufficient testing has been ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		g) provision of evidence that sufficient testing has been ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		h) escrow arrangements, e.g. if source code is no ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		i) contractual right to audit development processes and controls;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		j) effective documentation of the build environment used to create ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.7		k) the organization remains responsible for compliance with applicable laws ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.2.8		 System security testing												CIA		p		n

		14.2.8		(A) New and updated systems require thorough testing and verification ...		(DE)		(DE)		DE		DE				CIA		p		m

		14.2.9		System acceptance testing												CIA		p		n

		14.2.9		(A) System acceptance testing should include testing of cybersecurity requirements ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.2.9		(B) At certain milestones of installation, commissioning and operation it ...		(EicO)		(EicO)		EicO		EicO				CIA		p		a

		14.2.9														CIA		p		n

		14.3		Test Data																n

		14.3.1		Protection of test data												CIA		p		n

		14.3.1		(A) The use of operational data containing personally identifiable information ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		14.3.1		The following guidelines should be applied to protect operational data, ...												CIA		p		n

		14.3.1		a) the access control procedures, which apply to operational ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.3.1		b) there should be separate authorization each time operational ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.3.1		c) operational information should be erased from a test ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		14.3.1		d) the copying and use of operational information should be ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15		Supplier relationships

		15.1		Cybersecurity in supplier relationships																n

		15.1.1		Cybersecurity policy for supplier relationships												CIA		p		n

		15.1.1		The organization should identify and mandate cybersecurity controls to specifically ...												CIA		p		n

		15.1.1		a) (1) identifying and documenting the types of suppliers, ...		DEO		-		-		-				CIA		p		m

		15.1.1		a) (2) identifying and documenting the types of suppliers ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		15.1.1		b) a standardized contractual process and lifecycle for managing ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.1.1		c) defining the types of information that can be ...		DEO		DEO		DEO		DEO				CIA		p		m

		15.1.1		d) cybersecurity requirements for each type of information and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.1.1		e) processes and procedures for monitoring adherence to established ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.1		f) accuracy and completeness controls to ensure the integrity ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.1		g) Types of obligations applicable to suppliers to protect ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.1		h) handling incidents and contingencies associated with supplier access ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.1		i) resilience and, if necessary, recovery and contingency arrangements ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		15.1.1		j) awareness training for the organization’s personnel involved in ...		(DEO)		DEO		DEO		DEO				CIA		p		m

		15.1.1		k) awareness training for the organization’s personnel interacting with ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.1		l) conditions under which cybersecurity requirements and controls will ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		15.1.1		m) managing the necessary transitions of information, information processing ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.1.1		(A) suppliers should have well defined roles and responsibilities and ...		(D)		(D)		D		D				CIA		p		m

		15.1.2		Addressing security within supplier agreements												CIA		p		n

		15.1.2		Supplier agreements should be established and documented to ensure that ...												CIA		p		n

		15.1.2		a) description of the information to be provided or ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.2		b) classification of information according to the organization’s classification ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		15.1.2		c) legal and regulatory requirements, including data protection, intellectual ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.2		d) obligation of each contractual party to implement an ...		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		e) rules of acceptable use of information, including unacceptable ...		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		f) either explicit list of supplier personnel authorized to ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.2		g) cybersecurity policies relevant to the specific contract;		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.2		h) incident management requirements and procedures (especially notification and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		i) training and awareness requirements for specific procedures and ...		(EicO)		EicO		EicO		EicO				CIA		p		n

		15.1.2		j) relevant regulations for sub-contracting, including the controls that ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.2		k) relevant agreement partners, including a contact person for ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.1.2		l) screening requirements, if any, for supplier’s personnel including ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.2		m) right to audit the supplier processes and controls ...		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		n) defect resolution and conflict resolution processes;		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		o) supplier’s obligation to periodically deliver an independent report ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.2		p) supplier’s obligations to comply with the organization’s security ...		(DEO)		(D)EO		DEO		DEO				CIA		p		n

		15.1.2		(A) Software should be developed using secure coding practices and ...		(DEb)		(DEb)		(D)Eb		DEb				CIA		p		a

		15.1.2		(B) Software scanning tools should be used to validate software ...		DEO		DEO		DEO		DEO				CIA		p		a

		15.1.3		Information and communication technology supply chain												CIA		p		n

		15.1.3		The following topics should be considered for inclusion in supplier ...												CIA		p		n

		15.1.3		a) defining cybersecurity requirements to apply to information and ...		(DEO)		(D)EO		DEO		DEO				CIA		p		m

		15.1.3		b) for information and communication technology services, requiring that ...		(DEO)		(DEO)		(DEO)		(DEO)				CIA		p		n

		15.1.3		c) for information and communication technology products, requiring that ...		(DEO)		(DEO)		(DEO)		(DEO)				CIA		p		n

		15.1.3		d) implementing a monitoring process and acceptable methods for ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.3		e) implementing a process for identifying product or service ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.3		f) obtaining assurance (e.g. reports, component testing criteria/reports, and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.1.3		g) obtaining assurance that the delivered information and communication ...		(DE)		DE		DE		DE				CIA		p		n

		15.1.3		h) defining rules for sharing of information regarding the ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.1.3		i) implementing specific processes for managing information and communication ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2		Supplier service delivery management																n

		15.2.1		Cybersecurity policy for supplier relationships												CIA		p		n

		15.2.1		Monitoring and review of supplier services should ensure that the ...												CIA		p		n

		15.2.1		a) monitor service performance levels periodically to verify adherence ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		b) review service reports produced by the supplier and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		c) conduct audits of suppliers in conjunction with review ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		d) provide information about cybersecurity incidents and review the ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		e) review supplier audit trails and records of cybersecurity ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		f) resolve and manage any identified problems;		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		g) review cybersecurity aspects of the supplier’s relationships and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.2.1		h) Ensure that the supplier maintains sufficient service capability ...		(DEO)		(DEO)		DEO		DEO				CIA		p		n

		15.2.1		(A) Operators should audit suppliers to verify suppliers have ...		(O)		(O)		O		O				CIA		p		m

		15.2.1		(B) Organizational process for delivery should be defined and ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		15.2.1		(C) Roles and responsibilities for the delivery (security checks, ...		(DEO)		(DEO)		DEO		DEO				CIA		p		a

		15.2.1		(D) The development and engineering system (network, servers workstations, ...		(DEb)		(DEb)		DEb		DEb				CIA		p		a

		15.2.1		(E) The supplier should apply defense-in-depth principles and systems ...		(DEb)		(DEb)		DEb		DEb				CIA		p		a

		15.2.1		(F) Operators should audit suppliers to verify software was ...		(O)		(O)		O		O				CIA		p		a

		15.2.1		(G) When required by customers, deliveries should be integrity-checked ...		(DE)		(DE)		DE		DE				CIA		p		a

		15.2.1		(H) When required by the customer, suppliers should also ...		(D)		(D)		D		D				CIA		p		a

		15.2.1		(I) The responsibility for managing supplier relationships should be assigned ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.2.1		(J) The organization should retain sufficient overall control and visibility ...		(DEO)		(DEO)		DEO		DEO				CIA		p		m

		15.2.2		Managing changes to supplier services												CIA		p		n

		15.2.2		The following aspects should be taken into consideration:												CIA		p		n

		15.2.2		a) changes to supplier agreements;		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.2.2		b) changes made by the organization to implement: 1) ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		15.2.2		c) changes in supplier services to implement: 1) 1) ...		(DEO)		DEO		DEO		DEO				CIA		p		n

		16		Cybersecurity incident management

		16.1		Management of I&C cybersecurity incidents and improvements																m

		16.1.1		Responsibilities and procedures																n

		16.1.1.1		a1) procedures for incident response planning and preparation												CIA		p		n

		16.1.1.1		(A) The organizational units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO				CIA		p		a

		16.1.1.1		(B) After a security incident has been adequately addressed, in ...		-		(DEO)		DEO		DEO				CIA		p		a

		16.1.1.1		(C) The security controls as defined in clause 12.6 apply ...		DEO		DEO		DEO		DEO				CIA		p		a

		16.1.1.1		(D) Within the project the incident may be e.g. a ...		-		(EO)		EO		EO				CIA		p		m

		16.1.1.1		(E) Integrator and/or product developer should be reached. Security incident ...		-		(EO)		EO		EO				CIA		p		a

		16.1.1.2		a2) procedures for monitoring, detecting, analysing and reporting of cybersecurity events and incidents;												CIA		D		n

		16.1.1.2		(A) The organizational units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO		x		CIA		D		a

		16.1.1.2		(B) There should be a well skilled and well trained ...		(EicO)		EicO		EicO		EicO				CIA		D		a

		16.1.1.2		(C) Monitoring of engineering servers, test equipment e.g. in test ...		-		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		D		m

		16.1.1.2		(D) Continuous cybersecurity monitoring should be enabled. Additional monitoring devices ...		EicO		EicO		EicO		EicO		x		CIA		D		a

		16.1.1.3		a3) procedures for logging incident management activities;												CIA		d		n

		16.1.1.3		(A) The organizational units in charge of I&C platform development, ...		-		(EgvsicO)		EgvsicO		EgvsicO				CIA		d		a

		16.1.1.3		(B) Products from different companies may be involved in the ...		-		(EgvsicO)		EgvsicO		EgvsicO				CIA		d		a

		16.1.1.3		(C) The customer/utility may have its own experts that assure ...		-		EicO		EicO		EicO				CIA		d		a

		16.1.1.4		a4) procedures for handling of forensic evidence;												CIA		p		n

		16.1.1.4		(A) The organizational units in charge of I&C platform development, ...		-		DEO		DEO		DEO				CIA		p		m

		16.1.1.5		a5) procedures for assessment of and decision on cybersecurity events and assessment of cybersecurity weaknesses;												CIA		p		n

		16.1.1.5		(A) The organizational units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO				CIA		p		a

		16.1.1.5		(B) A Computer Emergency Response Team (CERT) should assess all ...		-		(DEO)		DEO		DEO				CIA		p		a

		16.1.1.5		(C) During the engineering phase (E), the utility/customer should be ...		-		(Egvsic)		Egvsic		Egvsic				CIA		p		a

		16.1.1.5		(D) Potentially affected utilities/customers should be directly notified on relevant ...		-		(D)		D		D				CIA		p		a

		16.1.1.5		(E) Specific activities should be performed depending on the nature ...		-		(DEO)		DEO		DEO				CIA		p		a

		16.1.1.6		a6) procedures for response including those for escalation, controlled recovery from an incident and communication to internal and external relevant people or organizations;												CIA		dc		n

		16.1.1.6		(A) The organizational units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.1.6		(B) When a security event has occurred, detection and reporting ...		-		(DEO)		DEO		DEO		x		CIA		dc		m

		16.1.1.6		(C) When a security event is categorized as security incident, ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.1.6		(D) Critical security incidents detected during plant operation or maintenance ...		-		(EicO)		EicO		EicO				CIA		dc		a

		16.1.1.6		(E) All information collected regarding the security event or security ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.2		Reporting I&C cybersecurity events												CIA		c		m

		16.1.2		(A) Situations to be considered for cybersecurity event reporting include: ...		-		(DEO)		DEO		DEO				CIA		c		m

		16.1.2		(B) The organization units in I&C development, engineering and construction/ ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.2		(C) Any potential security event identified should be reported to ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.2		(D) The organization units should be made aware of their ...		-		(DEO)		DEO		DEO				CIA		c		m

		16.1.2		(E) The organization units should be formally trained and made ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.2		(F) If stipulated by national law, security incidents on site ...		-		(EicO)		EicO		EicO				CIA		c		a

		16.1.3		Reporting I&C cybersecurity weaknesses												CIA		c		m

		16.1.3		(A) The organization units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.3		(B) Any potential security weakness identified should be reported to ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.3		(C) The organization units should be made aware of their ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.3		(D) The organization units should be formally trained and made ...		-		(DEO)		DEO		DEO				CIA		c		a

		16.1.3		(E) The organization units should be advised to do not ...		-		(EicO)		EicO		EicO				CIA		c		a

		16.1.4		Assessment of and decision on I&C cybersecurity events												CIA		d		m

		16.1.4		(A) The receiving person in the PoC should acknowledge receipt ...		-		(DEgvsicO)		DEO		DEO				CIA		d		a

		16.1.4		(B) In the case the cybersecurity incident is confirmed, the ...		-		(DEgvsicO)		DEO		DEO				CIA		d		a

		16.1.4		(C) In case a product specific vulnerability is identified, the ...		-		DEO		DEO		DEO				CIA		d		a

		16.1.4		(D) Decision should be made on how to handle so ...												CIA		d		a

		16.1.4		(E) All assessment results and associated decisions should be recorded ...		-		(DEO)		DEO		DEO				CIA		d		a

		16.1.5		Response to I&C cybersecurity incidents												CIA		dc		m

		16.1.5		(A) Response to cybersecurity incidents is initiated according to the ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.5		(B) Computer System Security Officer (alone or with other IT ...		-		(DEO)		DEO		DEO				CIA		dc		m

		16.1.5		(C) Collection of evidence, when possible, should be conducted immediately ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.5		(D) If adequate response to the reported cybersecurity incident is ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.5		(E) Once security incident is contained, it should be officially ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.6		Learning from I&C cybersecurity incidents												CIA		pc		m

		16.1.6		(A) CERT will decide whether a security incident should be ...		-		(DEO)		DEO		DEO				CIA		pc		a

		16.1.6		(B) Depending on the novelty and relevance of the cybersecurity ...		-		(DEO)		DEO		DEO				CIA		pc		a

		16.1.6		(C) When applicable, customers having a Service Level Agreement (SLA) ...		-		(DE)		DE		DE				CIA		pc		a

		16.1.6		(D) Intelligence on security incidents that occurred during the Engineering ...		-		(E)		E		E				CIA		pc		a

		16.1.6		(E) Intelligence on security incidents collected during the product development ...		-		(D)		D		D				CIA		pc		a

		16.1.6		(F) Cybersecurity incidents provided by other related facilities should be ...		-		(O)		O		O				CIA		pc		a

		16.1.7		Collection of evidence from I&C												CIA		dc		m

		16.1.7		(A) The organizational units in charge of I&C platform development, ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.7		(B) Legal regulations during the evidence collection and handling should ...		-		(EicO)		EicO		EicO				CIA		dc		a

		16.1.7		(C) Digital evidence should be properly collected to preserve its ...		-		(EicO)		EicO		EicO				CIA		dc		a

		16.1.7		(D) When feasible, offline tests within a test bay environment ...		-		(EicO)		EicO		EicO		x		CIA		dc		a

		16.1.7		(E) Forensic readiness is enabled by implementing the appropriate logging ...		-		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		dc		a

		16.1.7		(F) Log files should be regularly evaluated. However, the major ...		-		(EicO)		EicO		EicO				CIA		dc		a

		16.1.7		(G) Chain of custody should be maintained throughout entire forensic ...		-		(DEO)		DEO		DEO				CIA		dc		a

		16.1.7		(H) The product manufacturers should assemble the evidence from all ...		-		(D)		(D)		(D)				CIA		dc		a

		16.1.7		(I) The utilities should provide the evidence to the concerned integrators ...		-		EicO		EicO		EicO				CIA		dc		a

		17		Cybersecurity aspects of business continuity management

		17.1		Cybersecurity continuity																n

		17.1.1		Planning cybersecurity continuity												CIA		pdc		n

		17.1.1		(A) An organization should capture the continuity of cybersecurity within ...		(DEO)		(DEb)EicO		(DEb)EicO		(DEb)EicO				CIA		pdc		m

		17.1.1		(B) In the absence of formal business continuity and disaster ...		(DEO)		(DEb)EicO		(DEb)EicO		(DEb)EicO				CIA		pdc		m

		17.1.1		(C) The organization should develop contingency procedures including initiation criteria ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		17.1.2		Implementing cybersecurity continuity												CIA		pdc		n

		17.1.2		a) An organization should ensure that an adequate management ...		(EicO)		EicO		EicO		EicO				CIA		pdc		m

		17.1.2		b) An organization should ensure that incident response personnel ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		17.1.2		c) An organization should ensure that documented plans, response ...		(EicO)		EicO		EicO		EicO				CIA		pdc		m

		17.1.2		(A) The efficiency of an implemented security control to maintain ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		17.1.2		(B) Any corrective action on I&C hardware and software such ...		-		EgvsicO		EgvsicO		EgvsicO				CIA		pdc		a

		17.1.2		(C) According to the cybersecurity continuity requirements, the organization should ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		17.1.2		(D) Security controls should be maintained up to date and ...		(DEicO)		DEicO		DEicO		DEicO				CIA		pdc		m

		17.1.2		(E) The initiation of disaster recovery processes presupposes the assessment ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		17.1.2		(F) According to the cybersecurity continuity requirements, the organization should ...		(EicO)		EicO		EicO		EicO				CIA		pdc		a

		17.1.2		(G) According to the cybersecurity continuity requirements, the organization should ...		(EicO)		EicO		EicO		EicO		x		CIA		pdc		m

		17.1.3		Verify, review and evaluate cybersecurity continuity												CIA		dc		n

		17.1.3		Organizational, technical, procedural and process changes, whether in an operational ...												CIA		dc		n

		17.1.3		a) exercising and testing the functionality of cybersecurity continuity ...		(EicO)		EicO		EicO		EicO				CIA		dc		n

		17.1.3		b) exercising and testing the knowledge and routine to ...		(EicO)		EicO		EicO		EicO				CIA		dc		n

		17.1.3		c) reviewing the validity and effectiveness of cybersecurity continuity ...		(EicO)		EicO		EicO		EicO				CIA		dc		a

		17.2		Redundancies																n

		17.2.1		Availability of I&C systems												A		p		m

		17.2.1		(A) I&C systems should be implemented with redundancy sufficient to ...		According to respective SC45A IEC codes and standards		According to respective SC45A IEC codes and standards		According to respective SC45A IEC codes and standards		According to respective SC45A IEC codes and standards				A		p		m

		18		Compliance

		18.1		Compliance with legal and contractual requirements																n

		18.1.1		Identification of applicable legislation and contractual requirements												CIA		p		n

		18.1.1		(A) The specific controls and individual responsibilities to meet these ...		DEO		DEO		DEO		DEO				CIA		p		n

		18.1.1		(B) Managers should identify and specify all legislation applicable to ...		DEO		DEO		DEO		DEO				CIA		p		m

		18.1.2		Intellectual property rights												I		p		n

		18.1.2		a) Policy of compliance to intellectual property rights should ...		(DE)		DE		DE		DE				I		p		m

		18.1.2		b) Software should be acquired only through known and ...		DEO		DEO		DEO		DEO				I		p		m

		18.1.2		g) Reviews should be undertaken to ensure that only ...		DE		DE(O)		DE(O)		DE(O)				I		p		m

		18.1.2		j) Compliance with terms and conditions for software and ...		DEO		DEO		DEO		DEO				I		p		m

		18.1.3		Protection of records												CIA		pdc		n

		18.1.3		(B) Consideration should be given to the possibility of deterioration ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.1.3		(C) Where electronic storage media are chosen, procedures to ensure ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.1.3		(D) Data storage systems should be chosen such that required ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.1.4		Privacy and protection of personally identifiable information												CI		pd		n

		18.1.4		(B) A person responsible, such as a privacy officer, should ...		DEO		DEO		DEO		(DEO)				CI		pd		m

		18.1.5		Regulation of cryptographic controls												C		pd		n

		18.1.5		(A) The following items should be considered for compliance with ...		DEO		DEO		DEO		DEO				C		pd		m

		18.1.5		(B) Legal advice should be sought to ensure compliance with ...		DEO		DEO		DEO		DEO				C		pd		m

		18.2		Security reviews, audits, and inspections																n

		18.2.1		Independent review of cybersecurity												CIA		pdc		n

		18.2.1		(A) Management should initiate internal review. Such an internal review ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		18.2.1		(B) Such a review should be carried out by individuals ...		D(EO)		DEO		DEO		DEO				CIA		pdc		m

		18.2.1		(C) Individuals carrying out these reviews should have the appropriate, ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.2.1		(D) The results of the independent review should be recorded ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.2.1		(E) If the independent review identifies that the organization’s approach ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.2.2		Compliance with security policies and standards												CIA		pdc		n

		18.2.2		(A) Reviewers/inspectors should identify and document how to review that ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.2.2		(B) If any non-compliance is found, managers should: 1) a) ...		DEO		DEO		DEO		DEO				CIA		pdc		m

		18.2.3		Technical compliance reviewing												CIA		pdc		n

		18.2.3		(A) Technical compliance should be reviewed using specialized tools. Alternatively, ...		(DE)		DEO		DEO		DEO				CIA		pdc		m

		18.2.3		(B) Penetration Testing												CIA		pdc		a

		18.2.3		(B) (1) Regular penetration test on the I&C platform should ...		(D)		D		D		D				CIA		pdc		m

		18.2.3		(B) (2) At a suitable point of time during the ...		(Eb)		Eb		Eb		Eb				CIA		pdc		m

		18.2.3		(B) (3) At the NPP: If penetration tests or vulnerability ...		(EicO)		EicO		EicO		EicO				CIA		pdc		m

		18.2.3		(C) Vulnerability testing based on the specific threat scenario envisaged ...		(EicO)		EicO		EicO		EicO				CIA		pdc		m

		18.2.3		(D) While reviewing / testing I&C system, special features of ...		(DEO)		DEO		DEO		DEO				CIA		pdc		m

		19		NUC - Cybersecurity and Architecture

		19.1		NUC - Cybersecurity and Architecture controls																n

		19.1.1		NUC - Security levels												CIA		p		a

		19.1.1		(A) Security controls of different systems assigned to the same ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		19.1.1		(B) Depending on technical constraints, if similar security measures cannot ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		19.1.2		NUC - Security Zones 												CIA		pd		a

		19.1.2		(A) The robustness of security measures and equipment used to ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		pd		a

		19.1.2		(B) Preferably an I&C or ES system should be completely ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		pd		a

		19.1.3		NUC - Administration Security Zones 												CIA		p		a

		19.1.3		(A) Administration systems, especially dedicated to I&C and ES management, ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		p		m

		19.1.3		(B) I&C and ES systems should have Security Controls in ...		(EgvsicO)		(EgvsicO)		(EgvsicO)		(EgvsicO)		x		CIA		p		a

		19.1.4		NUC – Data extraction and collection												CIA		p		a

		19.1.4		(A) I&C and ES data collection systems should be assigned ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		19.1.4		(B) Confidentiality of such data should be ensured by Security ...		(EgvsicO)		(EgvsicO)		EgvsicO		EgvsicO		x		CIA		p		a

		19.1.4		(C) Integrity of data should be ensured by security measures ...		-		(EgvsicO)		(EgvsicO)		EgvsicO		x		CIA		p		a

		19.1.4		(D) Integrity of data should be ensured by security measures ...		(EgvsicO)		EgvsicO		EgvsicO		-		x		CIA		p		a

		19.1.5		NUC – Temporary elements introduction within a Security Zone												CIA		p		a

		19.1.5		(A) Equipment and tools that are not already available within ...		(EgvsicO)		EgvsicO		EgvsicO		EgvsicO		x		CIA		p		a

		20		NUC - Virtualization environment and infrastructure

		20.1		NUC - Virtualization environment and infrastructure controls																a

		20.1.1		NUC virtualized I&C environments												CIA		pdc		a

		20.1.1		The controls and its implementation for guest parts of virtualization ...												CIA		pdc		a

		20.1.1		(A) Management of policies and procedures for protection of the ...		DEO		DEO		DEO		Virtualization not allowed				CIA		pdc		a

		20.1.1		(B) For the virtualization environment of I&C the same set ...		EgvsicO		EgvsicO		EgvsicO		Virtualization not allowed		x		CIA		pdc		m

		20.1.1		(C) Identification and authentication of accessing assets in virtual infrastructure, ...		EgvsicO		EgvsicO		EgvsicO		Virtualization not allowed		x		CIA		pdc		a

		20.1.1		(D) Information flow control between virtual infrastructure components 		(EgvsicO)		(EgvsicO)		EgvsicO		Virtualization not allowed		x		CIA		pdc		a

		20.1.1		(E) Secure loading of virtualization servers, virtual machine (container), virtualization ...		EgvsicO		EgvsicO		EgvsicO		Virtualization not allowed		x		CIA		pdc		a

		20.1.1		(F) Segmentation of virtual infrastructure for information processing by an ...		(EgvsicO)		EgvsicO		EgvsicO		Virtualization not allowed		x		CIA		pdc		a

		20.1.1		(G) The border between host and guest (virtual) environment should ...		EgvsicO		EgvsicO		EgvsicO		Virtualization not allowed		x		CIA		pdc		a
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IAEA International Conference on Nuclear Security: Sustaining and Strengthening Efforts (ICONS2020), 
10th to 14th of February 2020, Vienna

IEC 63096 - timeline

27

08/2016
• Approval of NWIP
• New Work Item Proposal (NWIP) idea from the US

• First WD (working draft)
• Review at IEC TC45A WGA9 Intermediate meeting

• CD (committee draft) proposal ready for WGA9 
review

• CD proposal review by WGA9

• IEC TC45A conference in Shanghai

• CD1 issued for IEC review

03/2017

06/2017

08/2017

10/2017

02/2018

12/2018
• CD2 issued for IEC review

• IEC TC45A conference in Paris

• CDV (committee draft for vote) handed over to 
TC45A secretary for IEC review preparation

• CDV IEC review results expected to be available

• IEC TC45A WGA9 Intermediate meeting in 
Erlangen, Germany, scheduled

• Planned FDIS (Final Draft International Standard) 
hand over to IEC

04/2019

07/2019

01/2020

02/2020

12/2020

Completion of IEC 63096 FDIS planned for end of 2020



Thomas WALTER
IAEA Technical Meeting on Computer Security Approaches 
and Applications within the Nuclear Security Regime, 
25th of September 2019, Berlin
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