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1. COMPETENT AUTHORITY IN NUCLEAR SECURITY

NUCLEAR 
LAW

• Atomic Energy 
Licensing Board 

(AELB)

• Ministry of Health 
(MOH)

TRADE LAW

• Royal Malaysia 
Customs (RMC)

• Ministry of Industrial 
and International 

Trade (MITI)

SECURITY 
LAW

• Royal Malaysia 
Police (RMP)

• National Security 
Council (NSC)

INTERNATIONAL LAW 
AND OBLIGATION

• Ministry of Foreign 
Affairs (MOFA)

• Atomic Energy 
Licensing Board 

(AELB)
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2. Nuclear Security Goals

Technical 
Expertise

International 
Transparency

National 
Security 

Technology 
Enhancement

Goals

Sustainable and 
Independent 

National Nuclear 
Security 

Programs 



3. Observations - Prosecutions 

and Penalties 

Cases Offences Fines (RM)

Theft Regulation 70 of the Atomic Energy 

Licensing (Basic Safety Radiation 

Protection) Regulations 2010 and punishable 

under Section 40(2) of the Atomic Energy 

Licensing Act 1984 [Act 304] 

60,000 (Licensee)

Missing Regulation 64(1) of the Radiation Protection 

(Transport)  Regulations 1989 and 

punishable under Section 40(2) of the Act 

304

8,000 (Suspect 1)

8,000 (Suspect 2)

Illegal 

Import

Section 12(1)(b) of the Act 304 and 

punishable under Section 40(2) under the 

same Act

15,000 (Non 

Licensee)



4.1 MORC Cases in Malaysia - Border

▷17 cases border detection (2019)

▷16 cases took place within the interior of 

the state (2019)



4.2 MORC Cases in Malaysia  - Border

Date Location Origin Good

Description

Finding 

Suspected 

Radioactive/ 

Isotope

Action

29 Mac 

2011

PTP Johor 

(import)

Japan Motor for 

vacuum 

cleaner

Cs-137 Goods shift to another container and the 

contaminated container send to 

dangerous goods area for cleaning

4 April 

2011

PTP Johor 

(import)

Japan Food stuff Cs-137, Cs-134 Goods shift to another container and the 

contaminated container send to 

dangerous goods area for cleaning

5 April 

2011

PTP Johor 

(import)

Japan Empty 

container

Cs-137 Contaminated container send to 

dangerous goods area for cleaning

11 July 

2013

Port Klang

(import)

Japan Used auto 

prime mover 

and part

Cs-137, Cs-134 Return to Japan

15 April 

2014

Port Klang Liquid 

elevator

Co-60 Return to country of origin

8 Nov 

2015

Port Klang Zin ores Cs-137 Return to country of origin

17 August 

2016

Port Klang General Cs-137 Return to country of origin

30 

Oct2016

Port Klang Babies 

clothes

U-235, U-232, 

U-238, Th-232

Return to country of origin

1 Feb 

2018

Port Klang Furniture etc U-232 Return to country of origin



Num. Events/ Location Year

1. Sources Theft (Industrial Radiography) / Kuantan 1990s

2. Missing Sources (Industrial Radiography) / Taiping 1990s

3. Sources Storage Intrusion (Industrial Radiography) / Kemaman 2001

4. Sources Storage Intrusion (Industrial Radiography) / Miri 2004

5. Sources Storage Intrusion (Industrial Radiography) / Kemaman 2006

6. Missing Sources (Oil Logging)  / Kemaman 2007

7. Sources Theft (Industrial Radiography) / Sibu 2008

8. Sources Theft (Industrial Radiography) / Paka 2009

9. Missing Sources (Industrial Radiography) / Paka 2011

10. Sources Theft (Industrial Radiography) / Paka 2012

11. Sources Theft (Gauging) / Pasir Gudang 2012

12. Lost Sources (Oil Logging) / Labuan 2014

13. Lost Sources (Industrial Radiography) / Kimanis 2014

14. Unauthorized Possession (Unknown-DU) / Kuala Lumpur 2015

15. Sources Theft (Gauging) / Kemaman 2016

16. Sources Theft (Industrial Radiography) / Klang 2017

4.3 MORC Cases in Malaysia - Interior

Source: AELB-Rekod Fail Pemegang Lesen

Found

Found

Found

Found in 

2009

N.Found

N.Found

N.Found

N.Found

Found

N.Found

Found



4.4 MORC Detection Mechanism –

Equipment and Information  



5.1 FLOW OF EVENT 

INVESTIGATION

Radiation 
Workers 

report to RPO

RPO  notify 
AELB

Security Event 
activated-
Response 

Team reported  
duty

AELB  
informed local 

Police

Investigation 
(detection, 
response, 

crime scene)



Activated  
Respond 

Team 
(ALFA) 

• Group assignment

• Scheduled: 4 – 5 pax / group rotation 

• Reporting

Coordinate 
with local 
authorities  

• Police – scene investigations/ escorts

• Health – radiation syndrome sickness

• Municipal Council – public affairs assistance (area cleaning, 
escorts)

• Local Head of Communities (+ member of Parliament) – areas 
information and public outreach

Responsible 
Licensees

• Interview session (workers, RPO, management)

• Special inspection

Searching 
Activities 

• Areas within storage vicinity

• Scrap dealers 

• Other companies

• Risky areas  (upon information)

• Patrolling

Awareness

• Public interviews/ talks

• Flyers/ Brochures on orphan source

• Media

• Other stakeholders

AELB’s 

Investigations 



5.2 Measures of 

Investigations



5.3 Risk of Investigations 

Reference: missing case in August 2018 -

554 premises have been inspected/ 

investigated



5.4 Join  Investigation 

Source: AELB-Rekod Fail Pemegang Lesen



5.5 Challenges in Conducting Investigation -

Detection  Cases  

▷Time at entry point  is money.

▷Involved more that one 
commodity. 

▷Insufficient information to 
take early course of action. 

▷Most are non-licensed 
holders.

▷Safety of investigation team.  

▷Interruption to trade. 



5.6 Challenges in Conducting Investigation 

– Interior Cases  

▷Delayed reporting. 

▷Seal sources  hard to detect. 

▷Wide area of searching. 

▷Human resources and 
detection assets.

▷Safety of investigation team.  



5.7 Outweighing Estimated Financial Loss

Total 
Loss

RM 294K

The 
Company

RM 250K

AELB

RM 25K 

Police

RM 10K 

Fire and 
Rescue 
Dept. 

(HAZMAT) 
RM 4K  

Medical 
Services 
(MOH) 

RM 5K 

Court Fine Total Cost Involved

VS
RM 60,000 RM 294K

Reference: theft case in Feb 2017
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5.8 Outweighing Non-Financial Loss
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6. Motivation on Investigation and Legal Prosecutions 

Inflicting 

Events

• Government 

commitments 

• Public assurance

• Company’s 

reputation

• International 

transparency

• Workers 

awareness 

• Lesson learned 

to enhance 

effectiveness

Enhanced 

Security Control 

and Measures 



7. National and International Roles

Clear and updated SOP is critical.

Exchange of information is vital (nationally/ internationally).

Pool of equipment support regional support helps operation.

Harmonize and equal efforts by all must be promoted. 

20
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Feel Safe, Secured and Safeguarded


