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INTRODUCTION

* The lifetime of a nuclear installation extends from the
earliest planning stages - decommissioning.

 Various requirements apply to a nuclear installation
during all stages.

* Nuclear security measures were added later.

* Implementing new or additional security measures after

a nuclear facility is in operation may be difficult and
costly.




METHODS

* Aliterature study

* present consideration of the result of evaluation
for site characteristics for nuclear security
purposes, including review of regulation on
security aspect especially for site stage.
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RESULTS AND DISCUSSION (1)

Nuclear Security Legislation and Regulation
A. Ratification of international legal instruments
B. Establishment of regulatory body

C. Development of regulation and legislation

-



A. Ratification of international legal instruments

m Title legal instruments Ratification instruments

n Non-Proliferation Treaty
n South East Asia Weapon Free Zone

Comprehensive Nuclear Test Ban Treaty

International Convention on Suppression Act of

Nuclear Terrorism

Convention on Physical Protection of Nuclear

Materials

Amendment of Convention on Physical

Protection of Nuclear Materials

Act No. 8 Year 1978
Act No. 9 Year 1997
Act No. 1 Year 2010

Act No. 10 Year 2014

Presidential Regulation No.
49 Year 1986

Presidential Regulation No.

46 Year 2009 I



B. Establlshment of regulatory body

BAPETEN was established based on Act No. 10 on Nuclear Energy,
year 1997 and is directly subject to the President of Indonesia.

Article 4

(1) The Government establishes a Regulatory Body, under and

directly responsible to the President. The Regulatory Body shall have
the task to control any activity using nuclear energy.

(2) To accomplish the task under clause (1), the Regulatory Body
establishes regulations, conduct licensing processes & inspections.

REGULATORY

ASPECTS




GOVERNMENT REGULATIONS

GR No. 33 Year 2007
Safety of Ionizing Radiation &
Security of radioactive sources

GR No. 29 Year 2008
Licensing the use of
Ionizing Radiation Sources and
Nuclear Materials

GR No. 46 Year 2009
Nuclear Liability

Act No. 10

1991 GR No. 54 Year 2012

Safety and Security of
Nuclear Installation

GR No. 61 Year 2013
Management of Radioactive
Waste

GR No. 2 Year 2014
Licencing on Nuclear Installation
And Nuclear Material
Utilization

GR No. 58 Year 2015
Radiation Safety and Security in
Transport of Radioactive Source

C. DEVELOPMENT OF REGULATIONS

<

BCR No.4 Year 2018
Site Evaluation for Nuclear Installation
NS-R-3

BCR No. 3 Year 2008
Dispersion of Radioactive Material in Air
And Water and Consideration of Population
Distribution in Site Evaluation For NPP

NS-G-3. 2

BCR No.4 Year 2008
eotechnical Aspect of Site Evaluation and
Foundation for NPP
NS-G-3. 6

BCR No. 6 Year 2008
External Human Induce Event in Site
Evaluation for NPP
NS-G-3. 1

BCR No.8 Year 2013
Seismic aspect of Site Evaluation
for Nuclear Installation
SSG6-9

BCR No.6 Year 2014
Meteorological and Hydrological aspect of
Site Evaluation for Nuclear Installation

SSG-18

BCR No.5 Year 2015
Volcanology aspect of
Site Evaluation for Nuclear Installation

BCR No. 4 Year 2008
feotechnical Aspect of Site Evaluation ang
Foundation for NPP

BCR No. 3 Year 2008
Dispersion of Radioactive Material in Air
[And Water and Consideration of Population

Distribution in Site Evaluation For NPP

SITING

BAPETEN CHAIRMAN REGULATION

BCR No---Year---.
Construction for NPP

BCR No.1 Year 2009
System of Pyysical Protection of
Nuclear Installation and Materials

BCR No.4 Year 2011
Safeguards System

BCR No.2 Year 2009
Design Information Questionnaire
(DIQ)

BCR No.6 Year 2015
Security of Radioactive Sources
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BCR No. 3 Year 2010
Design of Fuel Handling and Storage
System For NPP
NS-G-1. 4

BCR No. 3 Year 2011
Safety for NPP Design
NS-R-1

BCR No. 7 Year 2011
Design of Emergency Power System for NPP
NS—G-1.8

BCR No. 1 Year 2012
Protection Against Internal Fires and
Explosion In the Design of NPP
NS-G-1.7

BCR No.6 Year 2012
Software for Computer Based System
Important to Safety in NPP
NS—G-1. 1

BCR No. 2 Year 2012
Protection against Internal Hazard Other
Than Fire and Explosion Design of NPP
NS-G-1. 11
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o Mssu LTS AND DISCUSSION (2)

Procedures for Application and Issuance of
Permits for site license in Indonesia

Applicant BAPETEN
Site Evaluation Approval — Review and Assessment S
Application ite Evaluation
j— ~  Approval Process

(max. 1 years)

F Site Evaluation Approval

Site Evaluation by Applicant

Site License Application — Review and Assessment
Site License
l B Process

(max. 5 years)
F Site License

Site Characterization for

Deckpaiberes Flowchart of site license application '




ESULTS AND DISCUSSION (2)
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Procedures for Application and Issuance of
Permits for site license in Indonesia

Interaction between applicant and BAPETEN during nuclear installation licensi
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Mssu LTS AND DISCUSSION (3)

Review and assessment during site stage:
Consideration of the result of evaluation for site
characteristics for nuclear security purposes

e Site Location

» Hazardous Material in Vicinity/On-Site or
Nearby Facilities

* Floods and Low Water Conditions
* Regional Climatology and Local Meteorology

* Geology and Seismology



ESULTS AND DISCUSSION (3-1)

Talkle 2. Fewview and assessment during siting by regulatory bodw

Site Location

Hazardous

MAaterial im Vicindt/'On-Site  or

MNearby

Facilities

The regulatcry body should verify that:

a) Infeomateon 1= sufficiently detailled to demonstrate zate
characteristics wnill support the developoment of a
secunty plan;

bl Sufficrent spatal separations exist for physical barmers
and the designations of secunty boundanes;

c) Highwrays, railroads. and waterways that pass through
LAAaIesufE.mmﬂydjs‘l:ne&d:ﬁ'nmplm&d facality
location; and

d) If the proposed site 15 at a remote locaton. the off-site
adequately.

The regulatcay body should venty that:

b

Potential harardous matenals in the wiomity or on-site do

ot present impediments to plarmed PPS enminesred and

admunestratrve confrols.

Postulated accidents and consequences are analyvzed for

determmming possible  mpedimsendts to  moindtmming

adequate puclear secuaty.

1. Secunty stuctures or fishtng posifions are spatialiy
separated at safe distances to resist against effects of
hazards.

n PPS enmmeered features are designed to protect

agamst harardous and corrosmee environments o
assure confinwed muclear secunity funchions.
HMearby facmbhiftes (e g. chemmcal plants), minmg/quaarying
operations, bansportation routes, ol and gas pipelines,
drnlling operafions, w&]]smdlmdﬂglumdgas storage
facilintes 1dentified m the wucmity are consideved for
potential 1mpedineernts.

Flood: and Low Water Condibions {12}

Floods and Low Water Conditions (1/1)

The regulatory body should verify that:
a) Probable masmwnm flocd conditions and combination

of flood producing phenomena are anmalveed and
establizhed for design of PPS.

b)) Desipns, specifications, and confisurations of the EP
elaments incleding the following, can be developed and
event of flood:

- Central and backup alarm statrons.

- Secunity posts or fighting positons.
stchares.

- IDhgital, electromic, and comnwoumicaton sigmal
tansmission lines

e} Contingency plans meeting the resgulatory requirernents
can be estabhished.

The regulatory body should vennfy that:

Site locatons subject to floodme are 1dentified and amor
challenges: or impediments to designs of engineered
controls and moeplementation of operastional requirenvents
are considered.

Changes to topography of the sate caused by low water
Eﬂ]:l.d.ltlm_n- 1:1! z.. droaght, set dowm) are -L‘ﬂ:l'.‘lSl:dEl‘Ed. for
and admumistrative controls for secunty




ESULTS AND DISCUSSION (3-2)

Resional Chmatology and Local Meteorology Geology and Setzmolozy
The regulatory body chould venfy that identification and | The regulatory body should venfy that:
consideration of acufe and prolonged exposure fo severe |2 The geology and sesmology charactensties have been
weather and resultng emvuonmental condihons 15 considered to determmne the sutabihity of the site;
considered in order to: b.  The ground motion environment for sersmic design of the
3. Develop and implement the secunty plan muclear facility has been considered for engineered and
b. Enswe that the following PPS components perform 2 admimstrative controls requured for the PPS:

designed: ¢ Secunty plan can be developad.

1  infrusion detection.
survellance and assessment cameras.
I commumcations equpment.
w. [mnation
v. defensive fightmg structures or enclosures.
vL  actve and pasave vehicle bamer systems.
WL search and access control systems.
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WY _RESULTS AND DISCUSSION (4)
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- Safety Reports Series

Best Estimate

Safety Analysis for
Nuclear Power Plants:
Uncertainty Evaluation

Eaea

GR 2 Year 2014 on Licensing of Nuclear Installation and
Utilization of Nuclear Materials:

(1) Site Evaluation report on the implementation

(2) Report on the implementation of Site Evaluation
management systems

(3) Documents containing the main data of Nuclear
Installation

(4) Design Information Questionnaire (for siting license).

The data and assesment of security aspect evaluation
based on literature study can be retrieved from (1) and
(4), yet local and regional treat also vulnerability analysis
are not included.
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Best Estimate

Safety Analysis for
Nuclear Power Plants:
Uncertainty Evaluation

%@Esu LTS AND DISCUSSION (4-1)

Article 44 GR 54-year 2012 regarding Safety and
Security of Nuclear Installations: During the site
monitoring before design and construction, the Licensee
in performing physical protection shall establish local
design basis threat (DBT) that is based on the national
design basis threat.

Document of DBT describes information of the
characteristics of internal and external enemies that are
used to design and evaluate physical protection system.

Therefore, the data collection gathered during site
characteristic activities, besides in review and
assessment for safety purposes can also be apply for
security purposes, including the determination of design

basis parameter as an input for designing and
constructing a nuclear installation. A




CONCLUSION

* Indonesia has issued several government
regulations and BCRs addressing nuclear
security.

 Nowadays, nuclear security aspect has been
implemented during review and assessment
in siting stage of nuclear installation.

 However, several regulations should be
updated, in the future

_
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