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Abstract
In Kenya, Nuclear and Radioactive material are utilized in medicine, agriculture and Industry. Aside from these sectors there exists, 2 irradiators and a Central Waste Processing Facility (CWPF) and many mobile sources that could be targeted by adversaries. Like many other countries, Kenya has had its share of nuclear security incidents from both internal and external adversaries. The country has faced many terrorist attacks namely; the bombing of the US Embassy by the Al Qaeda and the West gate mall attack by the Al Shabaab among other attacks coupled with several criminal groups who could target radioactive material to perpetrate their violent attacks. Radioactive material such as Cs-137 in the hands of adversaries could be a prime component in making a Radiation Dispersal Device because of its potential to be dispersed. Given the many threats that are present in the country, the Radiation Protection Board has conducted a vulnerability assessment from the Nuclear Security incidences that have occurred as well as the mitigation and response strategies in place to prevent against acquisition of Nuclear and Radioactive material by non-state actors.
1. Introduction

The paper aims to identify and analyse possible or existing weaknesses in the Nuclear Security systems as well as nuclear security culture in Kenya that could increase chances of a successful attack were an adversary to have the intent and capability to carry out a nuclear or radiological attack. This paper will identify key assets which could be potential targets and the nuclear security systems in place, analyze the country’s threat profile and discuss the perceived threats and historical incidents. It will also come up with a comprehensive vulnerability assessment strategy for key facilities and possible mitigatory and response measures to a nuclear security event.
2. Potential targets 

Irradiation practices in Kenya have rapidly increased due to the socio-economic development. There has been widespread use of radiation sources in medicine, agriculture, industry, engineering, customs, research and teaching. Currently, there are over 3,000 active radiation devices/ radioactive materials in the country. The application of nuclear techniques in the medical field include diagnostic and interventional radiology, radiotherapy, nuclear medicine and cyclotron facilities. Application in Industry covers analytical techniques, gauging (level gauges, moisture and density gauges), x-ray and gamma radiography, and calibration of instruments. 

Category 1 and II sources do exist in the country such as Co-60 teletherapy units at Kenyatta National Hospital, Cs-137 at Irradiators Trypanosomiasis Research Centre and International Livestock Research Institute, Ir-192 in High Dose Rate Brachytherapy and Industrial Radiography among others. There also exists a Central Radioactive Waste Processing Facility (CRWPF). 
Given the nature of use of radioactive material in the country it is only possible that radioactive material in the country are at risk of being stolen, sabotaged or diverted for malicious purposes. Acquisition of these materials by adversaries could be used for malicious purposes such as construction of Radiological Dispersal Device (Dirty bomb) or a Radiation Exposure Device which could be targeted at populous areas, government buildings, city malls and popular hotels, recreational parks, key historical sites, political rallies and other major public events. It is important to note that adversaries could also smuggle in nuclear material despite it not being present in the country and hence the threat of making an Improvised Nuclear Material. A well-orchestrated and successful radiological attack could have serious consequences on the public, environment, economic and political consequences in the country. 
2.1 NUCLEAR SECURITY SYSTEMS IN PLACE
The Radiation Protection Board, the regulatory body in Kenya has established measures to enhance nuclear security culture in the country. It has partnered with international organizations such as IAEA, US DoE and EU CBRNe Initiative to conduct trainings aimed at increasing awareness on nuclear security as well as various physical security upgrades in facilities holding category I and II sources. Among the beneficiaries from these partnerships include: Cancer Treatment Centre of Kenyatta National hospital, Nairobi hospital, International Livestock Research Institute, Trypanosomiasis Research Centre and Oloolua National Laboratory. 
3. KENYA’S THREAT PROFILE 
Kenya has been a frequent target of terrorist attacks. Between 1970 and 2019 there have been more than 250 terrorist attacks in Kenya which have claimed more than 1,000 lives and injured more than 5,000 people coupled with serious economic losses and damage to property. The largest high-profile attack recorded in Kenya was conducted by the Al Qaeda in 1998 where a suicide truck bombed the U.S Embassy in Kenya and Tanzania leading to more than 200 deaths and thousands of people injured. Al Qaeda is known to have carried out many attacks all over the world including the September 11, 2001 attack on the World Trade Centre and the Pentagon building in the USA. It has large membership having merged with militants from Islamic countries around the world such as Jihad in Egypt. The group has a large source of funding mainly from donations and have trained their militants in paramilitary skills which makes it very strong (Bruno, 2010). 
Another terrorist group in Kenya is the Al Shabaab which is a Somali based militant Islamist group largely found in the Southern region of Somali where there is little governance. Since its inception in 2007, Al-Shabaab has carried out nearly 550 terrorist attacks, killing more than 1,600 and wounding more than 2,100. The Al Shabaab is a multi-cultural organization attracting members from foreign countries such as Afghanistan and Iraq who play an important role in the group because of their military experience. The foreign veterans are also used to teach the war techniques such as suicide bombings, remote-controlled roadside bombings and assassinations (Hansen, 2013). Al Shabaab has expanded its activity into Kenya in retaliation for Kenyan forces intervening in Somalia. They have strict Islamic ideologies aimed at removing foreign influence in Somali and establish a strict form of Islamic governance by enacting Sharia laws. They are highly influenced by Al Qaeda and the Taliban in Afghanistan in their mode of attack. For example, suicide bombings which are now their major mode of attack were alien to Somali culture (Hansen, 2013). A report conducted by The National Consortium for the Study of Terrorism and Responses to Terrorism (START), states that 30 of the 548 attacks by the Al Shabaab between 2007 and 2012 were carried out by suicide bombers. They have managed to radicalize the youth most of whom are educated and conduct training to induct them to the Sharia laws which is a great concern for possible lone wolf terror attacks. For example, a Kenyan national Elgiva Bwire Oliacha carried out an al-Shabab grenade attack in Nairobi in 2011 that wounded over two dozen people. Another incident took place in April 23, 2014, whereby a Kenyan national, Abdul Hajira attacked a Nairobi police station with a car bomb, killing two police officers. Al Shabaab mainly gets their funds from piracy in the Indian ocean, extortion and have also received funding from Al Qaeda. In Kenya, they are responsible for more than 300 terror attacks targeting private citizens and property, military, academic institutions, government entities, police, businesses, diplomatic entities, journalists and media. This includes; the West Gate mall attack in 2013 that claimed 67 lives, 18 who were foreigners, Garissa University attack in 2015 that claimed 148 mostly students and the recent 14 Riverside Dusit D2 terror attack in January 2019 that claimed at least 26 and injured another 28 (Counter Extremism Project, 2019). Below is a figure depicting the frequency of terrorist attacks by the Al Shabaab between 2007-2012.
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Other adversaries include criminal gangs, separatist movement and political aligned networks such as the Mombasa Republican Council, which has used violence in its quest for the city of Mombasa’s secession from Kenya. Police have accused the group of planning attacks including an attack on a casino in March 2013. Another group is the Mungiki which is a notorious ethnic cult that started in the 1980s. Their name signifies a ‘multitude’ and they are a group fighting against Westernization in Kenya and all that it symbolizes including Christianity. The Mungiki’s ideology is characterized by Kikuyu traditions and disdain for Kenyan modernization which they refer to as immoral corruption. They operate most extensively in the slums where poverty and crime are pronounced and the population there is discontent with the government on various issues such as unemployment and landlessness. They have gained membership from hopeless youth as the group gives them a sense of purpose, a source of income and a cultural and political identity. The gang was banned in Kenya in 2003 because of their violent attacks. However, it has continued to prevail because of their secretive nature. Despite there being no information on pursuit of nuclear and radioactive material by these groups, it doesn’t necessary mean that the threat is not there. Because of their discontent nature with the government, radioactive material might be a solution to perpetrate their attacks and cause widespread havoc. It is therefore important to secure this material against acquisition by adversaries. The figure below shows the terrorist attack profile in Kenya from 1975 to 2012.
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4. PERCEIVED THREATS AND HISTORICAL NUCLEAR SECURITY INCIDENTS
Credible threat on Nuclear and Radioactive material does exist with the Al Qaeda being reported to actively pursue nuclear weapons. In Kenya, there have been several nuclear security incidences. The most outstanding case happened in 2016 when a Multi-Agency undercover operation was conducted by Directorate of Criminal Investigation- Bomb technicians, National Intelligence Service and Kenya Wildlife Services in Lang’ata. It was alleged that there was an Improvised Explosive Device hidden in one of the houses. This operation led to recovering of a Caesium 137 source. A serving and a retired Kenya Defence Forces’ officers as well as a civilian were arrested in connection to the source. The matter is still in court and investigations in connection to the source origin are still on going. The source was being sold at a price of USD 8,000,000. It is possible that the source could be from the armed forces leading to the question on accountancy and control of nuclear and radioactive material. 
There have been many other incidents involving theft and loss of mobile sources used in well logging, moisture density gauges as well as in industrial radiography. In most of these incidents, information from the public has helped the regulatory body in recovering of the sources. It is evident that members of the public can be a good source of information on such incidents. It is therefore important as the regulatory body to create a platform where the public can reach you. It also portrayed that there is an active threat on radioactive material which could be targeted by adversaries.
5. VULNERABILITY ASSESSMENT OF KEY FACILITIES
The Radiation Protection Board periodically caries out vulnerability assessment of key facilities to review their operation procedures in matters concerning security of radioactive sources and determine the level of compliance to the regulatory requirements. This is done through inspections whereby a combination of both performance based, and prescriptive evaluation measures are used to assess the access control systems and procedures, intrusion detection systems, employee and visitor identification procedures and other general personnel procedures and policies. The regulator also evaluates the licensees’ emergency plans and procedures, security personnel training requirements and education procedures. After an inspection, the management is given a report stating the general and specific observations of vulnerabilities in the facility alongside specific recommendations highlighting areas of concern and those that need improvement. Follow up inspections are done to ensure compliance. 
6. RECOMMENDED MITIGATORY MEASURES
Some mitigation measures have been recommended by the Radiation Protection Board from the vulnerability assessment of nuclear security systems in Kenya, as follows:

· Conducting a comprehensive threat assessment and Design Basis Threat which is updated periodically will mitigate against external threats.
· Installing robust physical protection measures in fixed facilities with sound detection capabilities to detect intrusion as well as to deter attempts by an adversary.

· Continuous testing and force on force exercises on the physical barriers to identify areas of weakness.

· Compartmentalization of areas in the facility and improving on access control measures on entry and exit points.

· Having a comprehensive Nuclear Material Accountancy and Control (NMAC) measures in place will mitigate against internal threats.
· Observing a two-person rule in critical areas.
· Training of employees and stakeholders to embrace a nuclear security culture
· Adapting technologies that reduce vulnerability such as using LINAC facilities rather than the Co-60 teletherapy units. 
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