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1. Background and Goal of the present work

Regulating nuclear safety and nuclear security are national responsibilities.

One challenge States face related to the regulation of radioactive sources is to
integrate and harmonize their regulatory frameworks for safety and security, so
that “security measures do not compromise safety and safety measures do not
compromise security”. In doing this, a thorough understanding of existing inter-
national recommendations in IAEA safety and security publications is required.
There are common elements — such as concepts, principles, mechanisms,

terms or functions — which are addressed in both safety

tions, overlapping areas of interaction between safety and security, and specific

topics which are unique for one or the other discipline.

The present paper is intended to support regulatory bodies and other stake-
holders who are responsible for establishing or improving the security regula-
tory framework in harmonization with an existing safety regulatory framework.
A comprehensive comparative analysis has been performed in order to identify
those common elements and the differences in both sets of international rec-

ommendations (for safety and for security).

2. Sources for the comparative analysis

3. Criteria have been defined to perform the comparative
analysis and they are presented in Table 1

and/or radioactive material.
and security publica-

In the analysis, the international recommendations on safety and security have
been divided into three categories: i) international recommendations at the
State level; ii) international recommendations for the regulatory functions and
processes, and iii) international recommendations for operators of facilities and
activities involved in the use, storage and/or transport of radioactive sources

Main topics have been identified for each category

and the below criteria have been applied in order to determine if the respective
topic is addressed in both types of publications identically, in a similar or differ-

ent way, or is a specific topic for either safety or security purposes.

Table 1. Criteria used for the comparative analysis.

Description

|dentical description and use of the international
recommendation in terms of form, content and
objective as it applies to the same ‘target’

The sources used for the comparative |

analysis are the |AEA safety standards
series and the nuclear security series

publications dealing with the use, stor-
age and transport of radioactive sourc-
es, radioactive material and associated

IAEA Safety Standards

Radiation Protection and

International Basic
Safety Standards
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Safety of Radiation Source

General Safety Requirements Part 3

Similar description and use of the international
recommendation in terms of form, content, and
objective, but the ‘target’ is different, with one
being related to safety and the other related

to security; usually less coverage in security
publications

No. GSR Part 3

facilities. In addition, the Code of Con-

duct on the Safety and Security of Ra-

dioactive Sources has been included in this analysis, as one important,
well-accepted, non-legally binding international instrument.

4. Analysis

Different description and/or use of same
concept, principle, mechanism, term or
function, due to safety/security specificity
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4 Specific element

Concept, principle, mechanism, term or function
IS specific to either safety or security

SECURITY

SAFETY

enational policy and
strategy for safety efundamental objective
=State responsibility

*establish legislative and regulatory framework

=establish a regulatory body (RB)

*justification of facilities
and activities

wplimization of radiation «independence of the RB

protection *legal authority and competence for RB to perform its functions
eradiation risk and dose and enforce compliance with regulations and proper implementation
limitation «sufficient financial, human and technical resources for the RB
*integration and coordination of regulatory functions
eassignment of responsibilities to competent authorities
=cooperation and information sharing among competent authorities
enational coordinating body =establish national register of sources
*leadership and management system

*occupational exposure
=public protective actions

=protection of the environment ‘
*safety/security culture
=strategy and provisions for

decommissioning of facilities

emergency preparedness and response
einterfaces safety - security

=defence in depth
erisk-based graded approach

*management of radioactive | *provision of technical services
waste *international reporting systems and databases
=exposure of emergency *international obligations and arrangements
*international cooperation and assistance

essment *sharing of information with third parties

*establish national contact points

m Common area, identical

W Common area, similar

W Common area, different
Specific to safety

W Specific to security

Figure 1. Common and specific elements for safety and security
In international recommendations addressed at State level.

International recommendations at
State level

4.1

A number of international recommendations are in-
cluded in both safety and security publications, which
address the State level. Some of these recommenda-
tions are identical in form, content, and objective for
both safety and security and have the same ‘target’,
for example, the establishment of a national register
of radioactive sources. However, other international
recommendations are only similar, for example, the
establishment of an independent regulatory body for
safety and, respectively, for security. Some other inter-
national recommendations are specific either to safety
(e.g. radiation risk and dose limitation) or to security
(e.g. information security).

5. Conclusions and Acknowledgements

SAFETY SECURITY

*notification

esafety assessmen t

*establish regulations and guides

*clearance levels =prescriptive or performance based regulations

egraded approach to regulatory requirements
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constraints

<establish a regulatory system for implementation of
regulatory requirements

*authorization  review and assessment
*functions of Regulatory Body for emergency preparedness and response

*inspection  *enforcemen
'emergency preparedness

categories »
=graded approach to regulatory functions and processes
. . . =graded approach to RB’s response to non-compliance
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*liaison between RB and authorized parties
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*Communication and
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Figure 2. Common and specific elements for safety and security
In international recommendations for regulatory functions and
processes.

4.2. International recommendations for
requlatory functions and processes

In this category, topics have been considered in
relation to the regulatory functions and processes —
elaboration of regulations and guides, authorization,
review and assessment, inspection, enforcement,
functions for emergency preparedness and response
and communication and consultations with interested
parties. The elements described identically for both
safety and security are the concept of a dangerous
radioactive source, the D-values and the categoriza-
tion of radioactive sources. In addition, most of the
International recommendations that address regulato-
ry functions and processes follow a similar pattern

in both safety and security publications.

SAFETY SECURITY

esafety assessment, initial
and periodic review *prime_ responsibility
<allocation of responsibilities
for safety/security  egraded approach
*establish and implement safety programmes/securi
systems  *periodic review of measures for safety/securi
*justification of facilities eresponsibility to maintain control over the source

and activities

=optimization of radiation
*edu

protection : o . .
=prevention and mitigation of accidents / nuclear security events

*management system eprovision of technical services esecurity for safe
*emergency preparedness and response  ejpformation pro(ection
stimely notification and activation of the response *operation and maintenan
*verification for compliance *accountability for sources ®source storage
*sources identification and traceability  ereporting loss of control
=obtain off-site sqpﬁort and coordinate with off-site authorities
n with off-site authorities

*public information

*labels and marking of
radioactive sources
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ssafety culture / security culture *interfaces safety - security
=responsibilities in relation to authorization, regulatory
inspections and for remedying non-compliances

*feedback of operational experience  *admin controls
eevent reporting system *engineering controls
ereporting on design changes, modificati

and non-conformances
*management of disu

=monitoring for verification
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Figure 3. Common and specific elements for safety and security
in international recommendations for operators of facilities and
activities involving radioactive sources or material in use or storage.

4.3 International recommendations for

operators

While the first two categories of international rec-
ommendations addressed in the paragraphs above
are to be applied by States, competent authorities
and regulatory bodies in relation to all facilities and
activities, the third category of international recom-
mendations, described in this section, is about reg-
ulatory requirements for operators of those facilities
and activities involved in the use, storage and/or
transport of radioactive sources and/or radioactive
material. As shown in Figure 3, almost 20% of inter-
national recommendations are described and used
identically in safety and security, and more than
40% follow a similar pattern.

The analysis has shown the concrete elements and topics which are relevant for both safety and security and to the extent to which they are similar or different.
The general conclusion is that for all categories, more than 40% are common recommendations, which are described and used in a similar way for safety and

security. About 10% or more of the recommendations are addressed identically for a particular topic in both safety and security, while about 2% of common top-
iIcs are used in different way, due to distinct features of the two disciplines.

This data, along with the qualitative evaluation presented here, may help States to establish a regulatory infrastructure for the security of radioactive sources that

complements a safety regulatory infrastructure. Additionally, it may assist in the more cohesive managing of the two infrastructures and their interfaces.
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