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Abstract
Vulnerability Assessment using Modeling and Simulation (M&S) is a quantitative and performance-based methodology to measure the overall effectiveness of physical protection system. IAEA TECDOC-1868 “Nuclear Security Assessment Methodologies for regulated facilities” provides general guideline for M&S in vulnerability assessment.

In this presentation, I would like to share our experience in M&S for physical protection system of ROK’s nuclear power plants. KINAC has regulatory roles with NSSC in the area of physical protection. KINAC has convened a project to model all the nuclear power plant using a software tool AVERT and to performs vulnerability assessments in the Republic of Korea from 2014 to 2019 

First, it is a substantial job to model all the nuclear power plant, which has thousands of physical protection elements, and hundreds of thousands of 3D modeling elements. Also it is required to model building interior/exterior layout, infrastructures and terrain. Old nuclear facilities, such as Kori-1 nuclear power plant built in 1977, are very difficult acquire these design information, hence many features of modeling should be produced from pictures, rough sketches, and Google maps. Also, this substantial modeling data should be optimized for a reasonable size and analysis speed. At the near end of project, we should modify all the previous modeling results to apply lessons learned mostly optimization issues.

Second, 3D geometric modeling verification problems has been addressed. We have to carefully compare the collected data and modeling results to verify geometric model. A common mistake is that unexpected hole is created at the bottom of a fence due to interference with a terrain. Thus the path through this hole eventually becomes shortest cut, usually in curved terrain. In some case, vehicle penetrate inside a protected area through this hole.

Third, it is difficult to acquire qualified data libraries of physical protection elements. State does not share these data libraries because it could show vulnerability of the physical protection elements. Also, the data of element are not fixed entity because it interacts other elements and depends on conditions. E.g. the sensing probability of infrared sensors depends on adversary’s penetration methods, tools, skill, weather conditions. If enough delay is provided sensing probability is increases. For theses libraries, KINAC has performed experiments on sensors and barriers in test facilities in INSA/KINAC. For those library values without experiment we designed and discussed to assign appropriate value and equations. E.g. sensing probability depends on distance and time to stay.
Fourth, we verified and validated our results of simulation with the Force-On-Force (FOF) exercise. As a regulatory organization, KINAC assesses operator’s FOF exercises, which should be performed once a year at the nuclear power plant site. Still, this simulation requires substantial efforts of the specialized expert, even starting from the completed model. Also, the simulation does not guarantee accuracy for the scenario we did not performed, E.g. waterborne attack.

In conclusion, after several years of stabilization, we got pretty decent modeling having reasonable similarity to Force-On-Force exercises. The M&S efforts results the following benefits. The result shows intuitive understanding of contingency situation and increased the awareness of persons without expertise. Also, we could simulate all the possible scenarios with some accuracy, and get confidence on overall effectiveness of PPS. Further we will expand application M&S from FOF exercise to review security plans.

.
1. Introduction

A physical protection system (PPS) integrates people, procedures, and equipment for the protection of nuclear materials and facilities against theft, sabotage or other malevolent attacks. After the 911 terrorist attacks and four consequential Nuclear Security Summits (2010~2016), the international community have made substantial efforts on physical protection. 
Even when a strong PPS is provided, without regular assessments, a PPS might waste valuable resources on unnecessary protection or, worse yet, fail to provide adequate protection at critical points in a facility.
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Figure 1. Force-On-Force (left) and Simulations (right)

Vulnerability Assessment (VA) [1,2,3] is performance-based methodology to measure the overall effectiveness of PPS. Due to the complexity of protection systems, a pathway analysis usually requires computer modelling techniques. Computer software’s for VA, SAVI, is firstly developed by United States in 80’s and many software are separately developed such as VEGA-2 by Russia, EVA by France, SAPE/TESS [4] by Korea, PROEV by Czech. These tools focus to solve the most vulnerable path. Modelling and Simulation (M&S) technology [5] for vulnerability assessment has been developed and utilized to address complicate Force-On-Force combat situation. Commercial modelling tools are available such STAGE, SIMAJIN/VANGUARD, and AVERT.
In this paper, I would like to share our experience in M&S for physical protection system of ROK’s nuclear power plants. KINAC has convened a project to model all the nuclear power plant using two software tool AVERT and TESS, and to performs vulnerability assessments in the Republic of Korea from 2014 to 2019.
2. MethodS
2.1 Methods and Procedures
VA procedures consists of Planning, Collecting Required Information, Conducting the Assessment, and Resulting. Planning stage has defining scope of VA, determine methods, team composition, and determine limitations/resource. Required information is facility characterization/target identification, threat information, and relevant regulatory requirements. Conducting the Assessment is characterizing PPS elements performance and analysis. resulting stage has conclusion and documentation.
According to the complexity of PPS and purpose, various analysis methods could be utilized. Force-On-Force exercise is most realistic and costly test of PPS and, thus, M&S, table-top exercise, simple time-line analysis are ways to simplify FOF. Even for complex PPS, the combination of simple methods with other complex methods is usually recommended. Overall, those methods are utilized and combined by subject matter experts.

From 2014 to 2019, KINAC had convened a project to model all the nuclear facilities, including five nuclear power plant sites, with M&S tools. Project staffs had collected required information and developed/modified the 3D model. Theses model process has strengthened by KINAC’s regulatory roles in FOF exercise and KINAC’s test facility.

We used the commercial software AVERT and internally developed software TESS (Tools for Evaluating Security System). Because operator is supposed to use the results of commercial M&S results to prove security robustness of their PPS, we had developed separate software TESS for the purpose of verification. The models and results of AVERT will be shared to operators. Two software uses different algorithms for VA. AVERT mainly focuses on FOF combat simulation, while TESS uses pathway analysis.
We follow the three steps during M&S: geometry modelling, assign characteristic attributes to PPS objects, and verifications. Geometry modelling is to develop CAD drawings in 3D forms including terrain. These 3D objects should be assigned relevant attribute and PPS objects should have PPS performance values. The results of simulations should be assessed, verified and modified.
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Figure 2. AVERT (left) and TESS (right)
2.2 Modelling
It is a substantial job to model all the nuclear power plant, which has thousands of physical protection elements, and hundreds of thousands of 3D modelling elements. Also it is required to model building interior/exterior layout, infrastructures and terrain. Newly constructed nuclear facility is fairly easy to acquire data because of good geometry control of data. However, old nuclear facilities, such as Kori-1 nuclear power plant built in 1977, are very difficult to acquire these design information, hence many features of modelling should be produced from pictures, rough sketches, and Google maps. 
This substantial modelling data should be optimized for a reasonable size and analysis speed. The resolution of model is determined while performing modelling, and the model closer to target should have a higher resolution. For example, the interior of building with a target has a model of passage, doors, and windows, and low importance buildings has no interior models. PPS elements such as sensors or CCTV should have correct and higher resolution model because it affects overall effectiveness of PPS. At the near end of project, we should modify all the previous modelling results to apply lessons learned mostly optimization issues.

Geometric modelling in 3D verification problems has been addressed. We have to carefully compare the collected data and modeling results to verify geometric model. A common mistake is that unexpected hole is created at the bottom of a fence due to interference with a terrain. Thus the path through this hole eventually becomes shortest cut, usually in curved terrain. In some case, vehicle penetrate inside a protected area through this hole. Therefore, a small error in modelling could results in big error. Conjunction with simulation, finding error in a model is easier. 
2.3 Data Libraries and Performance Testing
Assigning characteristic attributes to PPS objects as follows. The first step is to define PPS objects and correlations between objects. PPS objects has detection, delay, or response functions. The second step is to assign individual characteristic attributes to the object. The attributes represent PPS performance. To determine characteristic attributes, we should consider not only single object but also the correlations with other objects. For example, an intruder object may have attributes of the number of intruder, speed, weaponry, tools, and wearing. However, speeds on different terrains, a fence penetration times with different tools, and the neutralization capability of responders with or without a body armour should be addressed for M&S.

Qualified data libraries of PPS elements are difficult to acquire. State does not share these data libraries because it could reveal their vulnerability of the physical protection elements. Also, the data of element are not fixed entity because it interacts other elements and depends on conditions. E.g. the sensing probability of infrared sensors depends on adversary’s penetration methods, tools, skill, weather conditions. If enough delay is provided sensing probability is increases. For theses libraries, KINAC has performed experiments on sensors and barriers in test facilities in KINAC/INSA. For those library values without experiment we designed and discussed to assign appropriate value and equations. E.g. sensing probability depends on distance and time to stay. The Figure 3 shows the performance testing of intruder penetration of fence in KINAC/INSA. Intruder uses light, medium and heavy weight cutter for fence penetration in the upper figure, and intruder climes fence in the lower figure.
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FIG. 3. Performance testing of fence delay by different penetration tools/methods.

To find errors and inconsistencies of attributes, we visualize an attributes by different colours on the 3D model, and analyse the results of simulation. Common cases happened between vehicle and movable terrain, delay barriers and tools, weapons and destructible obstacles, and sensors and sensible objects. It is comparably easier than 3D modelling error.
2.4 Simulation and Verification
Simulation requires the following information: attack targets and adversary success/fail condition, adversary’s attributes based on design basis threats. Targets could be nuclear materials or sets of safety equipment. Adversary success condition varies whether their purpose is theft or sabotage.

Simulation results show the movement of adversaries/responders, detection points, delay times, response times and overall PPS effectiveness. Strategies and behaviours of adversaries/responders has been corrected to reflect realistic situations. Early stages of simulation, once detected all responders instantly come to adversary, we have to build invisible wall disappearing after some time to simulate the case when responders need time to be prepared for communications.
We verified and validated our results of simulation with the Force-On-Force (FOF) exercise as in [6], and after several years of modelling and corrections, we got pretty decent model having reasonable similarity to Force-On-Force exercises. As a regulatory organization, KINAC assesses operator’s FOF exercises, which should be performed once a year at the nuclear power plant site. Still, this simulation requires substantial efforts of the specialized expert, even starting from the completed model. Also, the simulation does not guarantee accuracy for the scenario we did not performed, E.g. waterborne attack.
Still the M&S should be carefully modified and analysed by subject matter experts because the results of M&S is credible only when it’s parameters are controlled and the assumptions of M&S matches the situations.

3. APPLICATIONS AND CONCLUSION
We use M&S in FOF exercise, the review of security plans, and physical protection inspections, and the results of M&S of nuclear facilities was explained several times and will be shared to the operator of the facilities. In FOF exercise, the virtual adversary team could use the M&S paths for their attack plan and we could assess the PPS effectiveness of facility for various conditions not addressed in FOF. In reviewing process of security plan, we used M&S to see the effectiveness PPS design of nuclear power plant. In Physical Protection inspections, we focused inspection scopes to the PPS elements relevant to the most vulnerable paths found in M&S. Also the model of hypothetical facilities using TESS are used for KINAC/INSA training courses to has better understanding of PPS as well (Figure 4). In this training exercise, trainee is required to find the most vulnerable path of a hypothetical PPS using TESS.
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FIG. 4. Training exercise for a M&S tool, TESS
In conclusion, KINAC had completed the modelling of all the nuclear facilities in the ROK under physical protection regulations. The modelling of PPS requires substantial efforts and, however, once completed we could cost-effectively apply M&S results to various scenarios. Also the M&S shows intuitive pictures of contingency situations and, hence, increase the understanding of persons even without expertise.
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