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One challenge of the risk management process for cyber security within nuclear facilities is understanding
how to create scenarios to test deployed security controls that are representative of how threat actors oper-
ate. The challenge to creating these scenarios is centered on three issues. First, the complexity of systems
and components (assets) at nuclear facilities makes for an expansive attack surface, so the number of viable
attack pathways is difficult to approach with any confidence. Second, the nature of cyber-attacks and cyber-
campaigns has evolved to include cyber-enabled physical attacks and physical-enabled cyber-attacks, which
blends together attack types which have traditionally been treated separately. Third, threat actor capabilities
vary depending upon the resources they have available to them and their domain experience. Our paper pro-
vides for a methodology to create blended threat nuclear-cyber scenarios for use during research, assessments,
and exercises in support of risk management and training objectives.

Our methodology was derived through a series of International Atomic Energy Agency (IAEA) consultancy
series and a multi-year research project on detecting events within nuclear facilities that may indicate that
a cyber-attack is taking place. The first step in our methodology was to agree upon an attack and defense
framework that would allow us to describe each scenario in a common way. This normalized scenario de-
velopment vocabulary is critical for adoption. The next step was to choose an approach to representing the
tactics and techniques used by cyber actors (both attackers and defenders) and so we integrated the MITRE
ATT&CK model into our scenario development process. This vocabulary is abstractly represented such that
both cyber and physical attacks can be represented across a common attack and defense framework. The third
step in our methodology was to develop a series of interactions that would be created using the framework
objects as defined. The last step of the methodology was to provide reference implementations for research,
field assessments, and exercises such that specific threat actor capabilities can be layered on top of each step
of the methodology.
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