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Abstract

One of the main challenges of the day-to-day jotitfe nuclear security competent authority is tsuea the security
of the facilities holds at all times the adaptettleof performance to counter the actual thread, arleast is never degraded
by the evolutions of the installations. In Franeeiew legal and regulatory framework has been tigcapplied to enhance
the protection of nuclear material and facilitiés. a result, fuel cycle facilities and nuclear powknts had to carry out a
numerous upgrade construction works to improvdabel of security and to comply with the new refere. The urgency put
the system under tension and imposed choices. érhptation could have been to go fast and forgeetaup an adequate
organization including skipping the administratpm@cess of authorization to rush directly to theaete works. The story
began when inspectors withessed a new building muckear site was under construction without neight@r authorization
nor prior information to the competent authorityh&V if this extension has been implemented regssdiecurity? What if
the works associated with this extension had detged the defense of the site? Were security paedanformed of these
works? It was concluded that even if it was cléat the works was made to improve physical prateciit was not clear if
all potential security impacts had be considerdis paper will not use technical terms. It usesigesuch as ‘non-significant’,
‘substantial’ and ‘notable’ modifications, or ‘coemsatory measures’, ‘analysis and examination tirtiealso shares
experiences on how the competent authority enguwedore works started without prior authorization.

1. INTRODUCTION

The paper aims to present the way the French nusearity competent authority has worked to superv
the management of changes on nuclear sites.

The French nuclear security competent authoritydec regulatory framework for enabling changas th
could have an impact on security on site. The requént set in the regulation concerned modificatmifiecting
one of the elements taken into account to licens@perator. The regulation notably distinguisihesrtotions of
simple information of the competent authority ahd tuthorization before starting construction workisis
general requirement in the regulation takes intmant the change in a large way and does not giya&latail on
the type of information to be transmitted accordimthe type of change, nor the nature of demotistréhat this
information should include.

Nuclear power plants and fuel cycle facilities aomstantly changing, particularly in recent yeaithw
upgrade works related to the implementation of sgcreinforcements. The security of a facility daemweakened
by a lack of anticipation of the potential impaofshe changes implemented on the facilities, inipalar those
relating to physical protection systems. Howevecoading to the important number of nuclear faieititin
France, according to the huge number of files @ponts that each facility could transmit to thelaac security
competent authority, it quickly became clear thatisg up an organization was not enough to ovehwlibese
files and reports.

1 Orano (previously Areva) is a French multinatioimathe energy sector, working mainly in the nucleasiness. Its
activities are mainly related to nuclear energ@niim mining, concentration, uranium conversion andchment,
nuclear fuel assembly manufacturing, nuclear fiaglgportation, spent nuclear fuel treatment, nudesmantling and
management of radioactive waste. In France, Orgeoates 7 sites, including 3 significant.
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The French nuclear security competent authoritytsvém constantly empower the license holder. That's
why a collaborative work has been set up with therator Orano to define a dedicated guide to theagament
of changes for the different nuclear sites it ofesaThe aim of this guide is, for each facility, know what
information the operator has to communicate to dbmpetent authority before beginning the upgrada an
construction works.

This information should systematically include #reswer to the following three questions:
— Do the madifications and the works improve sec@rity
— Do the madifications and the works weaken security?
— In the latter case, what compensatory measurgdamaed?

In addition, for changes which are not relatedhygsical protection, the operator has to be abkxfdain
to what extent security by design has been tak®naiocount.

2. THE COLLABORATIVE WORK BETWEEN AN OPERATOR AND THEEOMPETENT
AUTHORITY, THROUGH TECHNICAL MEETINGS

In 2017, during an on-site inspection, it was fotimat a construction had started without the coemet
authority had received any prior information. Tloenpetent authority then required that the openatdin place
corrective actions on the site. Initially, the pasp was the information concerning the construdtigorogress
was made, even if it was late. Then, the lessanéebwere shared to guarantee this type of erréwmger occurs
again.

The corrective actions resulting from the experngefeedback were of two kinds:

1- Locally, with the implementation of an internalidit loop systematically involving the services
responsible for site security;

2- More widely at the national level, with exchasdeetween the competent authority and the central
services of the operator, allowing to set up aetharocess of definition of the files to be writemd transmitted
according to the importance of the constructionksor

These two steps are essential to move towardsat@gylcompliance and to ensure a better contrthef
security. In order to establish a framework ofghbject on the site, the competent authority orgtha technical
meeting on which the corrective action in connettiath the first point has been examined. Othehnézal
meetings have been organized, with the national leva second time, in order to exchange on tlseshid a draft
guide created by the operator.

The purpose of this second round of meeting was to:
— clarify the expectations of the competent authdrittnanagement of change;
— identify the crucial phases of construction wores Which an application for authorization should be
made;
— define categories according to the importance ®htiodification;
— agree on the level of detail to be conveyed acogrth the degree of importance of the subject;
— define the arrangements for exchanges and followatween the operator and the competent authority.

Since the establishment of this process, periodéinical meetings have been set up with eachaite
keep exchanges on which a presentation of all sdeéednodifications is made. For each of them thestantial
or non-substantial aspect is defined, the exantnatf the files is followed, ... That's how a fimdji during an
inspection turned into a collaborative work, inst@fissuing to sanctions!

3. THE NATURE OF INFORMATION REQUIRED

The French regulations contain a rather vague lartn the obligation of information before the
implementation of a modification. Article R.1333%%the Defence Code provides: "Any proposed modifom
affecting any of the elements taken into accounemlssuing the authorization must be subject torpri
notification by the competent Minister. If the Méteér considers that the proposed amendment isomapatible
with the conditions and limits set out in the authation, he shall inform the license holder witbime month that
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a new application for authorization is required aets the conditions in which the license in focaa be used
during the processing of the new application. Ofligg, the license is modified to take into accotlnet new
element (s)."

This article does not allow to evaluate the impuecta of the modification nor the importance to be
considered on the impacted elements.

From the point of view of the French nuclear sagwwompetent authority, in regards to nuclear segur
the three major questions mentioned before nebd &sked at first (‘does it improve security? doesaken it?
and, in the latter case, what compensatory measuvedsken?’).

The following figure is a simplified vision of th@nalysis and can be seen as an efficient toolhiier t
purpose.

Identify the project of modifications proposed

The modifications concern:

- Physical protection systems

- Systems involved in the safety ofinstallations
- New installations

- Other systems

Effective,
suficient and

Does the Does the

modification modification relevant
improve weaken compensatory
security? security? measures are

planned?

‘Easy’ to approve for
the part 1

A 4
A

Identify the phases ofworks, associated to the rneadibns

The works concern:

- Civil engineering works

- Works on womputer systems
- Works on internalraods

- Otherworks

The competent authority
requests a revision ofthp
modification file

T

2-b
Effective, or
Do the works Yes suficient and No
have an . relevant o Cgrrpensatory measures fare
impact on the Lt compensatory »1 imposed by cpmpetente
security? measures are authority
planned?

Yes l

‘Easy’ to approve for
the part 2

FIG. 1. Process of evaluating a modification request.
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The most important part of the process consigisdrexamination of the compensatory measures dibr b
the modifications and the construction works phe¢igh some practice, the operator is now able tommatically
identify and provide compensatory measures dirgetbted to a specific impact, especially during pfases of
works.

It appears that the information required depenelodiy on the nature of the modification, the wayripacts
or not the security, the nature of the works asdedito the modification and also the way they Favenpact or
not the security.

4, A GUIDE USED TO MANAGE CHANGES ON SITE

Under the impulse of the French nuclear securitpmetent authority, and in order to clarify all @ifént
topics previously explained, an operator decidebuitd a guide. This guide presents a managemeeps to
cover projects and modifications of functions, @quent or facilities (linked or not to the protectiand control
system), material and / or organizational changesdyl to occur having an impact on the performant¢he
nuclear material protection and security contretagn site facilities or their critical informatisystems.

Depending on the nature and importance of the pi®j@ modifications concerned, this guide propases
categorization of the management methods and puoestb be followed for each step, situation aedt flollow-
up over time.

4.1. Categorization of the modifications

First of all, modifications have been categorizetingen:
— Non-significant;
— Notable;
— Substantial.

It is not really easy to give a precise definitafreach category, but it is quite obvious that aification
will be considered substantial if it has a high @aopon the performance of the physical protectipstesn.
Actually, it must be considered that the choicehef category depends directly on the level of immacthe
performance of the nuclear material physical ptitacsystem and control security system and sitéities.

According to the number of cases applying to eaciify, it could be decided to adapt the leveltud
information in order to focus on the most relevandl problematic cases. For example, for a particulalear
facility, it appears that more than 1000 modificat are implemented each year. It has been detidfetus
only on the two levels: notable and substantiak mhn-significant modifications are processed ity under
a quality-control process. Experience has showratinaost 90% of the modifications could be consdeas non-
significant.

4.2. Documentsto be provided and typical contents associated

After a detailed description of the projected figdiliation, the necessary modifications to reaah ploint
are presented, as well as the way malicious at¢tsleldin the DBT are addressed, by security fumctThe aim
is to analyse the impact on current and targebpexince once the modification is achieved, afterftimctioning
tests are achieved and equipment are qualified.

The number and type of documents differs accortiirthe category determined for the modification: Fo
each phase of the project, comparable to the yheades that characterize an industrial projectymieats help
to understand the different evolutions and the iptssgmpacts that the security (immediately orhie tong run).
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It has been identified the following documents:

— A “DOSEC” (French technical term for SECurity DOCent — DOcument de SECurité) is a file
presenting the main security options for the prmjdtis document is the first transmitted and is
associated to a formal presentation to the compatehority.

— The informative document describes and presentsskanalysis specifically related to the constinre
phase (intermediate situation) as well as thosaeaelto the modification itself (final situatiom) terms
of physical protection and / or NMAC with regardtte assigned security functions. The analysis is
conducted in direct connection with the threatthefDBT.

— The security studies (theft / unauthorized remaradabotage) are carried out according to the ¢fpe
nuclear material involved. They concern not onbftland unauthorized removal but also sabotage.

— Other documents can be updated during the proEesgxample: internal security plan, ...

TABLE 1. Type of documents to be filed in suppdraanodification request

Category of  Non-significant Notable Substantial
modification
Nothing is required Security studies (optional) SET
Informative document of the final Informative document of the
and the intermediate situation intermediate situation

Informative document of the
final situation
Security studies
Other documents updated (if
necessary)

The table above lists the documents for each neadifin category. It clearly shows that the numter o
document increases with the importance of the rmaadién.

The guide provides a template of each major doctitoesupport the sites.

At this point, it seems essential to explain thatri-significant modification” doesn’t mean thatsthi
modification should not be subject to an evaluatibpossible impacts on security. On the contrig, analysis
is systematic. And only the result of this analysaé conclude that the change has no impact. Nucplar
document is expected but the competent authorityrequire the operator to present the analysishthatbeen
conducted and that led to this category.

4.3. Definition of anticipation periodsin accordance with the examination time

Obviously, the transmission of information to tlenpetent authority should be done as soon as pessib
But realistically, the date of transmission of ttacuments is defined in connection to the timexafngination
and the progress of the project (presenting afil@ project whose contours need changes is naptéon).

Deadlines vary from 3 months before the start ef ¢bnstruction works for notable modification, to 9
months before the start of the construction wodksstibstantial modification, according to the coemily of the
documents the competent authority has to examine ekamination phase may require many exchangesten
visits, etc.
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5. SOME BENEFITS OF THIS PROCESS

The experiment conducted with Orano presents af loénefits.
5.1. Integration in quality management

The modification management guide is included im libense for each site. As a result, this becomes
binding on the operator and may lead to an enfoecgprocess in case of significant deviation.

With regard to the specific case of Orano, the guila technical note in the management process
associated with the nuclear security activity gkites. As any management document, the corrptémentation
of this technical note is verified through interaalits.

After an experimentation phase, the operator withy out a feedback of experience after a few yehrs
practice and then a review will be done if it coless it necessary.

5.2.  Harmonization of the documentsreceived by the French nuclear security competent authority

The introduction of standardized documents thaakbe guide allows the competent authority to asely
well-structured documents, containing each timkeast the required information. In addition, thenstardized
form of these documents makes the reading andaimprehension easier and faster.

5.3.  What about the other nuclear operators?

A first operator initiated the process describethspaper. Another followed the movement and whige
own guide, largely inspired by the first. For ofera who have not created such a guide, the comipatehority
has annexed to the license the essential elentesythaive to transmit in support of any applicatmmodify the
license.

6. CONCLUSIONS AND PERSPECTIVES

Considering nuclear security aspects in the matifim and completion of associated works in nuclear
facilities is essential. It should be taken inte@amt as far upstream as possible of the projeid.the best way
to limit extra costs and offer significant gainssiecurity.

Beyond security personnel, all project stakeholdatst be involved in the identification of security
aspects. They must be appropriately trained ancciseel to identify potential security impacts ofithprojects.
That is indispensable to guarantee the succedssoptocess and ensure that all changes go thrawsgturity
screening.



