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1. Background and Goal of the present work
KAERI has built a condenser and condensate HIL(Hardware-in-the-Loop) system as a part of IAEA CRP J02008 “Enhancing computer security incident analysis and response planning at nuclear facilities.” The condenser and condensate system, which is a simple version of physical feed-water condenser system in nuclear power plants, is integrated with a hypothetical pressurized water reactor simulator “ASHERAH”, which is also developed by other institutes participating in the IAEA CRP. This integrated system is designed and developed for computer security R & D and training activities, providing a way for security technologies and processes to improve computer security incident response.
In this study, a data classification and analysis system was developed and added to the condenser and condensate HIL systems to collect and analyze the information generated within the HIL system that works with the ASHERAH simulator. The data classification and analysis system can gather all raw input and output data and store it at different resolutions for security event analysis. Through the analysis of events and the selection of candidate parameters, information classification criteria for identifying security events can be defined.
At the same time, the display of the data classification and analysis system is designed as an easy-to-view dashboard to track changes in control and monitoring data. Trend displays on dashboards are used to perceive and identify possible symptoms of cyber events in the HIL system.
2. Design of Condenser HIL system
The training environment consists of (A) Condenser HIL, (B) Main Control Room (MCR) and (C) Data Classification and Analysis System as shown below.
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Design of condenser HIL System
2.1. Condenser HIL
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Condenser HIL 
	In the condenser HIL, the PLC controls the pumps and valves to maintain the condenser water tank level based on the level information from the sonar sensor. The water level information is also delivered in real time to the ASHERAH simulator. The ASHERAH simulator reflects the received water level information and the result of ASHERAH simulator state is transmitted back to the HIL.
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The figure shows a physically deployed Condenser HIL system. 

The physical system helps to identify the Sensitive Digital Assets (SDAs) that are cyber-security targets, and make it easy to recognize the physical impact of cyber attacks.
2.2. Main Control Room
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Main control room for IAEA ITC in ROK 
The MCR is equipped with four operator workstations for controlling the steam generator system, pressurized system, turbine system, and condenser system. It also includes a trend server for tracking plant state changes from the hypothetical reactor model ASHERAH.
2.3. Data Classification and Analysis System
The data classification and analysis system was developed for the purpose of detecting cyber events and for further development into future monitoring systems. This device is connected directly to the network switches included in the HIL system to collect and analyse all the information transmitted between the PLC, HMI, ASHERAH, and MCR.
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Network summary dashboard 
The figure above shows on the dashboard the result of detecting the abnormal condition of the condenser water levels.
In particular, it is shown that when cyber attacks change the normal water level information (100%) and continuously transmit the changed information (80%) to the PLC, the data classification and analysis system detects the modified information.
	


3. Conclusions and Acknowledgements
· A classification and analysis system has been developed which is effective for the identification of cyber security events in HIL systems. The system will continue to be developed and optimized for use in  IAEA International Training Course in collaboration with IAEA CRP J02008 participants.
· This work was supported by the Development of Cyber Security Test and Validation Technology for Nuclear I&C System of the Korea Institute of Energy Technology Evaluation and Planning (KETEP) grant funded by the Korea government Ministry of Trade, Industry and Energy (No. 20171510102100) and IAEA CRP J02008.
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