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Basis

● We have a lexicon describing the impact of a 

threat compromising a computer-based I&C 

system (NSS No. 33-T Para 2.21) that can 

apply to all threat actions.

● However it has limitations:

○ Only captures the final Effect/Consequence, 

the “Boom”.

○ Does not support events which exploit 

Human/Computer as an information interface 

requiring trust.

○ Described through technical specificities.

○ Does not consider computers as complex 

systems more susceptible to a recursive multi-

stage compromise of trust.

● We can extend the model by taking a broader 

view.
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What is Security?



Systems, Functions, and Compromise
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What is Security?

The degree of trust that a given system will continue to provide a desired 

function despite a malicious act.



Transitive Trust

SystemFunction Trust RelationshipFunction + Trust

Adversaries impact systems by exploiting a trust relationship through a malicious act. 

Relying on the function of another system provides an implicit trust relationship.
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There always exists trust relationships between systems.



Transitive Trust
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Recursive Models
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Trust is multidimensional and therefore 

any model must be recursive.

Every system is comprised of elements 

that may be a system to someone else



Computer-based Systems and Information Security
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A System may be broader than computer-based systems.

Trust relationships need to be considered transitive far beyond pure digital connections.



Reactor Operations
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Using this to model Computer Security?



Limitations of Current Approaches

● The strong jargon in computer security 

comes off as spreading fear, uncertainty, 

and doom.

● No tool for defining a computer-security 

scenario escapes the above.

● We as computer security practitioners do 

not know all of the information held by 

individuals who are immersed in the 

problem spaces we’re protecting.

● Computer-based systems always support 

larger systems providing functions.

○ We protect the function, not the 

computer.

● We need to be able to capture these 

relationships and then build on them.

DCSA for the Asherah Hypothetical Facility



Why I Believe This Works?

● You can ask anyone about what they and 

the systems they own trust. This allows 

advanced computer security scenarios to 

be expressed despite reducing the 

requirement technical specificities.

○ Without this we are artificially limited.

● In a cyber-attack the goal of an adversary 

is to use your systems against you to 

exploit further trust relationships (TR) until 

they compromise the desired function

○ All threat actions can be pre-defined 

against trust relationships

○ Only adversarial elements undertake 

threat actions

● It is possible to compute all possible 

scenario permutations.

Lexicon
Elements: people, information, applications, digital 

components, computers.

Security Measures: Measures preserving a TR.

Threat Actions: Actions compromising a TR.
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Expressing the Scenario as a Data Structure (YAML)

---

name: sfpcs-engineer

computer-based: false

adversarial: true

description: “An engineer trained and 

authorised to configure setpoints for the 

spent fuel pool cooling system”

trust-relationships:

- external-bad-guy:

threat-actions:

- blackmail

---

name: engineering-workstation

computer-based: true

adversarial: false

description: “The primary engineering 

workstation for accessing plant systems”

platform: Windows

function: 

parent: 

zone: engineering-services

trust-relationships:

- plant-engineer:

actions:

- unauthorised-use

---

name: sfpcs-programming-password

description: “The password to update the 

SFPCS PLC application logic”

...

parent: engineering-workstation

zone: inherited

trust-relationships:

- engineering-workstation:

threat-actions:

- recover-plaintext-password

---

name: sfpcs-plc

computer-based: true

adversarial: false

description: “The PLC providing control of 

setpoints for the Spent Fuel Pool plant”

platform: Siemens

function: cooling-spent-fuel

parent: 

zone: plant-control

trust-relationships:

- engineering-workstation:

description: “The engineering 

workstation has access through the SL2 

firewall to update the PLC”

security-measures: 

- password-protected:

Description: “A password is 

required to update the application logic”

threat-actions:

- change-plc-logic:

description: “modify PLC logic to 

cause a compromise of the function”

security-measure:

- sfpcs-programming-password



Proof of Concept Application
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Note
All models are flawed, some are useful.

Hopefully this fits into the latter category.
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