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Abstract
Radioactive sources are used, handled and stored for diverse nature of peaceful applications in Pakistan. Sealed Radioactive Sources (SRS) are used at Nuclear Powers Plants, Nuclear Medical Centers, Food Irradiation, Industry, Agriculture and Research Institutes. In order to ensure peaceful applications of these SRS and deter malicious intentions, the corporate level of Pakistan Atomic energy commission (PAEC) has established and sustaining an accountability and control programme for SRS. The basis of this programme is IAEA recommendations and National Regulations on Security of radioactive Sources – PAK/926. Key elements of Accountability & Control Programme are development of SRS database, physical inventory verifications, periodic inspections for compliance verification, assessment of measures for detection, delay, response, security management measures including physical protection plan. The important aspects of this programme are the corporate inspections and recommendations for maintaining and sustaining a robust physical protection system consistent with applicable security levels. The aim of Accountability & Control Programme is to track the SRS from its import to final disposal / return to supplier by ensuring compliance with regulatory requirements at each process step. Security culture is being promoted and periodic trainings & awareness programmes are conducted in order to guide the relevant personnel having responsibility for use, storage and handling of SRS.
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1. Introduction

Radioactive sources including Sealed Radioactive Sources (SRS) are used in wide range of applications worldwide.  SRS are also used in various domains of science & technology in Pakistan for peaceful and productive purposes. Security of these sources is paramount importance so that they may not become attractive target for adversaries. A proper system of management helps to maintain radioactive sources in good physical status and provides means for source tracking and control. It also provides a well-documented process making any future management options safe, secure and cost effective. Moreover, it can substantially reduce the risk of accidents and malicious uses. Thus a system of accountability and control is very important to harmonize practices in line with IAEA recommendations and National Regulations for secure use of radioactive sources [1]. 
Security consciousness is an integral part of Pakistan Atomic Energy Commission (PAEC). PAEC is vigilant in the security of SRS and a continuous surveillance is kept through a comprehensively organized accountability and control programme for SRS. The corporate level of PAEC has developed, maintaining and sustaining this programme for the secure use of SRS in all domains of PAEC. This accountability & control programme for SRS is very helpful in managing source tracking, measures to secure, round the clock surveillance, controlled access, reporting mechanism and controls needed to prevent undesired consequences. These stringent measures will ultimately prevent the likelihood of unauthorized removal or sabotage to the minimum possible level [2].
2. Basis for implementATION OF security of radioactive sources

To achieve and maintain a high level of safety and security for radioactive sources in Pakistan, a sound regulatory infrastructure exists in the country. Pakistan Nuclear Regulatory Authority (PNRA) has enforced national regulations for safe and secure use of SRS in Pakistan. PAEC is entrusted to comply with the requirements of these national regulations, legally binding and non-binding international instruments at its facilities. These national regulations and international legal instruments are the basis for developing, maintaining and sustaining the security of radioactive sources at all working levels of PAEC. National regulations include regulations on security of radioactive sources – PAK/926. The international legal instruments encompass IAEA code of conduct on safety and security of radioactive sources – INFCIRC/663 and Nuclear Security Series – NSS. 
The corporate level of PAEC has been assigned responsibility to ensure compliance with national regulations and International legal instruments for security of radioactive source. The accountability and control programme covers compliance verification and sustainability of security measures for SRS.
3. Accountability and Control Programme
The accountability & control programme is approved by competent authority of PAEC. The key components of this programme are the collection of SRS inventory data from all facilities of PAEC on prescribed Accountability & Control Form (SRS-1), development and management of SRS database at corporate level. The corporate level also physically verifies the inventory of SRS in the possession of PAEC facilities. The important aspect of this programme is the corporate inspections to assess the physical protection system and security management measures for SRS. The recommendations for improvement are also given to PAEC facilities. The detail of each component of Accountability & Control Programme is given in ensuing sections.

3.1. Radioactive sources database

The Corporate level periodically acquires SRS inventory data on prescribed Accountability & Control Form (SRS-1) from PAEC facilities. The information on change in inventory of SRS, transfer/disposal or addition of new SRS in the inventory, is also shared by the facilities. SRS-1 form covers the information on type of radioactive source, identification number, half-life, physical form, date of purchase, initial activity, category, source location, custodian and source transfer information. The facility is also asked to furnish the information on on-site security management measures for SRS. It include access control measures, information protection, physical protection plan,  SRS handling procedures and information on relevant records (e.g. periodic inventory verification, leak testing, key issuance, SRS user log). The information on SRS labelling, storage conditions of Radioactive Sources Storage Room (RSSR) is also obtained.
The corporate level has developed, maintaining and sustaining SRS database to analyse SRS data for inspection and verification of conformance with regulatory requirements. The fields of database are selected such that all information specific to radioactive source is extracted from inventory data. The detail of major fields is given as under:

(a) Name of Facility;
(b) Source ID;
(c) Source Name;
(d) Half Life;
(e) Number of Sources;
(f) Import Activity;
(g) Category of Source;
(h) Physical Form;
(i) Application.
The output data is in the form of database report which provides basis for physical inventory verification of SRS and conduct of corporate inspection. 
3.2. Corporate oversight and sustainability
National regulations on security of radioactive sources – PAK/926 establish requirements for secure use of radioactive sources in the country. The corporate level of PAEC has been assigned the responsibility to oversee compliance with these regulations. To achieve this objective, corporate inspections are conducted periodically for compliance verification, assessment of measures for detection, delay, response, security management including physical protection plan. It is ensured that these measures are consistent with graded security levels as per requirements of PAK/926.
The sustainability of physical protection system (PPS) is ensured through maintenance and testing programmes developed by the facility to keep PPS working as designed, adopting emerging technologies to enhance effectiveness of PPS, and to develop a culture that fosters high performing organizations. To effectively maintain a PPS requires not only effectively sustaining the technology but also sustaining the people using the technology. The corporate level of PAEC ensures that the facility should develop written policies and procedures to ensure the continuity of knowledge of and control over radioactive sources. Policies and procedures should be part of the facility’s sustainability programme. The sustainability of physical protection measures is ensured through periodic inspections and recommendations for corrective actions. This corporate oversight is helpful for PAEC facilities to upgrade and sustain the physical protection system with evolving threats consistent with regulatory requirements. The corporate oversight has been subdivided into two parts; Assessment of technical measures and security management. The detail of each part is provided in following sections. Checklist based inspection is conducted that covers both technical and security management measures. A sample checklist that covers physical inventory verification is given in Fig. 1.
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Checklist for Accountability & Control of SRS Dated
PART A: INVENTORY AND RECORDS
PART Al: INVENTORY VERIFICATION
EATS Check Point Status | Romarks (fany)
T

Total number of sources physically verified.

2| Total number of un-veriied sources.

3| Total number of un-dentfied sources.

4| Total Number of Fixed Sources.

5| Total Number of portable sources.

& | Total number of sources transfered o any other faciity.

7. Total number of sources borrowed from any other faciity.

8| Total number of sources imported.

S| Total number of sources in-use.

70| Number of sources stored as back up sources.

77| Number of sources siored for disposal.

72| Number of sources Gisposed-ofi.

T3 Number of sources retumed 1o the manufacturer

74| Number of sources installed in device(s)/Equipment(s) (attach details

installed location(s) )
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FIG. 1. Inspection checklist for physical inventory verification.

3.3. Categorization system and corresponding security levels for radioactive sources

The purpose of categorizing the radioactive sources is to provide a basis for risk informed decision making, including requirements for security measures to reduce the likelihood of successful malicious acts. PNRA recommended categorization system has been adopted and implemented at all facilities of PAEC dealing with radioactive sources. The national regulations have set practice based categorization of radioactive sources, however A/D ratio is also defined to determine categorization of the sources. The categorization of SRS and corresponding security levels have been given in Fig. 2. For unsealed radioactive sources, categorization is based on A/D ratio.
The corporate level of PAEC ensures that Category 1 radioactive sources should be assigned Security Level A; Category 2 radioactive sources Security Level B; and Category 3 radioactive source should be assigned Security Level C. Besides the prudent management practices, additional security measures have been recommended for Category 4 and 5 radioactive sources by PNRA.  These radioactive sources have been assigned security level D. It is ensured during the corporate inspections that the security measures are consistent with applicable security levels.
Enhanced security measures have been recommended for Mobile and portable radioactive sources when used in field applications. It is ensured that the measures for immediate detection, effective delay and timely response are taken in case of unauthorized access to or removal of the radioactive sources. The effectiveness of these measures is also checked.
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Category Practices' A/D Level
1 Irradiators, Teletherapy A/D > 1000 A
5 Industrial radiography, High/medium dose rate 1000>ADZ10 B
Brachytherapy
3 Fixed industrial gauges that incorporate high activity 105A/D>1 c
sources, Well logging gauges
Low dose rate (LDR) Brachytherapy, Industrial
4 gauges that incorporate low activity sources, Bone 1>A/D>0.01
densitometers, Static eliminators
LDR Brachytherapy eye plaques and permanent D
5 implant sources, X-ray fluorescence devices 0.01>A/D and A >
containing sources, Electron capture devices, exempt
Mossbauer spectrometry, check sources.

(@ Overriding priority for the categorization of radioactive sources shall be given to their use in a
certain practice.

b) In case of radioactive source is not listed in column 2 of the above table, then A/D ratio shall be
used for their categorization. Where A = Activity of a radionuclide and D = D value for
radionuclide n. (A list of D values of various radionuclides is specified in Table-1).

() Furthermore, for the radioactive sources during manufacture and storage, their A/D value shall

only be considered for categorization.




FIG. 2. Criteria for categorization and corresponding security levels for sealed radioactive sources [3].
3.4. Physical protection system
The corporate level ensures that physical protection system should be designed to meet the regulatory requirements of PAK/926. The security system should also include security management measures for the integration of people, procedures, and equipment through the application of administrative measures. These measures should be applied in an integrated and balance manner with defence in depth features.

The PPS should be capable of providing immediate detection of any unauthorized access to radioactive source locations. The detection should be followed by immediate assessment of detection. It should also provide delay after detection sufficient for response personnel to interrupt the adversary. The compliance with these requirements and their sustainability are checked through periodic corporate inspections. Checklist based inspections are conducted which have been prepared in line with PNRA PAK/926 and IAEA NSS-11. For instance, for Category 1 radioactive source, the measures for immediate detection of unauthorized access / removal of radioactive source from secured area are checked. The measures for immediate assessment of detection and communication to response personnel through rapid, dependable and diverse means of communication are also verified. Similarly the compliance with the requirements of delay, access control, physical inventory verification by facility and response measures are also verified. A sample checkpoints for category 1 SRS are given in Fig. 3. The inspection checklist is explicitly prepared for each category of radioactive source keeping in view the concept of graded approach. 
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Checklist for Accountability & Control of SRS

Code

212(03.001)/

Dated

PART B1: Security Measures for Category 1 Sealed Radioactive Sources — Security Level A

Sr. - Remarks
No. Check Point Yes/No (i Any)
1. | Isimmediate detection of any unauthorized access to the secured area being

carried out by the use of electronic intrusion detection system?

2. |Is continuous surveillance being ensured when IDS intentionally bypassed by the
operating personnel?

3. | Does immediate detection of any attempted unauthorized removal of the sources
in place by the use of electronic tamper detection device?

4. |Is the continuous surveillance/assessment of detection of the Radioactive
Sources Storage Room (RSSR) being carried out through CCTV?

5. | Is the remote video monitoring of the source room being carried out at Control
Room?

6. | Is there any means in place forimmediate assessment of the cause of the alarm
by the facility/response personnel?

7. [ s there any procedure in place to immediately respond to the alarm by the
facility/response personnel?

8. | Have the facility (response personnel / operator) rapid dependable and diverse
(at least two) means of communication to respond immediately following an
unauthorized removal or access?

9. | Isimmediate detection of any unauthorized access to the secured area being
carried out by the use of electronic intrusion detection system?

10. | Does operator verify physically the presence of radioactive sources through
fortnightly check(s)?

1. | Does the system comprising at least two layers of delay barriers to prevent
unauthorized access to radioactive source?

12. | Is Two Person rule implemented for access to secured area?
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FIG. 3. Checklist for Category 1 radioactive sources.
3.5. Security management measures

The security management is the backbone of overall physical protection system. During corporate inspections, it is ensured that the facility has established access control measures that effectively restrict access to radioactive source to authorized persons only. Furthermore, the process for granting unescorted access to radioactive source and sensitive information has been established. The individuals authorized for unescorted access are reliable and trustworthy. It is ensured that the facility has established a periodic accounting process for all radioactive sources. It is also checked that the training and qualification of individuals, with physical protection related responsibilities, are adequate.
It is ensured that the records and reports are complete, accurate and timely, and provide sufficient information to resolve irregularities. The accounting and inventory record of radioactive sources are also verified. The records system can be used to resolve indications of unauthorized removal and aid in the investigation and recovery of missing source. The records system provides accurate and complete information about the identity, quantity, type and location of all radioactive source in the facility. The corporate inspections require that the records system should be updated each time the radioactive source is received, transferred, relocated, shipped or discarded. The following areas related to security management measures are considered for corporate oversight: 
(a) Accounting, Inventory and records;

(b) Access control;
(c) Trustworthiness;  

(d) Information protection;

(e) Physical Protection Plan;  

(f) Training and qualification; 

(g)  Physical protection system evaluation and effectiveness; 

(h) Security event reporting and post-event reporting.

3.6. Physical protection plan
Physical protection plan is an important tool for documenting and directing the activities associated with establishing, implementing and maintaining an effective, sustainable and integrated physical protection system that demonstrates and supports the operator’s security culture [4]. All licensee of PNRA are required to prepares and submit the physical protection plan to PNRA before introducing radioactive source at the facility. 

After the promulgation of PAK/926, the corporate office of PAEC initiated a comprehensive review of physical protection plans of PAEC facilities dealing with radioactive sources. PAEC facilities were advised to tailor the physical plans to comply with regulatory requirements of PAK/926. The corporate office also issued guidelines for preparation of physical protection plan. This guidelines document is based on PNRA PAK/926 and IAEA NSS-14 & NSS-11. During corporate review process, it is ensured that the physical protection plan should describe the physical protection system, security management measures and implementing procedures for secure use and storage of radioactive sources. After conducting corporate review, the plans are submitted to PNRA for regulatory review and acceptance. It is ensured during corporate inspection that facility should implement, test, periodically review and revise, as necessary, the physical protection plan and comply with its provisions. 
3.7. Security Event Reporting
Security event means an event that has potential or actual implications for security. According to requirements of PAK/926, whenever an event involving the loss of control of, damage to, unauthorized transfer / access to, actual or attempted theft or sabotage of a radioactive source has occurred, the facility shall take immediate remedial actions and notify PNRA within twenty four (24) hours. Furthermore, a preliminary report shall be submitted within seventy two (72) hours and  a detailed report shall also be submitted within sixty (60) days on the causes of the event, its circumstances and consequences, and on the corrective actions taken or to be taken. The national Point of Contact (POC) for Incident and Trafficking Database (ITDB) at PNRA reports confirmed incidents (if any) to IAEA through proper channel.
The corporate level of PAEC ensures that PNRA requirements for security event reporting have been addressed in physical protection plan of the facility including measures to timely and effective response to a suspected, attempted or actual malicious acts involving radioactive source. The facility has responsibility for facility-specific response measures; however any event with off-site consequences are managed in a coordinated and integrated way taking on board all concerned organizations. 
3.8. Interim Storage of Disused radioactive Sources
SRS are imported and transported within Pakistan only with prior information to PNRA. Disused SRS are being managed in two ways; one is to return to manufacturer while the other is interim storage. According to PNRA regulations, SRS having half-life greater than one year and initial activity of 100 GBq or more should be purchased by the users / importers with the undertaking from the manufacturer/supplier to accept the return of these SRS when no longer useful for the intended purpose [5]. This condition shall be included in the purchase contract as binding to the supplier. Without the inclusion of this condition, NOC will not be issued by PNRA. This is one way for disposal of SRS in Pakistan.

Special arrangements have been made for interim storage of SRS at two sites. There are two interim storage facilities for the storage of disused SRS in Pakistan. One is located in northern part of Pakistan at Pakistan Institute of Nuclear Science and Technology (PINSTECH), Islamabad which covers Punjab, Khyber Pakhtunkhwa provinces and Capital territory while the other is in southern part of the country at Karachi Nuclear Power Plant (KANUPP), Karachi for Sindh and Balochistan Provinces. These locations are selected so that disused radioactive sources may be transferred to interim storage facility with minimal transport distance.

The coordination and resources mobilization, for interim storage of disused SRS, is an important part of Accountability &Control programme. This is the final step of radioactive source tracking from cradle to grave. All stages of the life-cycle of these radioactive sources: their transportation; use; storage; and, return of the disused sources are examined for compliance with national regulation and best international practices. The corporate level acts as focal point for the interim storage of disused SRS from all PAEC facilities. On the receipt of request for interim storage of disused SRS from the facility, the corporate level coordinates with interim storage facility and remains in picture till the completion of whole activity. The arrangement for temporary storage of orphan source found (if any) is also carried out in coordination with PNRA at same interim storage facilities.
3.9. Security Culture
Security culture is the assembly of characteristics, attitudes and behaviours of individuals, organizations and institutions which serves as the means to support, enhance and sustain nuclear security [6]. Security Culture is one of the fundamental principles of Convention on the Physical Protection of Nuclear Material (CPPNM) and 2005 amendment to CPPNM. Pakistan is, a party to Amendment to CPPNM, fostering security culture in all domains of PAEC facilities. It is well established that the prime responsibility for the secure use of SRS lies with facility / user. The facility is also responsible for embedding a robust security culture within the overall organizational culture. The Accountability & Control Programme also oversee measures for effective security culture with in the facility. The facility is also supported for the establishment of security culture through trainings conducted by corporate level of PAEC. These training and seminars provide common platform for experience sharing and harmonization of practices. Regular training and retraining programmes are conducted by PAEC facilities to promote security culture and capacity building.

4. Conclusion

PAEC is committed for safe and secure use and handling of radioactive sources at all organizational levels. The corporate level of PAEC is entrusted to ensure compliance with regulatory requirements for safe and secure use and storage of radioactive sources. An accountability and control programme has been developed, implemented and sustained for this purpose. The aim of this programme is to implement harmonized practices, using concept of graded approach and applicable security levels for SRS, in line with IAEA recommendations and national regulations. The ultimate outcome of this programme is the source tracking from import to final disposal (cradle to grave) and secure use at all stages of life cycle.
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