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Abstract

Education and training play a pivotal role in the development and up-gradation of overall security system. Specific training and education is necessary as new challenges evolve with time. After 9/11, the world scenario has completely changed in terms of security. With change of threat level, there is a need to improve, strengthen and revise existing education and training infrastructure. Nuclear Security education and training in Pakistan has been designed and delivered for awareness of employees involving in various activities of nuclear power programme, nuclear medical centers, agriculture centers and food industry etc. At national level, Pakistan has established a center of excellence to serve as regional and international hub for training and disseminating relevant know-how through three institutes: Pakistan Center of Excellence for Nuclear Security (PCENS), the National Institute of Safety and Security (NISAS), and the Pakistan Institute of Engineering and Applied Sciences (PIEAS). Nuclear security personnel are involved in various assignments in Pakistan, including nuclear security detection, design of physical protection system, operation and maintenance of physical protection system, security contingency management etc. Different nuclear security assignments have different capacity building and training requirements. It is important to ascertain that nuclear security personnel can only perform their assignments effectively if they are given job-specific trainings. This also enhances their technical capabilities and create smooth interfaces with different management systems at a facility. The paper describes a program which is implemented in Pakistan for capacity building of personnel in the field of nuclear security focusing on job-specific trainings which is effective and can be used as a training module for nuclear security trainings.
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1. INTRODUCTION- CAPACITY BUILDING INFRASTRUCTURE FOR NUCLEAR SECURITY IN PAKISTAN
Nuclear technology is used for various applications/ different operational requirements in Pakistan, such as power production, medical (cancer) treatment, irradiation of food and agriculture commodities, research and development, radioisotope production and education etc. [1] After the events of 9/ 11, the global situation has changed in terms of security. The world started thinking about the risk of theft of nuclear and radioactive material and sabotage of nuclear installations and radiation facilities; the consequences of which could have far-reaching implications worldwide. Therefore, Pakistan has also developed a comprehensive nuclear security regime. There is a constant need to improve, strengthen and revise existing education and training infrastructure. Nuclear Security education and training in Pakistan has been designed and delivered for awareness of employees involving in various job-specific nuclear security activities.
With the assistance of IAEA, Pakistan has developed an integrated capacity building infrastructure for nuclear security professionals/ staff/ personnel. The infrastructure affiliates three (03) national entities/ institutes i.e. National Institute of Safety and Security (NISAS), Pakistan Centre of Excellence for Nuclear Security (PCENS) and Pakistan Institute of Engineering and Applied Sciences (PIEAS). Fig. 1 represents the capacity building infrastructure for nuclear security in Pakistan. PCENS, in addition to being a capacity building institute, also collaborates with IAEA for the international network for Nuclear Security Training and Support Centre (NSSC).
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FIG. 1. Capacity Building Infrastructure for Nuclear Security in Pakistan.
In 2016, Pakistan hosted the annual meeting of NSSC in Islamabad in collaboration with the International Atomic Energy Agency (IAEA). This was the first time the meeting was held outside of the IAEA Headquarters, and it was attended by 30 states; 56 participants including 10 Pakistanis [2]. It was highlighted that NSSC establishment can lead to enhancement of national human resource development capabilities, strengthen technical and scientific support programmes, and build robust national capacity in nuclear security.

Besides the academics, sophisticated and up-to-date syllabus and classroom accessories, all the three institutes are well equipped with state-of-the-art laboratories to cover the practical aspects of nuclear security education/ trainings. The main responsibilities of these institutes vary; however, these institutes work in collaboration as well and complement each other. The details are given in forthcoming sections.

2. NATIONAL INSTITUTE OF SAFETY AND SECURITY (NISAS)
NISAS – a training institute established at Pakistan Nuclear Regulatory Authority Headquarters (PNRA HQs) to enhance capabilities for effective regulatory operations for nuclear safety and security professionals. The institute imparts training, knowledge and skills to newly recruited officers, as well as, arranges refresher courses for the existing staff. NISAS also arranges training for participants of other organizations who have a role in maintaining nuclear safety and security in the country and whose professional training, is therefore, of utmost importance. All modern gadgets & equipment are available in the classrooms & laboratories of NISAS.
NISAS conducts a range of professional training courses, workshops and on-the-job trainings to build overall competency. For Physical Protection which is an essential component of Nuclear Security, NISAS has established state-of-the art Physical Protection Interior Lab (PPIL) which consists of physical protection subsystem labs, nuclear power plant equipment model lab. For demonstration of physical protection technologies at exterior applications, NISAS has also established a Physical Protection Exterior Lab (PPEL) at PCENS, Chakri, Islamabad.
2.1
Nuclear Power Plant (NPP) Major Equipment Model Lab
For a nuclear security professional, it is deemed necessary to have knowledge/ awareness of critical equipment/ systems of nuclear installations. NISAS is equipped with a Lab having NPP major equipment cutaway models. The models are replica of major equipment/ systems and prepared at reduced scale for demonstration purposes. The trainees are briefed about major equipment; manufacture, functionality, security by design characteristics etc.
NISAS has developed virtual models of major equipment/ systems of NPP. These are computational models and show each and every part/ component of NPPs and the way, the parts/ components are assembled and thus enables in-depth knowledge and understanding for nuclear safety and security professionals. Virtual 3D models of assemblies, parts, cross sections, cladding, assemblies and animations of NPP components are available for training and better understanding of systems [3].

2.2 
Access Control System (ACS) Lab

The Lab consists of wall mounted Access Control System (ACS) panels. These panels show different characteristics and arrangements of ACS. For example, one of the panels consists of a reader, occupancy sensor, CCTV camera, egress switch and a miniature door with magnetic lock and sensor. Different readers have been installed like RF card plus pin reader, scrambled pad, finger print plus pin reader and, magnetic card plus pin reader. In addition, the lab has few stand-alone access control systems such as face recognition system, hand geometry reader, iris recognition system, full & half height turnstile and X-ray package scanner [3].

2.3
Intrusion Detection System (IDS) Lab

The Intrusion Detection System (IDS) Lab consists of wall mounted panels. The panels contain a range of interior intrusion detection sensors. The purpose is to demonstrate characteristics of different intrusion detection equipment. In addition, the lab has ceiling mount sensors, sensors on glass windows and walls to demonstrate detection of intrusion attempts/ scenarios through ceiling, windows and walls. The lab also possesses some sensors used at exterior applications such as fence associated sensors and the free-standing sensors. These can be used for demonstration as well as practical work [3].

2.4
CCTV System & Mock up Model Lab

The lab is equipped with CCTV display monitors, storage server and other accessories. A number of cameras are installed in the corridors, hallways and entrances to keep track of persons entering the lab areas from outside. There is provision of a camera with built-in IR illuminator, a dome camera and the security lighting units triggered with PIR sensor to augment the recording by cameras.

The facility has a mock-up model which shows different security zones of a hypothetical nuclear power plant. The purpose of the model is to familiarize the course participants with different areas of NPP with regards to security. The whole facility is divided into Off Site Area, Limited Access Area, Protected Area and Inner/ Vital Area. Different gadgets with regards to regulatory requirements are installed for demonstration purposes [3].
2.5
Physical Protection Exterior Lab (PPEL)

The Physical Protection Exterior Laboratory (PPEL) has been established under the umbrella of NISAS by Pakistan Nuclear Regulatory Authority (PNRA) with the assistance of International Atomic Energy Agency (IAEA). PPEL is located at PCENS, Chakri, Islamabad.

The facility includes a range of sophisticated physical protection technologies used in exterior applications. PPEL has been designed in such a way to replicate a nuclear facility i.e. PPEL has been demarcated into security layers viz.: off-site area, limited access area, protected area and inner/ vital area.

PPEL has following systems/ modules which are used for research & development and hands-on training of national and international participants – to enable them to design, install, operate and integrate various security systems:

· Intrusion Detection System

· Access Control System

· Isolation Zone

· CCTV systems

· Under Vehicle Surveillance System (UVSS)

· Pedestrian Entry/ Exit Control Point

· Vehicle Entry/ Exit Control Point

· Vehicle barriers (passive/ active)

· Pedestrian barriers

· Fence Testing Bed

· Lighting System

· Lock & Key Management System

· Fire Alarm and Suppression System

All these systems/ modules are integrated via software. The whole system is monitored from Central Alarm Station (CAS). To demonstrate redundancy, a Secondary Alarm Station (SAS) has been established at PPEL.

2.6
Pakistan Atomic Energy Commission (PAEC) Human Resource (HR) Training under
IAEA- Pakistan Nuclear Security Cooperation Program

A systematic effort to upgrade nuclear security at Nuclear Power Plants (NPPs) and Nuclear Medical Centres is under implementation. Under the IAEA-Pakistan Nuclear Security Cooperation Program, physical protection at Nuclear Medical Centres working under Pakistan Atomic Energy Commission (PAEC) having high activity radioactive sources, are being upgraded in a phased manner. Capacity building is an important outcome of this project. Initially, with the assistance of IAEA, PNRA officials/ staff working in the field of nuclear security qualified IAEA’s ‘train-the-trainer’ programme which increased their overall competence to impart nuclear security trainings in their respective areas.
A human resource training program is in place, wherein, job-specific basic and advanced level courses are conducted at NISAS by PNRA officials for operators of these facilities on operation and maintenance of physical protection system and equipment. The purpose of this program is to build capacity of operators for sustainability of physical protection system and equipment so that they can execute their jobs effectively.
The basic level training course provides knowledge of fundamental physical protection principles and design of the actual physical protection system installed at the facilities. The advanced level course offers hands-on-training on security gadgets/ equipment, to enable the trainees to become well-acquainted with the threads of operation and maintenance pertinent to physical protection system.
Thorough knowledge and practical trainings on physical protection sub-systems, integration and security control room operational aspects, delivered under this HR training program, enable the participants to become familiar with methodologies of trouble-shooting, fault-tracing, and preventive and corrective maintenances with regard to their specific jobs. This, in turn, enables them to fulfill national regulatory requirements appropriately.
2.7
Overview of Nuclear Security Trainings Conducted at NISAS

The number of nuclear security trainings conducted by NISAS till-date along with the number of participants over the last one and a half decade are given in Fig. 2 below:
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FIG. 2. Overview of Nuclear Security Trainings Conducted at NISAS.
3. PAKISTAN CENTRE OF EXCELLENCE FOR NUCLEAR SECURITY (PCENS)
Pakistan Centre of Excellence for Nuclear Security (PCENS) has been established to train dedicated security force with a focus on security, intelligence, counter-intelligence and technical training. During his 2016 visit, the IAEA Director General appreciated the quality and diverse range of training programmes offered by PCENS [4]. PCENS has, in a short time, attained the stature of a regional and international hub for education in the field of nuclear security. It has so far trained over 12,000 personnel in the field of nuclear security. Major areas that form part of nuclear security training at PCENS include the following.
3.1 Protective Force and Physical Protection
The following topics are covered in this module:

· Security Soldier Basics

· Quick Response Force
· Special Response Force
· Basic Level Physical Protection
· Design Basis Threat
· Vulnerability Assessment and Performance Testing, and
· Security of Radiation Sources, etc.
3.2
Security and Intelligence

Courses taught in this module cover following topics:

· Security Familiarization

· Intelligence Familiarization

· Nuclear Security Culture
· Cyber Security, and

· Counter-Intelligence, etc.
3.3
Material Control and Accounting

This module includes trainings on following topics:
· Intrusion sensing
· Alarm assessment

· Alarm communication
· Entry control
· Radiation monitoring, and 
· Inventory verifications etc.
3.4 Delay and Response:

Trainings in this module covers the following topics/ areas:

· Passive and active barriers
· Engagement

· Communication to response force
· Deployment of response force
· Threat neutralization
· Human Reliability Programme (HRP), and
· Transportation of nuclear material, etc.
Pakistan has offered PCENS to act as a regional and international hub for capacity building of officials and security personnel. Various national and international courses are conducted at PCENS in collaboration with IAEA and PNRA.
4. PAKISTAN INSTITUTE OF ENGINEERING AND APPLIED SCIENCES (PIEAS) –EDUCATIONAL LABORATORY

The third entity/ institution that affiliates into the integrated capacity building infrastructure of Pakistan is PIEAS. PIEAS is a No. 1 engineering university on Higher Education Commission (HEC) ranking in Pakistan. Under the IAEA-Pakistan Nuclear Security Cooperation Programme, PIEAS has developed a physical protection laboratory. This is an educational laboratory intended for master students of PIEAS. As sub-specialty of MS Nuclear Engineering, PIEAS in close collaboration with NISAS (PNRA) offers following courses for each batch of students:

· Introduction to Nuclear Security

· Physical Protection Systems

· Nuclear Material Accountancy and Control 

·  Nuclear Forensics

As given in its statement-of-work scope document, the PIEAS laboratory covers following physical protection system modules/ systems: 

· Intrusion Detection System (IDS)

· Access Control System (ACS)

· CCTV Systems 

·  Integration Software

· Graphical User Interface (GUI)

The IDS and ACS sections of the laboratory have been constructed in such a way to have sufficient space for students, discussions, paper work and also fulfill the purpose of examination hall. 

The ultimate target of developing physical protection laboratory at PIEAS is to establish an independent and dedicated department for nuclear security master degree programme wherein MS Nuclear Security will be offered for national, regional and international students. 

The physical protection laboratory at PIEAS offers concept-demonstration of the operation and working principles, maintenance, hands-on training and practical exercises on available technologies and physical protection equipment. The faculty associated with the laboratory are working hard to widen the scope and to host national training courses on physical protection for operators of nuclear installations, regulatory staff, security personnel and students of MS Nuclear Engineering with specialization in physical protection. The experience gained will be used in development of dedicated department for nuclear security.

5. CONCLUSION

An integrated infrastructure for capacity building in the field of nuclear security enhances efforts of a state to maintain and sustain its nuclear security programme. One of the greatest advantage of developing an integrated infrastructure for capacity building in the field of nuclear security is scalability. Other institutions and organizations may also be included to further widen the scope. If adversaries cannot deter from malicious intentions, nuclear security professional will continue to grow and evolve nuclear security programme wherein state of the art capacity building infrastructure adds to maintaining and sustaining the programme. Pakistan’s nuclear security capacity building infrastructure is integrated and aimed at keeping nuclear security professionals up-to-date and technologically advanced with regard to their specific jobs, in order to safeguard against a wide threat spectrum.
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