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Abstract
The present paper summarizes the work conducted by the authors working on the International Atomic Energy Agency (IAEA) Coordinated Research Project (CRP) on “Nuclear Security for Research Reactors and Associated Facilities (RRAFs)-J02006” and more specifically, Task 2 activities: “Comprehensive Measurement of Security Risk for Research Reactors and Associated Facilities (RRAF)”. Task 2 aims to determine a methodology to estimate/inform on the holistic security risk posed by the suite of radiological and nuclear targets at a RRAF. This methodology will allow comparison of risks posed by buildings within a site and sites within a country.
The work focused on analysing the “likelihood” dimension of risk and more specifically, identifying the attractiveness of the nuclear and radiological material as potential theft and sabotage targets. Attractiveness addresses the ease of access and simplicity of initiation of unacceptable consequences without considering the local threat environment or security system of the RRAF. Concerning the “consequences” element of risk, the focus of the work thus far has been on the health and economic impacts of an event.
The proposed approach assesses the attractiveness and potential consequences of the nuclear and radiological materials and then proceeds to aggregate on building level and for the entire facility. Since RRAFs typically contain multiple potential targets, we propose a methodological framework to identify which materials / buildings and facilities are at higher risk, by comparing dissimilar events and types of material. 

The application of the proposed methodology is applied to three hypothetical facilities , the IAEA Hypothetical Atomic Research Institute – HARI , University Medical Center – UMC and Shapash Nuclear Research Institute.
1. Introduction

Research Reactors and Associated Facilities (RRAF) have been traditionally a key element of nuclear science and applications, possessing unique characteristics, such as academic openness to the community, co-location with other facilities. The sheer diversity of designs and uses of RRAF, diversities to the power levels, fission products, configurations, funding arrangements, and staffing has made standardization of physical protection measures a very difficult task. These diverse issues present difficult challenges for establishing an effective physical protection system for RRAFs which may include: inherent facility vulnerabilities due to changing threat environment, inadequate security measures and equipment, and the attractiveness of nuclear and other radioactive material for unauthorized removal and sabotage. 

One of the most challenging elements of the present work is to identify the significance of the individual RRAF assets for nuclear and other radioactive material. These are considered as potential targets for malicious acts, but have been given limited specific guidance in existing IAEA Nuclear Security Series publications. Reference [1] provides guidance concerning the primary factor in determining the physical protection measures against unauthorized removal. Table 1 of that document categorizes the different types of nuclear material in terms of element, isotope, quantity, physical and chemical form, dilution and irradiation. Reference [2] indicates that target attractiveness should be made based upon State thresholds for unacceptable radiological consequences (URC), that in turn, depends upon the nuclear and other radioactive material inventory, type of material, and the ease that it can be dispersed. Reference [3] also discusses attractiveness levels of RRAF material for unauthorized removal, based on its physical and chemical form, the amount of material, and its ease to access it.  
2. Overview of CRP Task 2 objectives

The scope of the present research is to identify factors for developing a common comprehensive normalized ranking scheme for security risk posed by nuclear and other radioactive materials while considering the unique characteristics of RRAFs. The task aims to develop a methodology to compare, under a common metric,  seemingly dis-similar types of events (unauthorized removal and/or sabotage) and also different types of nuclear and other radioactive material to support risk informed decisions for improving RRAF physical protection regimes.

The proposed risk ranking methodology could be utilized by RRAF operators and national authorities for assessing and comparing relative perceived risk of nuclear and radioactive material within a single site or across multiple sites, and prioritize those areas that may need additional analysis and/or physical protection measures. The risk ranking could potentially provide valuable input to the development of RRAF vulnerability, emergency management site specific plans, and also the implementation of the Reference [4] methodology. 

The presented work and incorporates revisions and updates made through the discussion and exchange of ideas during the last 3 years, with participants from CRP Task 1 and during a side event in the 2020 IAEA RR Conference.
3. developed methodology 
Risk has been defined in Refs [1,5-7], as the potential for an unwanted outcome resulting from a nuclear security event as determined by its likelihood and the associated consequences if it were to occur. The types of events assessed by the developed approach are: 

· Unauthorized removal with the intent to construct an improvised nuclear device (IND);

· Unauthorized removal which could lead to use in a subsequent radiological dispersal device (RDD);

· Unauthorized removal which could lead to use in a subsequent radiological exposure device (RED);

· Risk of sabotage to research reactor (RR) nuclear material / core

· Risk of sabotage to RR other radioactive materials

Concerning the “likelihood” element of risk, Task 2 focuses on identifying the attractiveness of the nuclear and other radioactive material, and it does not consider the effectiveness of the physical protection measures or the threat environment. For the “consequences”, a composite index has been proposed accounting collectively for every possible event depending on the category classification and form of the NM and RM. 

Concerning the some further detail on the proposed approach the readers could consult the paper presented at the IAEA 2020 Research Reactor Conference in Buenos Aires. 
3.1 Attractiveness

The sections below introduce the different attractiveness factors and its relative scaling (Table 1). As stated above, specific physical protection measures of the RRAF (e.g., detection systems, types of delay barriers, and response) are not included in the attractiveness determination. 

Accessibility: The accessibility to the location of nuclear material/radioactive material (NM/RM) inside the facility by an external adversary is captured by the number of locked boundary layers the material is contained within. The most attractive target is the one with no boundary layers [3], and the attractiveness value is reduced by adding extra boundary layers. 

Facility location: This factor provides an estimation of the attractiveness based on the location of a facility, which indicates the level of consequences resulting from a nuclear or radiological security event.

Potential to initiate events. The proposed factor is a combination of: a) the relative ease at which a potential adversary can initiate a security event based on NM/RM material type, category and form and b) a composite indicator accounting for all possible types of malicious actions that can be initiated by an adversary (IND-RDD-RED-NM sabotage-RM sabotage). 

Ease of handling / detection avoidance, which is linked to the NM/RM radioactivity. Unirradiated nuclear material is perceived as the easiest target type to handle and avoid detection, as compared to high energy gamma emitting (γ) sources that require additional shielding to reduce risk of biological effects and avoid detection.

The portability factor is linked to the size and weight of the target material and can include shielding. The most attractive material is the one that can be handheld and easily man-portable.

Each of the identified factors is assigned a relative scaling value presented in the right column of Table 1, with the factor “potential to initiate events” described in . A weighted sum of the squared scaled values of the attractiveness factors is implemented to reach the final attractiveness value for each material in a RRAF.

TABLE 1. ANALYSIS OF ATTRACTIVENESS FACTORS

	Attractiveness Category
	1 - Very Low
	2 - Low
	3 -Medium 
	4 - High
	5 - Very High
	Relative scaling 

	Target accessibility
	4 or more layers
	3 layers
	2 layers
	1 layer
	no layers
	25%

	RRAF location
	low population density
	national monument / iconic site
	Major public event
	significant agriculture / infrastructures
	city centre / highly populated
	10%

	ease of handling / detection avoidance
	> 1MeV /decay
	>0.75 MeV /decay
	>0.5 MeV /decay
	<0. 5 MeV /decay
	Unirradiated nuclear material and other alpha
	5%

	Portability 
	Truck
	-
	Hand Truck
	-
	handheld
	 5%

	Potential to weaponize 
	Table 2
	55%


TABLE 2. Analysis of “Potential to Weaponize” value

	Event
	Ease of initiation
	below CATIII
	CAT III NM
	CAT III M
	CAT II NM
	CAT II M
	CAT I NM
	CAT I M
	cool irradiated
	freshly irradiated
	CAT5
	CAT4
	CAT3ND
	CAT3D
	CAT2ND
	CAT2D
	CAT1ND
	CAT1D

	IND
	0.5%
	
	
	
	
	
	
	5
	
	
	
	
	
	
	
	
	
	

	NMsab
	42.0%
	3
	3
	3
	3
	3
	3
	3
	4
	5
	
	
	
	
	
	
	
	

	RDD
	25.0%
	1
	1
	1
	1
	1
	1
	1
	3
	4
	
	
	2
	3
	3
	4
	4
	5

	RMsab
	42.0%
	
	
	
	
	
	
	
	
	
	1
	1
	1
	2
	1
	4
	2
	5

	RED
	32.5%
	
	
	
	
	
	
	
	3
	5
	
	
	3
	3
	4
	4
	5
	5

	
	
	4.03
	4.03
	4.03
	4.03
	4.03
	4.03
	4.155
	11.895
	22.625
	0.42
	0.42
	4.345
	6.855
	7.87
	15.92
	13.805
	24.875


3.2 Consequences 

Concerning consequences, there was an effort to link the category/type and form of material with a ranked estimate of:

Human health. These may include casualties (deaths and injuries) caused by the device (e.g. resulting from an explosion) as well as exposure to radiation or intakes of radionuclides from the nuclear material or other radioactive material. 

Economic costs. May include assumed relative cost factors addressing impacts on people, property and the environment. These may include cost factors of treating those who become ill (or who are worried they will become ill), of decontaminating affected areas (or of removing and disposing of soil, buildings and contents that cannot easily be decontaminated), and of evacuation, relocation, and economic disruption and recovery. The economic scale has been multiplied by the half-life of the nuclides in the case of cool and fresh irradiated NM and all types of RM, as an indicator of the time needed to alleviate impacts.
A composite indicator accounting for the consequences for all possible types of malicious actions that can be initiated by an adversary is proposed to contain a weighted estimate of the health (75%) and economic (25%) components. (Table 3). A composite index (Table 4) for the thermal power of RRAF is included applicable only to fresh and cool irradiated NM.
TABLE 3. CONSEQUENCE ASSESSMENT OF DIFFERENT EVENT TYPES
	Event
	Ease of initiation
	below CATIII
	CAT III NM
	CAT III M
	CAT II NM
	CAT II M
	CAT I NM
	CAT I M
	cool irradiated
	freshly irradiated
	CAT5
	CAT4
	CAT3ND
	CAT3D
	CAT2ND
	CAT2D
	CAT1ND
	CAT1D

	HEALTH – 75%

	IND
	93.5%
	
	
	
	
	
	
	5
	
	
	
	
	
	
	
	
	
	

	NMsab
	1.0%
	1
	1
	1
	1
	1
	1
	1
	4
	5
	
	
	
	
	
	
	
	

	RDD
	1.5%
	
	
	
	
	
	
	
	1
	2
	
	
	1
	1
	1
	3
	2
	5

	RMsab
	1.0%
	
	
	
	
	
	
	
	
	
	
	
	2
	2
	3
	3
	4
	5

	RED
	4.0%
	
	
	
	
	
	
	
	5
	5
	
	
	1
	1
	2
	2
	4
	4

	
	
	0.01
	0.01
	0.01
	0.01
	0.01
	0.01
	23.39
	1.18
	1.31
	0
	0
	0.01
	0.01
	0.27
	0.39
	0.86
	1.27

	ECONOMIC – 25%

	IND
	65.0%
	
	
	
	
	
	
	5
	
	
	
	
	
	
	
	
	
	

	NMsab
	7.0%
	1
	1
	1
	1
	1
	1
	1
	5
	5
	
	
	
	
	
	
	
	

	RDD
	27.0%
	
	
	
	
	
	
	
	1
	3
	
	
	1
	2
	1
	3
	1
	5

	RMsab
	7.0%
	
	
	
	
	
	
	
	
	
	
	
	2
	2
	2
	3
	2
	5

	RED
	1.0%
	
	
	
	
	
	
	
	5
	5
	
	
	
	
	1
	1
	4
	4

	
	
	0.07
	0.07
	0.07
	0.07
	0.07
	0.07
	16.32
	2.27
	4.43
	0
	0
	0.55
	1.36
	0.56
	3.07
	0.71
	8.66


The final Consequences indicators is estimated from eq (1) 

Consequences = (75% * HEALTH + 25% * ECONOMIC * HALF-LIFE_SCALE)* THERMAL_POWER_SCALE






(1)
TABLE 4. CATEGORIZATION FOR HALF-LIFE AND THERMAL POWER
	
	1 - Very Low
	2 - Low
	3 -Medium 
	4 - High
	5 - Very High
	N/A

	Half life of RM
	<3 months
	>3 months
	>1 year
	>5 years
	>30 years
	N/A

	Half-Life_Scale
	0.5
	0.75
	1
	1.25
	1.5
	1

	Thermal power
	<1 kW
	1-100 kW
	100k-2M
	2-20 MW
	>20 MW
	N/A

	Scale
	0.5
	0.75
	1
	1.25
	1.5
	1


3.3 Relative Risk quantification

The main output of the methodology will be the relative risk quantification of the NM/RM materials determined by plotting the attractiveness versus consequences placed on “X-axis” and “Y-axis” respectively. 

Curves representing constant values of the product of attractiveness with consequences could also be established that show groups of NM/RM with similar relative risk priorities.

4. applications
This section introduces several examples for the application of the methodology in virtual IAEA facilities: Hypothetical Atomic Research Institute – HARI , University Medical Center – UMC and Shapash Nuclear Research Institute. Additionally, for the HARI facility potential upgrades are assessed for the relative risk, and finally a comparison of all facilities is presented. 
4.1 Hypothetical Atomic Research Institute

HARI is a hypothetical research facility that contains a 10 megawatt research reactor, a radioisotope production facility, a low-enriched uranium fuel fabrication facility, a gamma irradiation facility, and a waste treatment and storage facility [9]. 

FIG 1 presents an overview of the estimations performed in order to determine the attractiveness and consequence factors based on the methodology of Section 3. In the case of HARI, there are radiological risks that are at least comparable to nuclear risks; the most attractive target material is the Radioisotopes Production Filter Waste (RPFW) located top-right on FIG 1, followed by the Reactor Core (RC).


[image: image1]
FIG. 1: Attractiveness assessment of HARI
4.2 HARI security upgrades
The most attractive target, Radioisotopes Production Filter Waste (RPFW), was presented to the participants of CRP-Task 1 in order to conduct a security assessment of the facility. This process described in the work of Adu et al [10], pave the way for discussing different alternatives for reducing attractiveness. Two measures were examined, one to increase the number of physical protection layers (from 3 to 4) and the second to take all necessary organizational measures to reduce the existing inventory to a CAT 2. The resulting attractiveness estimate are presented in FIG 2 below.

[image: image2]
FIG. 2: Attractiveness assessment of RPWF Upgrades
4.3 University Medical Center
The next application of the methodology was applied to rank radiological targets at a hypothetical facility, the University Medical Centre, within a hypothetical country named the Republic of Lagassi [11]. Such facilities are typically less protected than RRAF, but malicious acts could still lead to societal consequences of malicious acts associated with radioactive sources. The gamma knife (GK) is a CAT-1 non-dispersible radioactive source and assigned a Security Level A, and the blood irradiator (BI) and research irradiator (RI) are Category 2 dispersible sources assigned to Security Level B. FIG 3 presents the estimated attractiveness levels for UPM.

[image: image3]
FIG. 3: Attractiveness assessment of UPM
4.4 Shapash Hypothetical Facility 
Finally, the methodology was applied to the IAEA Shapash Nuclear Research Institute (SNRI) [12]. It contains a light-water-moderated, 10MW thermal power HEU-fueled research reactor located within the SNRI. 

We limited the analysis of NM/RM on this installation on the following sources: freshly irradiated HEU-UO2 fuel at the Core (SRC), Experiment materials are located in R091 and include 23 kg of HEU (SR91) and the Fresh Fuel Vault that contains 80 assemblies of HEU Fresh Fuel Pins in storage. FIG.4 presents the attractiveness of the Shapash potential targets.  


[image: image4]
FIG. 4: Attractiveness assessment of Shapash
4.5 Facility Comparison

The proposed approach could also provide useful inputs to regulators, as it allows the comparison of different facilities that contain NM/RM. There are multiple ways of processing and presenting obtained results that estimate relative risk for the different facilities and/or materials within them. 

The first and most obvious way is plotting all materials in the same attractiveness vs consequences graph. These plots provide a direct comparison of the different relative risk levels for the assessed materials, but in case of comparing a large amount of facilities, these could be very difficult to understand and interpret. Selected threshold values of acceptable relative risk levels (iso-lines in FIG. 5 and FIG. 6) could be plotted to separate materials above a specific level.    

[image: image5]
FIG. 5: Attractiveness of all NM/RM at three facilities
It is also possible to compare the relative risk level of different facilities, which is accomplished taking the maximum value for each of the analysed facility. FIG. 6 below presents a comparison of the three facilities, and indicates that Shapash should be considered more at risk due to the CAT-I nuclear material, followed by HARI due to the CAT-I dispersible and lastly the UMC.      

[image: image6]
FIG. 6: Attractiveness comparison of different facilities
5. conclusions
The present work summarizes the work performed under IAEA CRP J02006- Task 2 “Comprehensive Measurement of Security Risk for Research Reactors and Associated Facilities (RRAF)”, for the development of a methodology to estimate and compare relative risks posed by NM and RM under a common framework. In this work the methodology was implemented in three different hypothetical facilities (HARI, UMC, Shapash) and a relative ranking of the underlying risk is presented for each facility and comparatively between them, thus comparing risks posed by materials within a site and sites within a country. Furthermore, we demonstrate (Section 4.2) how this approach can be part of a risk-informed process for selecting facility upgrades. 


[image: image7] 
FIG. 7: Attractiveness comparison of different facilities based on material type
FIG. 7 summarizes how the proposed approach clusters relative risk by material, accounting for all different types. At the highest level is the CAT-I metal NM mainly due to the potential for creating an IND device with disastrous consequences, followed by CAT1 dispersible material and the irradiated Reactor NM. Less related risk is associated with the CAT-II and CAT-III NM and non-dispersible RM.    
Concerning the attractiveness values, the proposed approach considers that any material could be a potential security target and could be used to initiate multiple events, either on- or off-site. CAT-1 dispersable material followed by Reactor freshly irritated core are the more attractive types of materials, excluding the consequences element from this assessment. 
The work demonstrated that is possible to compare NM and RM under a common risk ranking scheme and identify priorities for a facility, and also multiple facilities, that includes both types of materials. Furthermore, potential application of the information that can be obtained from this assessment can be used for:

· Ranking of respective targets in a RRAF that could be further assessed in terms of vulnerabilities and physical protection measures by suitable methodologies as demonstrated in joint work with Task 1 of CRP J02006. 

· Identification of groups of RN/NM based on the risk ranking scheme that could be considered as higher priority for further analysis of physical protection measures, and risk-informed security upgrades.
· Definition of potential targets that could be tested in nuclear security capacity building activities
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