Nuclear Forensics Awareness and Understanding

M. Wallenius, K. Mayer

European Commission

Joint Research Centre – Institute for Transuranium Elements

P.O. Box 2340

76125 Karlsruhe, Germany

E-mail address of corresponding author: maria-s.wallenius@ec.europa.eu
1. Introduction

Nuclear forensics is a relatively new and certainly a fascinating discipline in science gaining its attractiveness from the exploration of the unknown. As stated in the Communique of the Nuclear Security Summit held 2012 in Seoul “nuclear forensics can be an effective tool in determining the origin of detected nuclear and other radioactive materials and in providing evidence for the prosecution of acts of illicit trafficking and malicious uses.” It also resolved that “States are encouraged to work with one another, as well as with the IAEA, to develop and enhance nuclear forensics capabilities.”
In order to respond effectively in case of a nuclear security event States should possess nuclear forensics capabilities as integral part of their national response plan. Nuclear forensic capabilities are not limited to analytical means; they include the legal and regulatory framework, technical infrastructure and human capital.
Based on a sound understanding of the opportunities offered by nuclear forensic investigations and its limitations, policy makers can establish the basis for implementing nuclear forensic capabilities at national level. Decision makers of different authorities and organizations need to cooperate in order to ensure the integration of available resources in an efficient response mechanism with appropriate technical nuclear forensics required by measurement experts and law enforcement.
2. Nuclear forensic capabilities

Each State should seek to acquire nuclear forensic capabilities enabling to provide competent authorities with relevant information on the nature of the nuclear security event and on the main characteristics of the interdicted material. Such capabilities are often referred to as nuclear forensics core capabilities. The information obtained by core capabilities has typically immediate relevance to the law enforcement investigations. They might, for instance, give answers to following basic questions: What is the material? Is it ours? Besides conducting the preliminary assessment of the material and determining if national laws have been broken, the core capabilities help in larger scale to strengthen overarching nuclear security controls, enable rapid and appropriate response, and in case advanced nuclear forensic analyses are desired, enable States to request and receive international assistance.
Advanced nuclear forensic capabilities, on the other hand, help States to understand more about history of the unknown nuclear material. They might give answers to questions like, “how, when and where the nuclear material was produced” and thus helping in the determination of the origin of the material. The advanced capabilities, however require considerably more resources (e.g. instrumentation, knowledge base, subject matter expertise) than core capabilities, therefore they might not be sustainable for all countries. 
Nuclear forensic capabilities consist of four elements: national frameworks, evidence management, material analysis & interpretation and human capital (Table 1). Below these four elements are discussed in more detailed.
Table 1. Nuclear forensic capabilities.

	National Frameworks
	Evidence Management
	Material Analysis & Interpretation

	Resources
	Radiological crime scene management
	Categorisation

	National response plan
	Evidence sampling & collection
	Basic characterisation

	National nuclear forensics library
	Transport
	Comparison with domestic material

	Collaborative agreements
	Storage
	Advanced characterisation

	ITDB POC
	
	

	
	Human Capital
	

	
	Multidisciplinary experts; training; exercises
	


2.1. National frameworks 
It is very unlikely that any State will have a dedicated nuclear forensics laboratory doing nothing else than nuclear forensics analyses. Therefore, the first thing the States are advised to do, when establishing nuclear forensic capabilities, is to make an inventory on existing resources. States should look into what is already available (e.g. research laboratories, universities, measurement instrumentation) and how these could be utilised in case of a nuclear security event.
In order to define the roles and responsibilities of the different organisations and competent authorities involved in nuclear security events, States should develop and implement a national response plan. The organisations offering national nuclear forensics capabilities should be clearly identified in this plan. Besides this, the national response plan for nuclear security events should identify the international nuclear forensics laboratories in order to facilitate international assistance if the need should arise. The possibility to receive support should be established beforehand using, for instance, collaborative agreements as legal basis.

The National Point of Contact (POC) to the IAEA's Incident and Trafficking database (ITDB) should also be a component of the national frameworks and an integral part of the national response plan. The POC needs to be provided with information pertaining to the nuclear security event promptly that he/she can notify the ITDB in a timely manner.

National frameworks include also a national nuclear forensic library (NNFL). A national nuclear forensic library is a collection of information (data and/or samples) about nuclear or other radioactive material that either resides or was manufactured in the country. The information on characteristic parameters (“signatures”) of radioactive materials is used in nuclear forensic investigations to distinguish one material from another assisting, therefore, in the origin determination of unknown nuclear materials. 
2.2. Evidence management

After a nuclear security event has been detected, measures for implementing safety and security at the incident site have to be implemented. This can be achieved using appropriate radiological crime scene management procedures, which should also include advice how nuclear forensic evidence, as well as traditional forensic evidence, is to be preserved. Besides this, appropriate protocols for collection, handling and sampling of evidence have to be in place, taking into account the rules of evidence and chain of custody considerations. 
Transport and storage are also part of the evidence management. States should have proper containers on hand for various types of evidence (e.g. nuclear material, strong radioactive sources, traditional evidence contaminated with radioactive material) to be transported away from the crime scene. If the evidence cannot be transported directly to a laboratory for nuclear forensic analysis, an interim storage will be required. This been the case, States should have a safe and secure place with relevant permits. 
2.3. Material analysis & interpretation

The preliminary material analysis includes measurements, which are sufficient to provide information on the principal radiological characteristics of the interdicted or collected radioactive material. Such information would be e.g. determination of the nature of the material, identifying its bulk constituents and the potential radiological hazard associated with the material. This is referred to as categorization and it primarily uses non-destructive measurement techniques (e.g. hand-held radioisotope identification devices), which do not require unpacking or handling of the material. Categorization should be carried out primarily at the incident site and it is essential for supporting decisions on the subsequent steps and measures to be taken. 
After the on-site categorisation and transport to an interim storage or an identified nuclear forensics laboratory, the intercepted material needs to be characterised. Basic characterisation of the material includes the material identification (including determination of the approximate isotopic composition of the material), the physical inspection and determination of the macroscopic morphology. This should be preferably undertaken in a controlled laboratory environment to ensure the highest integrity of the analytical data. One should also keep in mind that any analysis performed is to be executed in a manner which assures that no forensics evidence is compromised through potential contamination or mishandling.
The information obtained through these above-mentioned analyses can then be compared with the information on the domestic material in the national nuclear forensics library in order to find out whether the material had been produced or stored within the country.
Advanced characterisation of the material might be necessary in case the basic characterisation and the subsequent comparison with the data in the NNFL were not adequate in finding out the origin of the material. The state of the art instrumentation as well as for nuclear forensic purposes developed specialised methods are typically required for this. 
2.4. Human capital

The inclusion of nuclear forensic capabilities into the national response plan requires that qualified experts in various disciplines (e.g. radiation protection, evidence collection, measurement techniques and data interpretation) are available, often in a short notice. These complementary experts should have a solid education in their respective areas (e.g. radiochemistry, nuclear physics, materials science, traditional forensics) and they should demonstrate their competences by exercising regularly. They should have also developed awareness on related fields in this multi-disciplinary science of nuclear forensics in order to understand better all the aspects required in nuclear forensic investigations. Therefore, training and exercising are an essential part of the nuclear forensic capabilities.
3. Programmes and projects to support the nuclear forensics awareness

Since mid-1990s the European Commission has established many support programmes and projects for various beneficiary countries in the field of nuclear forensics. Examples of such programmes are: PECO, TACIS, Instrument for Stability (IfS), Enlargement & Integration and CBRN Centres of Excellence (CoE). The form of support has varied from providing workshops and trainings up to delivery of equipment for radiation detection, radioactive material identification and characterisation. The workshops and trainings vary in degree of “hands-on” component and scientific complexity starting from awareness type of trainings (e.g. establishment of a national response plan) to trainings on specialised laboratory techniques (e.g. on electron microscopy). The comprehensive training programme developed for the capacity building in nuclear forensics at the JRC-ITU is shown below in Table 2.
Table 2. Capacity building programme related to nuclear forensics.
	Subject
	Target audience
	Main topics

	National response plan
	Regulatory authority, decision makers, expert institutions
	MAP, RITNUM, responsibilities, communication, processes

	Detection
	Customs, border guards, police, security services
	Procedures for detection, verification of alarm, securing the material & site, self-protection

	MEST
	Research institutes, environmental protection, health & safety authorities, radiation protection
	Categorisation, preservation of evidence, sample taking & shipment, radiological crime scene

	Nuclear  forensics
	Research institutes, measurement laboratories
	Material characterisation, data interpretation, source attribution, expert opinion

	Exercises (e.g. Table-top)
	All target groups
	Response processes & procedures, scenario development


4. Conclusions 
Every state is encouraged to establish nuclear forensic capabilities at least in “core” level in order to respond rapidly and appropriately in the case of a nuclear security event. The nuclear forensic capabilities do not comprise only technical measures (e.g. nuclear material measurements or evidence sampling), but includes also organisational aspects of different competent authorities. These should be compiled and documented in a national response plan. Human capital is a central part of nuclear forensic capabilities. Awareness and understanding of what is nuclear forensics, what are its limitations and how it can help to improve the national nuclear security is, therefore, utmost important. Increasing the awareness and understanding of nuclear forensics is a continuous international effort and the European Commission has contributed to this by multiple support programmes during the last two decades.
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