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At the beginning I will discuss the implementation of the European NIS Directive in Germany, as well as Aus-
tria. Operators of critical infrastructure are required to implement appropriate organizational and technical
arrangements according to the “state of the art”.
In determining the state of the art, particular reference must be made to relevant international, European and
national norms and standards, but also to comparable procedures, facilities and modes of operation that have
been successfully tested in practice.
I have been working on IT security and IT standards for the last 20 years and have now extended my education
to the topics of cyber security and OT standards (Operational Technology). As a Cyber   Security Practitioner
(CSP), I perform Cyber   Security Checks to BSI using ISO / IEC 27001. As an IEC expert of the OVE Austrian
Electrotechnical Committee, I work on the IEC 62443 (TSK-MR65) series of standards. Additional I have for
the test procedure according to § 8a (3) BSI law, an additional training for the execution of IT security audits
with operators critical infrastructure (KRITIS).
As a standard for IT risk assessment and state-of-the-art IT risk treatment, ISO / IEC 27001 is recommended as
an information security management system (ISMS). However, this can not be applied 1: 1 for critical infras-
tructure operators (KRITIS). The assessment of the appropriateness and appropriateness of the risk treatment
or measures for KRITIS must not have any impact or disruption on society’s security of supply.
In-depth industry-specific industry safety standards are available, with international emphasis on IEC 62443.
This standard defines the roles of manufacturers, integrators and plant operators, as well as technology for
the design of zones and transitions, ie security design.
I focus on the OVE drafts “Life cycle requirements for safe product development (OVE EN 62443-4-1) and”
Requirements for components of industrial automation systems (OVE EN 62443-4-2) and the international
standard ISA / IEC 62443 -3-3.
I show afterwards as a practical example of our networksecurity implementation according to IEC 62443 in
the pilot factory 4.0 of the Vienna University of Technology.
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