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The purpose of this study is to propose ideal applications of novel technology in nuclear safeguards, suggest
possible scenarios of the application at the nuclear facilities and evaluate advantages and challenges when
using the new concepts.
Numerous nuclear material accounting reports are submitted to IAEA, supplemented by accounting records,
supporting documents and source data prepared by the facilities. Due to the vastness of data, the Agency and
state authority need a significant amount of resources to ensure the consistency and integrity within the data.
In addition, accidental or intentional human factors can be involved in preparing the reports.
The introduction of share-ledger (blockchain) technology combined with the Internet of Things (IoT) technol-
ogy can provide possible solutions.
The IoT application in producing data reduces the engagement of human factors and increases reliability
and accuracy of the information. National accounting reports (ICR, MBR, PIL) mainly require the elemen-
tal weights of nuclear material and their measurement can be automatized using chemical sample analysis,
weight measurement with scale, non-destructive assay (NDA) and barcode system in case using shipper val-
ues.
Originally, the reliability of data can be ensured through the blockchain technique. Moreover, self-data check-
ing function developed by the smart contract application greatly reduces the efforts of state authority and the
Agency to accomplish consistency and integrity. The database becomes more reliable only when combined
with IoT since input data should gain confidence.
Based on these concepts, two possible scenarios are developed for an imaginary nuclear power plant and a fuel
manufacturing plant. The efficiency and cyber security aspects of these novel technologies are thoroughly
evaluated. The result shows that the application not only enhances efficiency of streaming preparation of
reports but also improves quality of the data. However, considerable efforts are needed to prevent the cyber-
attack against the blockchain database.
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